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Date: 29th May 2024	

TO:	The Police and Crime Commissioner, Chief Constable and Members of the Joint Audit Committee (Ms K Curran, Mr D Macgregor, Mr Farhan Shakoor, Ms Julie James & Mr Brian Jones) 

Copy to:	Ms N Davies, T/Chief Finance Officer
ACPO and Senior Officers/Staff 
		Representatives from TIAA and Audit Wales Audit
		

Dear Sir/Madam,

A meeting of the Joint Audit Committee will be held on Wednesday 5th June 2024 at 1pm via Microsoft Teams for the transaction of the business on the attached agenda. Members of the Press and Public may attend this meeting.  
To participate through the medium of Welsh, Members of the Public are required to provide at least 7 days’ notice to guarantee such provision as notified on our website.  Should we receive late notification we will do our best to provide this service but cannot guarantee.
Yours faithfully
[image: ]
Mrs Carys F Morgans
Chief Executive 

Encl.


A G  E  N  D  A
1. Apologies for absence 
2. Declarations of interest
3. To confirm the minutes of the meeting held on the 14th March  2024 


4. Review of actions – 14th March 2024
5. Joint Audit Committee Work Plan (Business Manager)


6. To Consider the Joint Audit Committee Annual Report 2023/2024 (Business Manager)

Matters for Scrutiny
7. To consider the following reports of the internal auditors: (Internal Auditor)
[bookmark: _Hlk98148499]
a. To consider the Summary Internal controls Assurance (SICA) Report 2023/24



b. To consider the Collaborative Review of Property Subject to Charge (Evidential Property)



c. To consider the Collaborative Review of  Counter-Fraud (Anti-Fraud Procurement)







d. To consider the Draft Collaborative Review of Telematics




e. To consider the Assurance Review of Counter-Fraud – External Exposure



f. To consider the Assurance Review of Commissioners Grants 



g. To consider the Assurance review of HR Management – Occupational Health



h. To consider the Assurance Review of the Digital Forensic Unit





i. To Consider the Year-End Follow up Review



j. To Consider the Audit Strategy 2024/27 and Annual Audit Plan 2024/25


[bookmark: _Hlk95830877]
8. To note the Audit Wales Final Accounts Memorandum 2022/2023 (Chief Finance Officer)



9. To note the Annual Audit Letter 2022/2023 (Chief Finance Officer)




10.  To consider an update on the actions from the Annual Governance Statement 2022/2023 (Senior Manager – Governance and Change)



11. To consider the Statement of Accounts Audit Timetable 2023-24 (Chief Finance Officer)



12. To consider the draft accounting policies for the 2023/24 accounts (Chief Finance Officer)




13. To consider the Audit Wales 2023/2024 Audit Plan – (Chief Finance Officer)









[bookmark: _Hlk95839142]Break 10mins

The information contained in the report below has been subjected to the requirements of the Freedom of Information Act 2000, Data Protection Act 2018 and UK General Data Protection Regulation and the Office of the Police and Crime Commissioner for Dyfed-Powys’ public interest test and is deemed to be exempt for publication under section 13 of Schedule 12A Local Government Act 1972.

14. To consider the progress against actions from the HMICFRS Peel Inspection Report – (Service Improvement Unit Inspector)

15. Business Continuity Plans – (Senior Manager – Governance and Change)

16. Members ICT and Access to Committee Papers – (Business Manager)


17. Members Updates – 15 minutes
18. Any other business
a. Internal Audit Contract (Chief Finance Officer)


Date of next meeting: 31st July 2024
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Meeting: Joint Audit Committee

Venue: Teams

Date:  14th March 2024

10am – 1.10pm





		Members:

		Mr Brian Jones, Jac Member and Chair (BJ)

Mr Farhan Shakoor (FS)

Mr David Macgregor (DM)

Ms Julie James (JJ)





		JAC Attendees

		Mr Dafydd Llywelyn, Police and Crime Commissioner (PCC)

Ms Carys Morgans, Chief Executive Officer (CM)

Ms Beverley Peatling, Chief Finance Officer (CFO)

Mr Edwin Harries, Director of Finance (DoF)

Ms Nicola Davies, Head of Corporate Finance (ND)

Ms Karen Davies, Finance (KD)

Mr Jason Blewitt, Audit Wales (JB)

Ms Eleanor Ansell, Audit Wales (EA)

Ms Hannah Glipin, Audit Wales (HG)

Ms Fiona Roe, TIAA (FR)

Ms Helen Cargill, TIAA (HG)

Mr Jonathon Maddock, TIAA (JM)

Ms Louise Harries, T-Supt (LH)

Ms Gaynor Maddox, Head of Programmes and Change (GM)

Mr Neil Evans, Business Manager OPCC (NE)

Mr Steve Cadenne, Head of HR Service Delivery (SC)

Mr David Harris, HR Officer (DH)

Ms Debbie Jones, Information Manager (DJ)

Mr Gareth Scanlon, Force Review Team (GS)





		Apologies

		Ms Kate Curran (KC)

Dr Richard Lewis, Chief Constable (CC)





		Declarations of Interest:

		None











		

		ACTION SUMMARY FROM MEETING ON 26th July 2023



		A6

		Delays in receiving responses to collaborative internal audit reports from other Forces to be raised at the next All Wales meeting on JAC Committees

		Chair/CEO

		Complete – The Chair has met with colleagues across Wales and this has been addressed.



		ACTION SUMMARY FROM MEETING ON 31st January 2024



		Action No

		Action Summary

		To be progressed by

		 Progress



		A25

		That updates are included within the action summary table.



		NE

		Complete – updates will be included on future agendas.



		A26

		NE to liaise with ND to establish whether an additional meeting is required between March and July and if so, identify a convenient date following discussions with the Committee. 



		NE/ND

		In progress - 

Neil to discuss with ND



		A27

		That a column is added to the Audit Governance Group report to highlight why an audit has been moved or delayed



		ND

		Complete - the tasks function within teams is now being used to track the progress of open recommendations which will include reasons for delays



		A28

		That the Audit Wales report in relation to Cybersecurity be made available to the assist with learning from others.



		NE

		Complete – 

Report circulated to Committee Members.



		A29

		That the risk management processes be reviewed to ensure that risks are being recognised and recorded on the risk register in a timely fashion

		GM/NE

		Complete - 

Risk management processes have been reviewed and arrangements made to ensure that staff responsible for recording risks are updating the register in a timely fashion following consultation with risk leads.



		A30

		That a representative from Human Resources attend the next meeting of the Committee to explain the root causes of the delays and how it would be rectified.

		NE

		In Progress - 

Linda Williams, the director of HR will be attending the July meeting to explain the delays in responding to Internal Audit reviews on areas with Human Resources.



		A31

		That the issues in relation to HR responding to reviews be discussed at the Chief Officers Group

		DOF

		Complete – 

This has been discussed and a representative will attend future meetings of the Committee.



		A32

		An Annual summary report is provided to the Committee that highlights the timeliness of audit reports.



		ND

		Complete - 

Agreed and a report will be presented to the Joint Audit Committee meeting to be held in July.



		A33

		That the PCC raise the issue of delayed responses to internal audits at the next Policing Board.



		PCC/CEO

		Complete - Joint Audit Committee concerns were discussed at the Policing Board held on 20th February 2024. As a result, an action was raised for the CEO and the Deputy Chief Constable to meet to discuss a review of the Governance arrangements. The CEO Deputy Chief Constable have met and a review of governance will take place. 



		A34

		ND to check the management comments following the Estates Management Review of Governance to ensure that all decisions have been made within the scope of the terms of reference and within the relevant meeting.



		ND

		Complete – 

Terms of reference and decision processes reviewed.



		A35

		ND to establish if the actions within the Estates Management Review of Governance with past implementation dates have been completed. 



		ND

		Complete – Head of Estates has confirmed that the actions have been completed and evidence submitted to TIAA for review.



		A36

		Business continuity plans and arrangements to be presented to the Committee in 3/4 months’ time.



		GM

		In Progress - 

Will be included on the Committee agenda for the July Meeting.



		A37

		That the area of Business Continuity be raised as a risk and final plans brought to the Committee

		GM

		Complete – 

This is now included on the Risk Register



		A38

		JM to check the scope of the Assurance review of ICT Disaster Recovery to establish whether testing was sufficient and report back to the next meeting.



		JM

		Complete

Review undertaken by specialist auditor. Revised grading as one recommendation was missed - grading is now 'reasonable assurance’.  Committee members are keen to ensure full depth/details are provided within all future reports.  



		A39

		JM to confirm what the scope of the Assurance Review of Leases was and report back to next meeting.



		JM

		Complete - 

The auditor confirmed that the scope of the review focused on the preparedness and not the technical aspects which are to be put in place when the process goes live.



		A40

		Progress against recommendations contained within the Audit Wales Final Accounts Memorandum 2021/22 to be reported to Committee at forthcoming Finance Seminar.



		CFO/DOF

		Complete – Information provided at the Finance Seminar.



		A41

		That further information is provided to the next meeting in relation to the Force’s SARC operational risk.



		GM/NE

		Complete - 

Information is contained within the risk report on this agenda.



		A42

		That Information Management is added to the Corporate Risk Register.

		GM

		Complete – 

This is now included on the Risk Register



		A43

		A review of outstanding audit recommendations be undertaken to reflect those outstanding for long periods to be included in risk management arrangements and risk registers

		GM

		In Progress - 

information back from Finance team now on the internal audits which are being reviewed.  Some of them outstanding recommendations will require a risk profile to see if they need to go on corporate risk or on departmental risk register. 



		A44

		A review of content and formatting of risk registers and reporting be undertaken to include prioritisation, appropriate narrative and highlighting score changes.

		GM/NE

		Complete - 

A review has been undertaken and new reporting format is presented on this agenda.



		A45

		NE to circulate the meeting dates and invitations to the relevant Members

		NE

		Complete – meeting invitations sent to Members 13/02/2204



		A46

		A further meeting is arranged between the Committee and Audit Wales at an equivalent time next year

		NE

		In progress – 

Consideration to be given to the date and Committee Members to be consulted on the proposed date. The meeting date will be reliant on the date of closure of accounts and receipt of the Audit memorandum



		A47

		That TIAA ensure the appropriate representation at meetings to deal effectively with arising queries. 

		JM

		In progress - 

HC is currently in attendance. Any specialist work undertaken, will require specialist to attendance.  



		A48

		There is a need to ensure that the scope of future reviews are such that the outcome of the review will add value and be of organisational benefit.



		CFO/DOF

		In Progress - 

To be taken through the Audit Governance Group.  Whole process to be looked at, to ensure organisational benefits are an outcome of the internal audits.  ToR to also be reviewed. 



		A49

		That arrangements are made to ensure that Members can access Committee papers.



		NE

		In Progress – 

JJ and DM have scheduled meetings with ICT and NE to review their IT equipment.



JJ also keen to explore other options for accessing committee papers. 



Options paper prepared for discussion at the meeting held on 5th June 2024.







1. Minutes of the meeting held on 14th March 2024 and Matters Arising

The Committee considered the actions of the previous meeting and welcomed the additional narrative of progress made against each recommendation. It was agreed that recommendations A30 and A36 be changed to in progress as they referred to future meetings.



The minutes of the meeting held on the 31st January 2024 was accepted as a true record by the Committee. 



D04 2023/2024: The minutes of the meeting held on the 31st January 2024 was accepted as a true record by the Committee.



Action A 50: That action A30 (That a representative from Human Resources attend the next meeting of the Committee to explain the root causes of the delays and how it would be rectified) be changed to In Progress until the Director of People and Organisational Development attends the meeting in July.

Action A51: That action A36 (Business continuity plans and arrangements to be presented to the Committee in 3/4 months’ time) be changed to In Progress until the Business Continuity Plans are presented to the meeting in July.



2. Joint Audit Committee Work Plan 

The Committee considered the work plan and were advised by NE who raised two points on behalf of the Chair on the current workplan:



1. In response to the Joint Audit Committee terms of reference review – an in-depth review was undertaken in January and therefore it was agreed it did not need to be reviewed again until the March 2025 meeting. 

2. Risk Management policy – GM confirmed this will be reviewed before the end of March 2024.

NE and ND to arrange an additional JAC meeting between March and July to help with the workload linked to the internal audit reports (linked to Action A26). 



DM noted the HMICFRS update was not included on the agenda for review today. 





Action A52: That a report on progress against actions from the HMICFRS Peel Inspection to be presented by Inspector Richard Janas to the next meeting of the Committee.



3. Matters for Scrutiny 

1. To receive an update from the Audit Governance Group meeting held on the 29th February 2024 (Head of Finance) 

ND confirmed the Audit Governance Group meeting was held on the 29th February 2024. There are a several audits which are pending; a number of audits have taken place at the end of February and awaiting the reports. In summary, 17 audit plans have been completed with a number pending as drafts and being reviewed for comments.

 

Concerns were raised in relation to the duration of open recommendations. Members were advised that the process has been improved and the tasks function within Microsoft Teams is now being utilised to track recommendations and assign to individuals for progression. Since the last period, 7 recommendations remain open and 14 have been closed. Any new recommendations will be reported to the next Audit Governance meeting. 



DM queried the ICT data quality recommendation as it has been a longstanding action. ND confirmed there has been significant progress with this piece of work and it has been a complex area to implement.   The revised date is in May and a further update from IT will be sought as to whether this is achievable. It was noted that the piece of work has been challenging to complete. 



GDR compliance and ICT data quality are noted as narrative updates were provided on the recommendations. 



2. To consider the actions of the Corporate Governance Group meeting 

The Corporate Governance Group met on the 6th March and there was discussion in relation to the new Internal Audit contract. Clarification was sought in terms of timescales of the procurement process. This has now been agreed and progressing. The anticipated timeline for award is early September. 



A presentation on the planning assurance cycle was given by LH and accepted within the meeting. In terms of the medium-term financial plan/governance statement it was suggested that it might be useful to present the Planning Assurance Cycle to the Joint Audit Committee and will help to provide members with some added assurance. 



PCC confirmed he would like to refresh the corporate governance framework in relation to the relationship between the OPCC and Force. There have been some significant increases in external funding via grant opportunities from the Home Office. For example, Safer Streets 5, which is currently being manage through the OPCC but relies heavily on the force and their activities.  It doesn’t necessary align within the current governance structures.



ACTION A53 – That the planning and assurance cycle is included on the agenda of the next JAC meeting.



3. To consider the following reports of the internal auditors



a) To consider the Summary Internal controls Assurance (SICA) Report 2023/24

The Committee considered the report and were advised that reviews referenced within the report were on the agenda for consideration. The Committee were asked to note that the work has been ongoing with several other reviews, which will be completed shortly.





FS asked why there has been a delay in receiving management comments to the Estates Management review. HS advised that there is a revised final report. EH noted the Committee’s concerns and agreed the length of the delay was unacceptable. The delay was as a result of the need for a further draft report to be considered following initial management comments and then further delayed by the need to set up meetings to discuss the comments prior to final report being produced.





b) To consider the Annual Internal Audit Plan 2024-25

Members noted the Annual Internal Audit Plan and were advised that it took into consideration the potential for a change in provider.  The plan has been developed based on the feedback of the Corporate Governance Group and considers the areas covered previously and risks facing the organisation. Further discussions are required in relation to the Collaborative Audit programme as they are different views.  





NE advised that the Chair had suggested that the Committee give consideration to the audit of Health and Safety that was scheduled for 2025/2026 and that it should be brought forward due to the length of time since the last review and that it was a high-risk area.



Action A54: Consideration is given to bring the Health and Safety Internal Audit forward to an earlier date due to the length of time since the last review and the limited assurance outcome of the last review.





c) To consider the collaborative review of Payroll



Members considered the collaborative review of payroll. The review was undertaken across the four forces and is undertaken annually. Members noted the review received substantial assurance with no recommendations.



d) To consider the collaborative review of Debtors



The Committee considered the collaborative audit of Debtors which is undertaken most years and received substantial assurance.  One operational matter was raised in relating to the credit balances showing on the aged debtors listing.  This is money owed, and it is worth noting a number of balances greater than 12 months old. 



FS raised a query relating to the sample of time aged debts and the failings detailed. HC provided reassurance that this issue relates to the nature of one particular debtor and all the core controls are operating as expected. 



e) To consider the assurance review of Estates Management – Planned and Preventative Maintenance



Members considered the review and noted that the previous audit outlined limited assurance.  Progress has been made and this review reported reasonable assurance. 



There are some issues around statutory testing of gas safety and lighting with the recommendation outlining that annual testing and servicing is undertaken. 



Members acknowledged that positive progress had been made by management to quickly address the areas of concerns raised. 



NE advised that the Chair queried whether the audit covered fire safety, fire and rescue authorities and any of the other big six. HC confirmed this was undertaken as part of the annual cycle of inspections. 



Action A55: Despite reasonable assurance being provided in relation to Estates Statutory Compliance, some issues remain around statutory testing of gas safety and lighting. A progress report to be reported back to the committee at a future meeting.





f) To consider the assurance review of Absence Management – Other Leave only 



Members considered the report and noted that there were concerns in relation to administration of compassionate leave.  It was identified that out of 390 police staff and officers, 42 instances of paid compassionate leave were in excess of the maximum 5 days. It was advised there are no procedure notes in place to assist managers to appropriately administer the policy. The Committee asked what reasons behind the exceptions were and how the coding is being used inappropriately leaving inconsistencies within the system. 



SC advised members that the Duty Management was not always used correctly to record details of all types of absence (including Compassionate leave).There is currently no restriction within the Duty management System or Trent on the number of days that can be granted for Compassionate Leave and in addition time off for dependants.



DM expressed concerns over the weak controls within this area and the need for consistency in the way staff are treated.  DM supported the need for processes to be improved whilst providing guidance for special leave in exceptional circumstances.



HR committed to continue to work on the recommendations and ensure a fair and reasonable solution is reached. 





g) To consider the assurance review of Performance Management 



The Committee considered a report that looked at operational performance management, looking at the achievement of objectives and KPI’s. The review granted substantial assurance, with one routine recommendation noted. The recommendation was in relation to one custody area which did not have any KPI’s, or data being pulled from the system because of its complexities. This will continually be monitored. 



h) To consider the assurance review of Community Engagement 



Members considered the report in relation to Community Engagement that gave reasonable assurance with 3 recommendations. The recommendations were generally around the staffing issues that that business area had faced but with a new Head of Corporate Communications now in post the recommendations will be reviewed and delivered. 



JJ recommended reviewing what other organisations do.  JJ is an independent member for the health board and is impressed with their community engagement activity. 



Action 56: That contact is made with Hywel Dda Health Board to discuss their approach to Community Engagement with a view to sharing best practice. Information to be presented to a future meeting of the Committee.



4. To receive the Audit Wales ISA 260 Report in relation to the accounts for 2022-23 



Members received the Audit Wales ISA 260 report provided following completion of work on the Statement of Accounts for 2022-23 which has been given an unqualified opinion on both sets of accounts.  Any errors identified during the audit have been corrected by officers and detailed within Appendix 5 of the report.



Two other matters were raised set out in Paragraph 15 to 21. In previous years issues were reported in terms of the quality assurance of the accounts and the working papers due to the large number of minor errors identified.  The errors are less this year demonstrating a positive trajectory. 



The second point related to employee pension contributions, whereby 2 out of the 19 employees tested were included on the wrong banding.  Although the impact on the accounts is small, controls have been introduced to ensure this doesn’t occur in the future. A full data capture exercise is being undertaken to review the scope and scale of the issues.  It is further complicated when salaries are increased, pension banding can increase. Additional testing is to be undertaken so any errors are picked up early.



ACTION  57 – That information is brought back to the Committee in relation to the pensions issue in 6 months to identify progress of the investigative work undertaken to identify how many individuals may be affected by the issue of different pension bands.



5. To receive the draft 2022-23 Letters of Representation



Members considered the draft letters of representation from the Police ad Crime Commissioner and the Chief Constable.  These will accompany the statement of accounts at the next agenda item.



6. To recommend approval of the Annual Statement of Accounts for 2022-23 



Members considered the Annual Statement of Accounts for 2022-23. The CFO advised that following the Seminar held in February a comprehensive set of actions were developed and these have been addressed and updates have been provided to Members to provide added assurance.



It was noted that there had been no significant changes to either set of accounts since the seminar.



The Committee formally recommended approval of the accounts.



7. To recommend the approval of the Annual Governance Statement 



Members considered the Annual Governance Statement. GM confirmed all recommendations have been detailed and these are linked to the action table. All actions are linked to boards with individuals named as responsible. 



The Committee requested that GM circulates a full list of amendments and the finalised statement to the committee. 



DM requested GM to consider some of the timelines on the actions as they date back to 2019 and to update and revise. GM advised that in relation to the HR recommendation a definitive date of June 2024 for implementation was agreed at a recent People’s Board.



ACTION A58 – That the revised Annual Governance Statement is circulated to all Members following minor amendments.



ACTION A59 – That a timeline is included within the Annual Governance Statement for outstanding actions.



The Committee formally recommended the approval of the Annual Governance Statement. 



8. To consider the Medium-Term Financial Plan, Reserves and Capital Strategy 



The Committee considered the Medium-term Financial Plan that was originally shared in the finance seminar in November 20023 and since then the plan has been further developed.  



The Committee were advised that the announcements in relation to cuts to Welsh Schools Programme and PSCO funding has further complicated deliberations. 



The CFO shared the key areas of consideration and members noted some key points, such as the precept increase, grant funding, investment and borrowing.  The medium-term financial plan has been shared with the Police and Crime Panel and is now shared with the Committee for their information. 



9. To consider the Treasury Management Strategy



The Committee considered the Treasury Management Strategy report that sets out the strategy and approach for both borrowing and investment.  It was noted that borrowing requirements are set to increase significantly over the coming years with unfortunately no capital grant to accompany the increases.



We are in the last year of the last term of the contract for our existing treasury management advisors. A new specification will be finalised shortly for a new contract to commence from 1st July. 





10. To consider the 2023/24 Statement of Accounts Timeline



The Committee considered the timeline for the 2023-24 Statement of Accounts. The document outlined a high-level summary of the timings for the 2023-24 accounts. The Committee was advised that it was anticipated to have everything finalised by end of June 2024.



Members noted the steps that had been taken to improve the timings of preparing the Annual Statement of Accounts and were thankful for the efforts undertaken.



11. Force Review Update 

Members considered a presentation from GS that provided an update on the Force Review. The Committee was advised that there are several work streams that will address the financial challenges to ensure the Force is affordable and sustainable in the future.



The work streams include bolstering number of uniform response officers, the force operating model, senior leadership portfolios and a review of CID. There are a number of work streams outside of the key areas, but they are aligned to the strategic objectives of the Force review.



The PCC advised that he meets regularly with the Force in relation to the Force review and holds the Chief Constable to account on the review via Policing Board meetings. In addition, the PCC challenges the Chief Constable on aspects of the review to ensure that service delivery is not adversely affected.



The PCC further advised that in light of the budget cuts to the school’s programme there is a commitment across policing in Wales to have a form of school’s activity as it would be a backward step not having this in place.



JJ noted the priority in relation to wellbeing but there didn’t seem to be anything included within the presentation. GS advised that the area of wellbeing and welfare was in relation to responding to some of the workloads in areas of the Force that have been under establishment but staff feeling supported is key to gaining improvements. GS also stated that there are several health and wellbeing events throughout each year and the Occupational Health Unit is very visible and provides varying kinds of support.



Action A60: That the Force Review presentation is circulated to the Committee.





12. Force Corporate Risk Register 

The Committee consider the Force Risk Register. GM provided an update on the work undertaken to make changes to the risk register following feedback from the last meeting.  The new risk around business continuity and recovery plan will be spilt into two separate risks; 1. ICT disaster recovery (supported by Mark Jones and Stephen Harvard) 2. The Risk around testing. 

Information Management – linked to DBS backlogs will be reviewed and a report shared at the next board.  The report will provide a full history from 2018 when the original risk was raised.  The risk will also need to be reviewed as the 2018 risk is now different to how it looks to date. 

Information Management disclosure to be spilt into different functions as there are different levels of risks.

Property Management is due to be completed and just waiting on final evidence to be submitted. The work is complete.

ACTION A61: That the new Business Continuity Risk is split in two and reflects the ICT Disaster recovery risk.

ACTION A62: That Horizon Scanning report to accompany the Risk reports at future meetings.

ACTION 63: That future risks include a column numbering the risk and the associated numbers used on the heat map diagrams to demonstrate the change in risk score following mitigation.



13. OPCC Corporate Risk Register 

The Committee considered the OPCC Corporate Risk Register. It was noted that the Victim Referral Service contract was due for award by the 18th March however, agreement has been reached to extend the existing arrangements to the 30th June to allow for TUPE transfers.  


DM raised a concern relating to the Goleudy risk as the details are slightly different when compared to the Force and OPCC risk register. The CEO advised that the difference may be because the OPCC commissions the service and the Force are the providers, but this will be considered in more detail.



ACTION A64: To consider the content of the Goleudy risk on the Force and OPCC Risk Registers and provide clarity on the different narrative included on the registers.



14. Information Management

Members considered an update report in relation to Information Management. DJ confirmed she has amended the format of the report and put the explanation along with the Data Protection Breaches first. Figures show that there has been a slight increase in 2023 when compared to 2022. During 2024, no breaches have been reported to the Information Commissioners’ Office (ICO) and no breaches have been reported to PSD. However, two reported breaches have recently originated from PSD and further information is being obtained before confirming if they need to be shared with the ICO. 



The Disclosure Unit deal with requests for information under data protection.  It has been noted previously that there has been a backlog of work and improvements within the area have been made in an attempt to reduce the pressure.  A number of temporary staff have been assisting with the backlog, along with a number of staff from the Record Management team.  A continuous improvement event took place to consider the FOI process and a number of recommendations have been outlined for consideration alongside recommendations from the ICO. 



A Temporary Chief Inspector has recently joined the department to review the processes and take forward recommendations to deliver improvements. Communication has also been made with ICT to determine if some of the administrative functions can be automated. The Gold group which was set up for this area has now been stood down, but regular updates are reported back to the Deputy Chief Constable. A recruitment process is ongoing to fill vacancies.


In relation to the backlog, up until 23rd February a total of 341 cases were overdue (233 FOI and 108 data protection cases).  More recently there are 216 FOI cases overdue and 100 data protection cases. Emphasis has been placed on processing the data protection cases due to the nature of the cases and these have been supported by the temporary staff who have been assisting with the less complex cases and can disclosed quickly. 



The ICO audit recommendations are being progressed with the first key date of the 31st May.



A letter has been written by the ICO to senior leaders across the public sector, requesting transparency is taken seriously. 



PCC queried if the transition over to Niche has played a part in the data breaches. DJ confirmed this is being reviewed with the support of ICT to determine the cause of the issue. 



LH advised that her team have delivered a data quality dashboard to help with the capture of quality issues within Niche and this provides feedback to officers. The dashboard is fairly new but over the next few weeks should assist in data issues and provider officers with assurance. 



The Committee welcomed the report and the progress being made that is highlighted within the report.



14. Timelines for review of the Corporate Governance Framework 

The Committee considered a report in relation to the review of the Corporate Governance Framework. The CEO advised that further to earlier discussions in the meeting agreement was sought to consider the governance arrangements between the OPCC and the Force following the elections , with a view to a revised framework being presented to the July meeting of the Committee.



ACTION A65: That a draft revised Corporate Governance Framework be presented to the Committee at the meeting to be held in July.



15. Fraud Activity 



NE advised that there was no ongoing fraud activity.



16. Members update 



JJ confirmed she attended the Corporate Governance Group on the 6th March. 



JJ shared that there are a number of government internal audit agencies that operate out of Whitehall where she currently services as a member and enquiries are ongoing to determine if DPP can be members; next meeting 2nd May with a focus on fraud, whistle blowing and global internal audit standards. 





17. Any Other Business



Nothing was raised. 



Next meeting to be scheduled for June 2024 



		

		ACTION SUMMARY FROM MEETING ON (14th March 2024)



		Action No

		Action Summary

		To be progressed by

		 Progress



		A50

		That action A30 (That a representative from Human Resources attend the next meeting of the Committee to explain the root causes of the delays and how it would be rectified) be changed to In Progress until the Director of People and Organisational Development attends the meeting in July.

		NE

		



		A51

		That recommendation A36 (Business continuity plans and arrangements to be presented to the Committee in 3/4 months’ time) be changed to In Progress until the Business Continuity Plans are presented to the meeting in July.

		NE

		



		A52

		That a report on progress against actions from the HMICFRS Peel Inspection to be presented by Inspector Richard Janas to the next meeting of the Committee.

		NE

		



		A53

		That the planning and assurance cycle is included on the agenda of the next JAC meeting.

		T-Supt Louise Harries

		



		A54

		Consideration is given to bring the Health and Safety Internal Audit forward to an earlier date due to the length of time since the last review and the limited assurance outcome of the last review.

		Joint Audit Committee

		



		A55

		Despite reasonable assurance being provided in relation to Estates Statutory Compliance, some issues remain around statutory testing of gas safety and lighting. A progress report to be reported back to the committee at a future meeting.



		DOF/Head of Estates

		



		A56

		That contact is made with Hywel Dda Health Board to discuss their approach to Community Engagement with a view to sharing best practice. Information to be presented to a future meeting of the Committee. 

		NE

		



		A57

		That information is brought back to the Committee in relation to the pensions issue in 6 months to identify progress of the investigative work undertaken to identify how many individuals may be affected by the issue of different pension bands.

		DOF

		



		A58

		That the revised Annual Governance Statement is circulated to all Members following minor amendments.

		GM

		



		A59

		That a timeline is included within the Annual Governance Statement for outstanding actions.



		GM

		



		A60

		That the Force Review presentation is circulated to the Committee.



		NE

		



		A61

		That the new Business Continuity Risk is split in two and reflects the ICT Disaster recovery risk.



		GM/DC

		



		A62

		That Horizon Scanning reports accompany the Risk Reports at future meetings.

		GM

		



		A63

		That future risks include a column numbering the risk and the associated numbers used on the heat map diagrams to demonstrate the change in risk score following mitigation.

		GM/NE

		



		A64

		To consider the content of the Goleudy risk on the Force and OPCC Risk Registers and provide clarity on the different narrative included on the registers.

		GM/NE

		



		A65

		That a draft revised Corporate Governance Framework be presented to the Committee at the meeting to be held in July.

		CEO
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JAC%20Workplan%2024-25.xlsx
Sheet1

		JAC Terms of Reference		JAC Duty Discharge		March 		June		July 		September		January 

		Review Corporate Govervance Issues and Consider the Corporate Governance Framework		Consider the Corporate Governance Framework		Y

				Annual Governance Statement - Review Prior to approval by PCC and CC						Y

				Annual Governance Statement - Consider the Annual Evaluation of AGS						Y

				Updates from Corporate Governance Board		Y		Y		Y		Y		Y

				Updates from Audit Governance Board		Y		Y		Y		Y		Y



		Monitor the effective development and Operation of Risk Management		Consider Risk management Policy on a Cyclical Basis		Y

				Consider Risk registers		Y		Y		Y		Y		Y



		Consider reports on the effectiveness of internal controls and monitor the implementation of agreed actions		Internal Audit reports		Y		Y		Y		Y		Y

				Summary Internal Controls Assurance (SICA) Report		Y		Y		Y		Y		Y

				Internal Audit - External Quality Assessment (PSIAS Review)						Y

				Annual Summary report of timeliness of audit reports						Y



		Consider reports on the financial effectiveness of financial  management arrangements		Consider the Mid Term Financial Plan, Reserves and Capital Strategy		Y

				Consider Treasury Management Strategy		Y

				Mid Year Treasury Management Reporting								Y

				Consider CIPFA Financial Management Checklist						Y



		Review the Assessment of Fraud risks and Potential Harm		Consider Fraud and Anti-Corruption Policy						Y

				Receive Reports on Fraud		Y		Y		Y		Y		Y



		Review Annual Statement of Accounts specifically to consider whether appropriate accounting policies have been followed		Statement of Accounts Timeline		Y

				Finance Seminar to consider draft statement- at appropriate time

				Consider and recommend approval of Statement of Accounts								Y

				Consider the Letters of representation of PCC and CC								Y



		Consider the external auditor reports to the PCC and CC on issues arising from the Audit of Accounts		ISA620 Report								Y

				Annual Audit Report								Y

				Final Accounts Memorandum								Y

				Value for Money Checklist (is this still provided)						Y



		Consider the External Auditors annual letter, relevant reports and the report to those charged with governance		Audit enquiries to those charged with governance						Y

				Audit Wales fees consultation								Y

				Consider other relevant correspondence		Y		Y		Y		Y		Y



		Consider the Risk based internal audit plan		Consider and approve the annual internal audit plan		Y



		Terms of Reference		Agree JAC Terms of Reference		Y



		Annual Report		Produce an Annual Report including a conclusion on compliance with CIPFA Statement						Y



		HMICFRS Update		Provide the Committee with an update on HMICFRS Activity that the Force has been involved in and progress against recommendations made in the PEEL inspections		Y		Y				Y



		Data Breaches		Provide the Committee with an update on any Data Breaches		Y						Y



		Member Updates		Provide the Committee with an update on other meetings attended as part of their role		Y		Y		Y		Y		Y



		Business Continuity Plans		To consider the Business Continuity Plans and associated policies						Y



		Governance and Assurance arrangements for significant partnerships or collaborations		Ad hoc reporting - needs to be considered with GM - Area of Internal Audit Review.

		Members Requests		Update report in Estates Statutory Compliance testnig								Y

				Update report on the investigations undertaken in relation to Pensioons highlighted in the SOA								Y

		Please note that the above are indicative timeframes and may change depending on the preperation of accounts and statutory audits 
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Introduction

1. This summary controls assurance report provides the Joint Audit Committee with an update on the emerging Governance, Risk and Internal Control related issues and the progress of our work at Dyfed-Powys Police at 28th May 2024.

Global Temperature Change

2. The scientific evidence is clear that the impacts of global warming are having an effect on our weather globally and locally and these impacts may result in a disruption to the services that we deliver. These climatic changes may also result in increased demand for our services and so we need to be prepared for these predicted changes. Extreme weather events are likely to be more frequent and more intense and we are all suffering the impacts of climate change in our daily lives, right here in the UK.  2023 was the warmest year on record globally, with average temperatures 1.48⁰ C above pre-industrial levels.  That is very nearly at the point (1.5⁰C) at which the United Nations believe that some regions and ecosystems will face an existential challenge.  All the indicators suggest that the upward trend in temperatures is set to continue until at least the end of the century. Here in the UK, rising temperatures are leading to higher incidence of hypothermia, heart attack, respiratory failure and drownings as people struggle to escape the heat.  Higher temperatures are accompanied by greater rainfall and flooding as warmer air holds more water than colder air.

[image: ]

We are advising our clients on their approach to making changes that address both mitigation and adaptation.  Mitigation is about reducing the likelihood of climate change through cutting our Greenhouse Gas (GHG) emissions and living within very strict net-zero (or better) limits.  Adaptation is about changing the way that we work and live; to accommodate the - already inevitable – effects of climate change.  Adaptation involves revising public services to reflect an increase in demand for housing that keeps us cool in summer as well as warm in winter.  Our clients face particular adaptation challenges as they work to keep people safe, through measures including improved housing (for both heating and cooling), information about climate risks, places of refuge, healthcare provision at all levels, public order safety, flood defences, fire fighting and public transport to name but a few.

At TIAA we are working with our clients to prepare and review climate risk assessments; prepare and review action plans for mitigation and adaptation in the face of identified risks; raise awareness of climate risks across all service areas; and begin to tackle wider implications, such as air pollution and biodiversity.

Poor air quality is the largest environmental risk to public health in the UK, and it is immediate and localised.  Sources of air pollutants that affect our health are typically the same sources of greenhouse gases, including burning fossil fuels for transport and heating in the domestic properties.

Working together can help to tackle wider issues outside of the direct control of any individual organisation, working collaboratively to deliver climate change action and address the UK carbon reduction targets to achieve lasting change.

Audits completed since the last SICA report to the Joint Audit Committee

3. The table below sets out details of audits finalised since the previous meeting of the Joint Audit Committee.

Audits completed since previous SICA report

		

		

		Key Dates

		Number of Recommendations



		Review

		Evaluation

		Draft issued

		Responses Received

		Final issued

		1

		2

		3

		OEM



		Community Engagement

		Reasonable 

		27th February 2024

		11th March 2024

		11th March 2024

		-

		3

		1

		-



		HR Management – Occupational Health

		Reasonable*

		5th April 2024

		16th April 2024

		24th Aoril 2924

		-

		-

		-

		-



		Counter Fraud External Exposure

		Substantial

		24th April 2024

		29th April 2024

		30th April 2024

		-

		-

		-

		-



		Commissioners Grants

		Substantial

		24th April 2024

		30th April 2024

		1st May 2024

		-

		-

		1

		-



		Collaborative - Counter-Fraud (Anti-Fraud Procurement)

		Substantial

		26th March 2024

		22nd April 2024

		8th May 2024

		-

		-

		1

		-



		Collaborative - Property Subject to Charge (Evidential Property)

		Reasonable

		26th March 2024

		13th May 2024

		14th May 2024

		-

		4

		2

		1



		DCCU (Renamed DFU)

		Substantial

		8th May 2024

		15th May 2024

		15th May 2024

		-

		-

		-

		-



		Year End Follow Up

		N/A

		2nd May 2024

		23rd May 2024

		23rd May 2024

		N/A

		N/A

		N/A

		N/A







• This audit has been given reasonable assurance due to the resourcing issues that the Occupational Health Department was facing at the time of the review. The assurance level does not reflect a lack of compliance with any of the areas reviewed in the audit.

Progress against the 2023/24 and 2024/2025 Annual Plans

4. Our progress against the Annual Plans for 2023/24 and 2024/25 are set out in Appendix A.

Changes to the 2023/24 and 2024/2025 Annual Plans 

5. Changes to the approved plan are detailed within the table below. This will include timing changes.

Progress in actioning priority 1 recommendations

6. We have made no Priority 1 recommendations (i.e. fundamental control issue on which action should be taken immediately) since the previous SICA. The recommendation trackers are provided for the Committee.

Root Cause Indicators

7. The Root Cause Indicators (RCI) have been developed by TIAA to provide a strategic rolling direction of travel governance, risk and control assessment for Police and Crime Commissioner Dyfed-Powys and Chief Constable Dyfed-Powys Police. Each recommendation made is analysed to establish the underlying cause of the issue giving rise to the recommendation (RCI). The analysis needs to be considered over a sustained period, rather than on an individual quarter basis. Percentages, rather than actual number of reviews/recommendations made permits more effective identification of the direction of travel. A downward arrow signifies a positive reduction in risk in relation to the specific RCI.

	RCI – Direction of Travel Assessment

		Root Cause Indicator

		Qtr 4 (2022/23)

		Qtr 1

(2023/24)

		Qtr 2 (2023/24)

		Qtr 3 (2023/24)

		Qtr 4 (2023/24)

		Medium term Direction of Travel

		Audit Observation



		Directed

		

		

		

		

		

		

		



		Governance Framework

		29% (5)

		-

		38% (3)

		18% (3)

		33% (4)

		↑

		



		Risk Mitigation 

		-

		-

		-

		18% (3)

		-

		↓

		



		Control Compliance

		71% (12)

		-

		38% (3)

		47% (8)

		42% (5)

		↓

		



		Delivery

		

		

		

		

		

		

		



		Performance Monitoring

		-

		-

		-

		 11% (2)

		25% (3)

		↑

		



		Sustainability

		-

		-

		-

		-

		-

		↔

		



		Resilience

		-

		-

		-

		6% (1)

		-

		↓

		







Frauds/Irregularities

8. We have not been advised of any frauds or irregularities in the period since the last SICA report was issued.

Other Matters

9. We have issued a number of briefing notes and fraud digests, shown in Appendix C, since the previous SICA report.

Responsibility/Disclaimer

10. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. The matters raised in this report not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.

---------------
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Appendix A: Progress against Annual Plan 2023-24







		System

		Planned Quarter

		Current Status

		Comments



		Collaborative – Pan Wales

		

		

		



		[bookmark: _Hlk166590774]Data Protection Act 

		2

		Draft report pending 

		Lead Force - Gwent Police



		Creditors

		2

		Final report issued 22nd January 2024

		Lead Force - Dyfed-Powys



		Risk Management

		3

		Final report issued 15th December 2023

		Lead Force – Gwent Police



		Property Subject to Charge (Evidential Property) 

		3

		Final report issued 15th May 2024

		Lead Force – South Wales Police



		Payroll

		3

		Final report issued 1st February 2024

		Lead Force – North Wales Police  



		[bookmark: _Hlk166590213]Counter-Fraud (Anti-Fraud Procurement) 

		3

		Final report issued 8th May 2024

		Lead Force – North Wales Police



		Debtors

		3

		Draft report issued 18th January 2024

		Lead Force – Dyfed-Powys Police 



		Telematics

		4

		Draft report issued 26th March 2024

		Lead Force – South Wales Police 



		Dyfed-Powys Only

		

		

		



		Collaboration - Governance (ROCU, Go Safe and All Wales)

		1

		Fieldwork commenced 23rd May 2024

		



		Annual Governance Statement

		1

		Final report issued 27th September 2023

		



		[bookmark: _Hlk166590362]DCCU (Renamed DFU)

		1

		Final report issued 15th May 2024

		



		HR Management – Grievance Reporting and Management (Deferred from 2022/23)

		1

		Final report issued 27th September 2023

		



		[bookmark: _Hlk166590393]Community Engagement

		2

		Final report issued 11th March 2024

		Moved to Q3 at request of Management



		Performance Management

		2

		Site work commenced 23rd October 2023

		



		Estate Management – Governance

		2

		Final report issued 17th January 2024

		Moved to Q3 to coincide with Estate Management – Planned and Preventative Maintenance



		Interim Follow Up

		2

		Final report issued 26th October 2023

		



		Welsh Language Compliance

		2

		Final report issued 31st October 2023

		



		HR Management – Absence Management

		2

		Final report issued 26th February 2024

		Moved to Q3



		[bookmark: _Hlk166590503]Counter Fraud – External Exposure

		3

		Final report issued 29th April 2024

		



		ICT Infrastructure

		3

		Final report issued 24th January 2024

		



		Leases

		3

		Final report issued 24th January 2024

		



		Goleudy – Victim Care

		3

		

		Cancelled by Management 



		Business Continuity

		3

		Final report issued 24th January 2024

		



		Estate Management – Planned and Preventative Maintenance

		3

		Final report issued 26th February 2024

		



		HR Management – Flexi-time Compliance

		3

		Draft report issued 22nd May 2024

		Moved to Q4 at the request of Management



		ICT Disaster Recovery

		4

		Final report issued 24th January 2024

		



		[bookmark: _Hlk166590654]Commissioners Grants

		4

		Final report issued 1st May 2024

		Deferred to end of Q4 as agreed January date was moved by management



		[bookmark: _Hlk166590688]HR Management – Occupational Health

		4

		Final report issued 24th April 2024

		



		[bookmark: _Hlk166590708]Year-end Follow Up

		4

		Final report issued 23rd May 2024

		



		Contingency

		1-4

		

		



		Liaison with Audit Wales Management

		1-4

		

		



		Annual Planning

		1

		Final Report Issued

		



		Annual Report

		4

		

		



		Audit Management

		1-4

		

		











		
Progress against Annual Plan 2024-25







		System

		Planned Quarter

		Current Status

		Comments



		Collaborative – Pan Wales

		

		

		



		Sustainability

		2

		Suggested start date 15th July 2024

		Lead Force – Gwent Police



		Uniform Stores

		2

		Suggested start date 19th August 2024

		Lead Force – Gwent Police  



		Health and Safety

		2

		Suggested start date 12th August 2024

		Lead Force – North Wales Police



		ISO Accreditation

		3

		

		Lead Force – South Wales Police



		Payroll

		3

		

		Lead Force – Dyfed -Powys Police



		Connect Teams Channels

		4

		

		Lead Force – Gwent Police – Moved to Q4



		Dyfed-Powys Only

		

		

		



		[bookmark: _Hlk165387239]Risk Management – Embedding/Assurance Framework

		1

		Suggested start date 15th July 2024

		



		Fleet Management – Fuel Usage

		1

		Suggested start date 3rd July 2024

		



		Vetting

		1

		Suggested start date 22nd July 2024

		



		ICT Change Management

		2

		

		



		Crime Recording

		2

		Suggested start date 5th August 2024

		



		Firearms Licensing

		2

		Planned start date 17th June 2024

		



		HR Management – Wellbeing Strategy

		2

		Suggested start date 5th August 2024

		



		Follow-up (interim)

		2

		Suggested start date 10th September 2024

		



		Health and Safety

		2

		

		



		Governance – Police and Crime Plan

		3

		

		



		Budgetary Control

		3

		

		



		General Ledger

		3

		

		



		Treasury Management

		3

		

		



		Cyber Security

		3

		

		



		HR Management – Leadership Skills

		3

		

		



		Governance – Strategic Planning, FMS and Data

		4

		

		



		Pensions

		4

		

		



		Sustainability Planning - WG 2030 plans and readiness

		4

		

		



		Follow-up (year-end)

		4

		

		



		Contingency

		1-4

		

		



		Liaison with Audit Wales Management

		1-4

		

		



		Annual Planning

		1

		Draft Report Issued

		



		Annual Report

		4

		

		



		Audit Management

		1-4

		

		







	KEY:



		

		To be commenced

		

		

		Site work commenced

		

		

		Draft report issued

		

		

		Final report issued







[bookmark: _Toc128727720]


		Appendix B: Briefings on Developments in Governance, Risk and Control





TIAA produce regular briefing notes to summarise new developments in Governance, Risk, Control, Counter Fraud and Security Management which may have an impact on our clients.  These are shared with clients and made available through our Online Client Portal. A summary list of those briefings issued in the last three months which may be of relevance to Dyfed-Powys Police is given below:

Summary of recent Client Briefings and Alerts

		Date Issued

		Sector

		Briefing Type

		Subject

		Web Link

		TIAA Comments





		22 APRIL 2024

		All

		TIAA Article

		As Featured in The Saturday Telegraph – Evolving Cyber Crime Threats Require

a Different Approach to Cyber Security

		As Featured In The Saturday Telegraph - Evolving Cyber Crime Threats Require a Different Approach to Cyber Security - TIAA



		Our latest feature in The Saturday Telegraph discusses the ever-evolving cyber crime landscape and why traditional security measures may not be enough. Learn how our Cyber Security Advisory services can help you stay protected all year round, not just during your annual penetration test.



		17 APRIL 2024

		All

		TIAA Article

		Earth Day – Invest in Our Planet: Green IT

		Earth Day - Invest In Our Planet: Green IT - TIAA

		Green IT is a drive for a more sustainable and responsible digital landscape. In this article, we delve into the significance of Green IT and its impact on our world.



		12 APRIL 2024

		All

		

TIAA Report

		TIAA Environmental Performance Report 2022/23

		

TIAA Environmental Performance Report 2022/23 - TIAA

		TIAA runs an Environmental Management System to manage and reduce its environmental impacts. Key environmental impacts considered as part of the Environmental Management System include energy use, waste generation, travel and resource use.

Our Environmental Performance Report for 2022/23 is now available.



		26 MARCH 2024

		All

		Client Briefing Note

		Procurement Act 2023

		Available on the TIAA Client Portal



		The Procurement Bill, which will reform the existing Procurement Rules, received Royal Assent in October 2023. In early 2024 secondary legislation (regulations) will be laid to bring some elements of the Bill and the wider regime into effect.

The Procurement Act is expected to be implemented in October 2024 following at least six months notice.

We share the key points.



		26 MARCH 2024

		All

		



TIAA Article

		As Featured In The Saturday Telegraph – What Gives Your Board Confidence In Your Internal Investigations Ability?

		As featured in the Saturday Telegraph - what gives your Board confidence in your internal investigations ability? - TIAA

		Does your business need help with HR Investigations? Our latest article in the Saturday Telegraph highlights the importance of having a specialist team handle these complex and sensitive matters.



		15 MARCH 2024

		All

		



Security Alert

		Serious Organised Crime Theft Warning – Purses & Wallets

		

Serious organised crime theft warning – purses & wallets - TIAA

		An organised group of thieves, specialising in the theft of purses, wallets and the subsequent fraudulent use of stolen credit cards have been operating in the southwest and elsewhere in the UK in recent months.

The offenders dress smartly and often wear an NHS/Council style lanyard.

We provide key advice.



		13 MARCH 2024

		All

		

Anti-Crime Alert

		Action Fraud Launches Holiday Fraud Campaign

		Action Fraud launches holiday fraud campaign - TIAA

		Action Fraud has launched a crucial campaign to combat holiday fraud. As the holiday season approaches, scammers are on the prowl. Read our key advice.



		26 FEBRUARY 2024

		All

		



TIAA Article

		As Featured in The Saturday Telegraph – What Is Internal Audit?

		As featured in The Saturday Telegraph - What is internal audit? - TIAA

		Our recent article, featured in The Saturday Telegraph delves into the world of Internal Audit. Discover what internal audit is, its benefits, and how it empowers businesses of all sizes to achieve their goals and conquer challenges. From enhancing business operations to improving efficiency, internal audits play a crucial role.



		5 FEBRUARY 2024

		All

		

Campaign

		National Apprenticeship Week

		National Apprenticeship Week - TIAA

		National Apprenticeship Week is a week-long celebration that brings together businesses and apprentices across the country. Find out how TIAA support our apprentices.



		28 JANUARY 2024

		All

		Campaign

		Data Privacy Day

		   Data Privacy Day - TIAA

		Data Privacy Day is a global effort, taking place annually on the 28th January that generates awareness about the importance of privacy, highlights easy ways to protect personal information and reminds organisations that privacy is good for business.

We provide key advice for organisations on our website.
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		Internal Audit

		



		

		

		

		FINAL

		



		

		

		

		

		



		

		Police & Crime Commissioners and Chief Constables
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(Evidential Property)

		

		

		



		

		2023/24
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		Executive Summary
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		OVERALL ASSESSMENT

		

		KEY STRATEGIC FINDINGS



				Force

		Assessment



		South Wales Police

		Reasonable



		North Wales Police

		Reasonable



		Dyfed-Powys Police

		Reasonable







		

				[image: ]

		All three forces have demonstrated improvement since last year's review. Discussions with the three forces highlighted only South Wales have experienced an increase in the volume of exhibits in the last year. 



		[image: ]

		The forces have Evidential Property Policies/Guidance documents in place albeit some need updating.



		[image: ]

		Unaccounted for exhibits were identified at all three forces, however on a much reduced volume.









		ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE

		

		GOOD PRACTICE IDENTIFIED



		See report
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		North Wales Police are looking at initiatives to avoid disposing exhibits in landfill sites and recycling appropriate exhibits.



		[image: ]

		The testing of firearms revealed that all firearms at all three forces had appropriate labels attached which indicate that the firearms had been made safe.









		

		

		



		SCOPE

		

		ACTION POINTS



		The review appraised the effectiveness of the controls over the arrangements for Property Subject to Charge (Force).

		

				Force

		Urgent

		Important

		Routine

		Operational



		South Wales Police 

		0

		1

		6

		1



		North Wales Police

		0

		1

		1

		0



		Dyfed-Powys Police

		0

		4

		2

		1
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		South Wales Police North Wales Police and Dyfed Police

Collaboration Review of Property Subject to Charge

		Page 1







		Assurance - Key Findings and Management Action Plan (MAP)







		[bookmark: section3]Rec.

		Risk Area

		Finding

		Recommendation

		Priority

		Management

Comments

		Implementation

Timetable

(dd/mm/yy)

		Responsible

Officer

(Job Title)



		South Wales Police

		

		

		

		

		



		1

		Directed

		A sample of 40 exhibits recorded as 'In' which denotes being present, at Bridgend was selected. Testing revealed that 35 out of the 40 were present and five exhibits were missing. The missing exhibits are listed on Appendix C Table 1.

		All missing exhibits not found and unaccounted for at Bridgend be investigated and the Property Management System within Niche be updated to reflect the outcome of the investigations

		2

		Agreed.

Bridgend OSU to start process and ensure located/NIS process complete.

		8th July 2024

		Operational Business Manager

Mid Glamorgan BCU Tessa Long



		2

		Directed

		At the time of the review there were 39 exhibits recorded as 'Not in store' or 'Missing Items - Confirmed Missing'. This is where the Operational Support Unit (OSU) has identified the exhibits as missing and action is being undertaken to determine their location.  A sample of 10 not in store exhibits was selected and appropriate action had been taken for nine out of the 10. For property reference P2300063388 which was identified as Not In Store on 16th October 2023, a workflow commenced on 19th October 2023. The exhibit was booked out for interview and a request made for the exhibit to be retained for 300 days but this was rejected and 120 days given. This needs to be moved to 'checked out'.

		Property reference P2300063388 at Bridgend be moved to 'Checked out' status.

		3

		Agreed.

Recommendation completed, item is no longer checked out and is currently into the RECU Safe and was audited on the 6/3/23. I will also mark as complete and amend the date.

Evidence provided. 





		Complete

		Operational Business Manager

Mid Glamorgan BCU Tessa Long



		3

		Directed

		A review of the reports from the Property Management System (PMS) in Niche revealed that at the time of the review there were 341 exhibits recorded as 'Checked out' of which 295 were categorised as 'Out to Officer'. A sample of 10 exhibits checked out was selected and for nine out of the 10 exhibits a workflow process had been initiated to determine the whereabouts. 

For property reference P2300081223 which was checked out on 29th December 2023, OSU sent a workflow task on 22nd January 2024 and the Officer in Charge (OIC) stated that it had been returned to the owner. However, the task was sent to the wrong Evidence Management Unit (EMU) email address, it was sent to the main address and not the disposal address. TIAA were advised that this error is occurring frequently.

		A reminder be posted on the Property page on the Intranet reminding officers of the correct EMU address for tasking disposals.

		3

		Agreed.

Communications have been circulated via the Communication and Media Department with articles published on BOB under the umbrella of Operation Ledum, this is an Operation focusing on exhibit management.

In addition, reminders are regularly posted on the microblog located on the Landing page of BOB.

Evidence provided.

		

Complete

		Evidence Management Unit Manager



Simon Rees



		4

		Directed

		At the time of the review there were 22 exhibits recorded as 'disposable pending' at Cardiff Bay. A sample of 10 exhibits was selected and for seven out of the 10 appropriate action was evident, however for two property reference numbers P1700047577 and P1700047569 there had been many escalations. The latest escalation was on 16th January 2024 but no-one appears to be taking responsibility.

The remaining item is included within recommendation 5 below.

		Property reference numbers P1700047577 and P1700047569 be put forward to the Scrutiny Panel via the appropriate process.

		3

		Agreed.

Workflow forms had been part/insufficiently completed by Non-CAV BCU officers and therefore had been returned for amendment.  They have since returned and have now been added to the next BCU Property Referral Panel meeting for review end of April (review date set at 31st August 24 to allow time for review at Force Scrutiny Panel for final disposal decision).

		31/8/24

		Operational Business Manager



Cardiff & The Vale



Vanessa Cronick



		5

		Directed

		For the remaining exhibit selected as part of the sample testing of 'disposable pending' exhibits at Cardiff Bay (see also recommendation 4 above) it was noted that property reference P1800014336 had been referred to the Business Support Unit (BSU) Panel on 2nd October 2023 and then referred to the Information Governance department before it can be disposed of as missing, as it is a memory stick and may contain personal data. No response has yet been received from the Information Governance department.

		Information Governance be chased up for a response with regards property reference P1800014336.

		3

		Agreed.

A follow up email to IG has been sent, and awaiting confirmation that the matter can be finalised and disposed of as missing.  (review date set at 31st August 24 to allow time for sign off at next Force Scrutiny Panel for final disposal decision).



		31/8/24

		Operational Business Manager



Cardiff & The Vale



Vanessa Cronick



		6

		Directed

		A review of the reports from the Property Management System (PMS) in Niche revealed that at the time of the review there were 152 exhibits recorded as 'Checked out' of which 46 were categorised as 'Out to Officer'. A sample of 10 exhibits checked out was selected and for eight out of the 10 a workflow process had been initiated to determine their whereabouts. For property reference P2300069696 which was checked out on 12th November 2023, the workflow commenced on 23rd November 2023 and confirmation that it was with the OIC was received. This was chased again with the OIC on 14th December 2023 by the OSU but had not been chased up since. For property reference P2200066564 which was checked out on 24th November 2023, a workflow commenced on 13th December 2023 and a response received on 22nd December 2023 from the OIC advising that the OIC was still reviewing documents. There has been no further action since.

		Property references P2300069696 and P2200066564 'Checked out,' especially those checked out to Officers at Swansea, be investigated and appropriate actions be undertaken on the Property Management System within Niche.

		3

		Agreed.

P2300069696 is now in the EMU.



P2200066564 officer sent the WF has replied stating the item is now with another officer, New WF sent to the relevant officer for appropriate action to resolve.

		6/6/24

		Operational Business Manager



Swansea & Neath Port Talbot



Fiona Lewis



		7

		Directed

		At the time of the review there were eight exhibits recorded as 'disposable pending' at Swansea. All eight were selected and for 5 out of the eight appropriate action was evident, however for three property reference numbers the following was noted:

· P2300080010 - identified as not in store on 27th December 2023 but no workflow has commenced.

· P2300031862 identified as not in store on 22nd May 2023, the workflow commenced on 11th June 2023 and many conversations were recorded. An Escalation task was raised on 28th July 2023. On 19th September 2023, the Chief Inspector was contacted to sign Part 1 and 2 forms as a missing exhibit but there have been no further updates since then.

· P2200073983 identified as not in store on 2nd March 2023, a workflow commenced on 22nd April 2023 and the last update was on 29th June 2023 when the OIC stated that it had been put on the transfer shelve for transferring to EMU. However there has been no action since.

		The next course of action be taken in accordance with the workflow procedures for the three property references at Swansea, P2300080010. P2300031862 and P2200073983.

		3

		Agreed.

All 3 items will be discussed at the next local property missing item panel meeting on 06/05/2024.

		6/5/24

		Operational Business Manager



Swansea & Neath Port Talbot



Fiona Lewis



		North Wales Police

		

		

		

		

		

		



		

		

		

		

		

		

		

		



		9

		Directed

		At the time of the visit a report highlighted that there were five exhibits recorded as 'In' at Llandudno (other than one found property). It was noted that there were no exhibits recorded as 'Pending Disposals'. Testing revealed that four out of the five were present. 

Property reference P24024959 was not present and was checked in on 2nd February 2024. The Property and Exhibits Manager sent a task to the OIC to enquire about its whereabouts.

		Property reference P24024959 not found and unaccounted for at Llandudno be investigated and the Property Management System within Niche be updated to reflect the outcome of the investigations.

		2

		The exhibit P2402959 had been transferred to Mold Transit Store, Seized Property reviewed this exhibit on 06/02/2024 and RMS was updated to reflect the movement. I can confirm the exhibit was collected and transferred to Llay Seized Property on 09/02/2024. 

I believe this action can now be closed.





		COMPLETE

		Property and Exhibits Manager



		8

		Directed

		The Property and Exhibits Manager has recently developed process maps/procedures for Adding Exhibits from A938. Attending Transit Store, Cash Handling Process Map, CCTV Disposal, Checked Out to Officer, DFU (Digital Forensic Unit), Disposal, Drugs Disposal, FSS (Forensic Submission Services), Gunpowder Process Map, Items not Received and Locating Items. The procedures do not have version control, date, author and next review date. 

		Version control, date, author and next review date be added to each internal Property Department process map/procedures.

		3

		As all process maps are currently v1.0, I had not completed a version control table. I have now addressed this issue so that the version, author, and review date of each process map is clear. 

I believe this action can now be closed. 



		COMPLETE

		Property and Exhibits Manager





		

		

		[image: ]









		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		PRIORITY GRADINGS

		

		

		

		

		



		1

		URGENT

		Fundamental control issue on which action should be taken immediately.

		

		2

		IMPORTANT

		Control issue on which action should be taken at the earliest opportunity.

		

		3

		ROUTINE

		Control issue on which action should be taken.
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		Risk Area

		Finding
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		Priority

		Management
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		Implementation

Timetable
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(Job Title)



		Dyfed-Powys Police

		

		

		

		

		

		



		10

		Directed

		A sample of 50 exhibits (including firearms, drugs and cash where applicable) was selected from a report of all exhibits from the IPMS System that were recorded as being present at Brecon. The review revealed that three exhibits were unaccounted for, however one freezer item was found to be disposed of but the IPMS system had not been updated to that effect (now subsequently updated). Also, after investigation one cash exhibit of £905 was later found to have been returned to the owner and a signed receipt was provided as evidence and the PMS system updated accordingly (after the audit). Table 2 in Appendix C refers.

		The one exhibit unaccounted for but recorded as being present at Brecon be investigated. Given the exhibits initially unaccounted for but subsequently found a full reconciliation of the exhibits be conducted. The Property Management System be updated to reflect the outcome of the investigation and the reconciliation.

		2

		Based on this report and a need to move away from legacy processes and systems, the force is considering the transfer of all IPMS property items over into the new NICHE system. This will ensure that all items unaccounted for are identified and provides the force with a more robust process in managing the items going forward. 

Should a decision be made not to transfer IPMS items, a full audit will be completed.

		28/02/2025

		T/ChInsp Gerallt Jones

(CJD Strategic Lead)



		11

		Directed

		A sample of 50 exhibits (including firearms, drugs and cash where applicable) was selected from a report of all exhibits from the IPMS System that were recorded as being present at Brecon. The review revealed that one drug exhibit was unaccounted for. This was property reference number BA/118291/23.

		The one drug exhibit unaccounted for but being recorded as present at Aberystwyth be investigated. The Property Management System be updated to reflect the outcome of the investigation and the reconciliation.

		2

		Based on this report and a need to move away from legacy processes and systems, the force is considering the transfer of all IPMS property items over into the new NICHE system. This will ensure that all items unaccounted for are identified and provides the force with a more robust process in managing the items going forward. 

Should a decision be made not to transfer IPMS items, a full audit will be completed.

		28/02/2025

		T/ChInsp Gerallt Jones

(CJD Strategic Lead)



		12

		Directed

		The Force's Detained Property Guidance Document was most recently reviewed and updated in May 2021. Given the various changes the document will need to be updated to reflect current arrangements. The Evidence Management Manager stated that the document is currently under review.

		The Detained Property Guidance Document be reviewed and updated to reflect current arrangements as planned.

		2

		This is in process of being completed and will be prioritised.

		16/07/2024

		T/ChInsp Gerallt Jones

(CJD Strategic Lead) 



		13

		Directed

		The testing of exhibits at Brecon which included cash exhibits revealed that there were cash exhibits that were seized in 2022 and in early 2023 and were not banked in a timely manner in accordance with the Cash Seizure Policy (noting any time for forensic testing if any). 

		All relevant cash seizures at Brecon Police Station be banked in a timely manner after any forensic testing has been undertaken in accordance with the Cash Seizure Policy and Procedures.

		2

		There is already guidance in place for the regular banking of cash. The closures of many branches have caused some delays but a new process where cash is banked centrally has been shared. This will be an area that is monitored by the EMU supervisor.

		30/04/2024

		T/ChInsp Gerallt Jones

(CJD Strategic Lead)



		14

		Directed

		The testing of exhibits in the main freezer at Brecon revealed that the freezer which is mainly used by SOCO (Scenes of Crime Officers) had six drawers but this was not reflected in the storage location for that freezer. This impacted on the Property Officer who was locating the exhibits requested as part of the testing who had to search every exhibit in every drawer to locate the exhibits requested. It was also noted that some of the exhibits did not have the relevant property number on the exhibit.

		The location (drawer) of the exhibits in the main freezer at Brecon be added to the Storage Location details to ensure that an exhibit can be easily identified if required. 

		3

		This will be actioned asap.

		30/05/2024

		T/ChInsp Gerallt Jones

(CJD Strategic Lead)



		15

		Directed

		A sample of 10 exhibits reported as 'disposed - returned to owner’ at Aberystwyth was selected from the IPMS system. The review revealed that only two forms could be located. These were both fully completed and signed by the owner and by a member of Dyfed-Powys Police who handed over the exhibits. Examples were Property reference numbers BA/009136/20, BA/102092/21, BA/112518/22, BA/117897/23, BA/005312/21, BA/000935/20, BA/010446/20 and BA/000248/21

		All relevant staff at Aberystwyth be reminded that a Form of Receipts must be fully completed for all exhibits returned to their owners. A copy of the document be held on file/Niche to provide an audit trail and evidence in the event of a query relating to the item.

		3

		To be actioned asap.

		30/05/2024

		T/ChInsp Gerallt Jones

(CJD Strategic Lead)









		Operational - Effectiveness Matter (OEM) Action Plan
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		South Wales Police

		

		

		



				1

		Delivery

		North Wales Police are working closely with the sustainability board where the Property Team are currently improving the disposal routes for disclaimed exhibits which would previously go in skips for disposal. This is an area of best practice that South Wales Police could also consider.

		Consideration be given to looking at ways of recycling exhibits identified as to be disposed of as a measure of sustainability and commitment to improving the environment.

		Currently the EMU recycles plastic and paper evidence bags, metal, clothing and media devices (devices are shredded and all components are then recycled). Ongoing work is taking place to establish if additional packaging materials can be recycled.

This has been placed on the agenda for the next Evidence Management Board meeting to ensure;

· This work is captured in SWPs Green Agenda

· Maximise opportunities to recycle/reuse materials in line with SWPs commitment to sustainability

· Confirm Interim Stores/Departmental Stores Management are also engaged in this work







		Dyfed-Powys Police

		

		

		



		2

		Delivery

		North Wales Police are working closely with the sustainability board where the Property Team are currently improving the disposal routes for disclaimed exhibits which would previously go in skips for disposal. This is an area of best practice that Dyfed-Powys Police could also consider.

		Consideration be given to looking at ways of recycling exhibits identified as to be disposed of as a measure of sustainability and commitment to improving the environment.

		There is currently work being completed to identify new disposal methods for other items such as firearms and bladed articles. The materials from the firearms destruction can then be re-cycled. We will also link in with NWP and consider other methods of recycling property which has been unclaimed.
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		ADVISORY NOTE



		Operational Effectiveness Matters need to be considered as part of management review of procedures.
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		In place

		

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Partially in place

		1, 2, 3, 4, 5, 6 & 7 

		-







		Other Findings – South Wales
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		The Property – Management of Evidential Property - Administration of Operational Procedures was most recently reviewed and updated by the Evidence Management Unit (EMU) – Justice Services in December 2023. The Procedures include a link to other documents such as the Management of Evidential Property Handbook, the Evidential Property Retention Periods and Evidential Property Retention Periods - Flowchart.
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		The centralised Evidence Management Board (EMB) still monitors evidential property as part of the formal Terms of Reference and meet bi-monthly. This was evidenced to minutes of the meetings which includes Actions raised at each meeting which are followed up at the next meeting.
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		The Property Assurance Team have also recently developed an Interim Store Audit Guide for BCUs.
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		The Force Major Crime Investigation Team Local Referral Panel, which had its first meeting in November 2022, which is in addition to the Joint Scientific Investigation Unit and three BCUs Referral Panels already set up and reported upon in last year’s review. The Panels review Missing Evidential Property for each area. The aims are set out in the Terms of Reference as "to ensure that South Wales Police deals with Evidential Property in accordance with legislation and in a way that the Communities of South Wales would expect". The Referral Panel makes decisions in relation to how to deal with missing items, assessing if there is any learning for the BCU or any performance issues that need to be addressed. If the missing item is deemed to be a high risk to South Wales Police, then the matter is then referred to the Force Scrutiny Panel for review.
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		The Terms of Reference which were documented in April 2023 and are currently on version 5 set out the following as membership of the panel; BCU Chief Superintendent (Chairperson), Superintendent Operations, Detective Chief Inspector, General Manager and Further members as identified by the Chairperson. The Panels meet at least quarterly and in some cases more frequently. 
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		The Force Missing Property Scrutiny Panel – Evidential Property Confirmed Missing which has also been set up is responsible for considering referrals received from the BCU Referral Panels, the EMU Referral Panel and equivalent Departmental Referral Panels. A Referral form must be completed for consideration by the Scrutiny Panel. Terms of Reference were documented in June 2020 set out the membership of the Panel which is chaired by the Superintendent/Head of Justice Services. The Panel which meets bi-monthly, is responsible for ensuring that any actions identified from the review of missing exhibits are actioned, progressed and recorded, this includes the duty required by the Force to notify a responsible body or Commissioner of the loss e.g. the Information Commissioner/Biometrics Commissioner/Independent Office for Police Conduct (IOPC).
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		The previous reviews undertaken by TIAA and audits undertaken internally by the Operational Support Units (OSU) and the Property Assurance Team have identified many missing exhibits, the majority of which are legacy exhibits between 2016 and 2019. There is a formal process in place to investigate these missing exhibits governed by the Scrutiny Panels. There is no formal reporting of the numbers to senior management and to the Joint Audit Committee to provide assurance that the numbers are continually reducing to demonstrate the effectiveness of the Panels and general control improvements by Officers in the case. The reported data could be split between legacy data and new and emerging missing exhibits as it is recognised that for more recent missing exhibits these can be a moving up and down target.
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		An appropriate recommendation was set out in 2022/23 which was " Senior Management and the Joint Audit Committee be provided with statistical data in relation to the numbers of missing exhibits to provide assurance of the effectiveness of the internal control process". The interim follow up in December 2023 identified that the recommendation was still outstanding and the latest update in October 2023 was "In October 2023, force leads met with Supt O’Shea to discuss ongoing progress. Further work required to ensure relevant data is provided to Evidence Management Board, with annually or six-monthly reports to be created". 
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		The previous review undertaken in January 2023 was given a Reasonable assurance assessment with four Priority two recommendations. The recommendations were followed up as part of this review all four were found to be implemented. 
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		At the time of the review South Wales Police had one risk identified within the Uncertainty Register Disaster Recovery - Evidence Management Unit. As the scope of this review did not include the Evidence Management Unit the risk was not considered.
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		A visit was undertaken to Bridgend Police Station. The Basic Command Unit (BCU) in Bridgend Bridewell has an Interim Property Store which is managed by the Operations Support Unit (OSU). Officers are responsible for managing their own property, which includes, booking evidence in and out and placing property on the appropriate shelf. The Interim Store is locked. All Officers know the access code to access the store when it is locked.
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		The Interim Store has shelves for the following: 5 day shelf - retention locally for a five day period for the tracing of linked suspect(s); Shelf with plastic boxes for Officer Collections, Refused exhibits, where packing is not up to the standards awaiting Officers to pick up and re-package; Steel firearms cabinet, steel ammunition cabinet, Freezer for Detained Persons (DP) exhibits; and a Freezer for Injured Persons (IP) exhibits.
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		A review of the reports from the Property Management System (PMS) in Niche revealed that at the time of the review there were 92 exhibits recorded as 'Checked out' of which 33 were categorised as 'Out to Officer'. A sample of 10 exhibits checked out was selected and for all 10 the workflow process had been initiated to determine the whereabouts and five responses had been received from OICs which are to be picked by the OSU to action.
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		At the time of the review there was only one exhibit recorded as 'disposable pending' at Bridgend. A review of the action taken revealed that emails confirming the exhibit had been disposed in a skip in rear yard on 18th January 2024 and a task has been sent to EMU (Evidential Management Unit) to formally dispose of it.
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A visit was undertaken to Cardiff Bay Police Station. The Basic Command Unit (BCU) in Cardiff Bay has an Interim Property Store which is managed by the Operations Support Unit (OSU). Officers are responsible for managing their own property, which includes, booking evidence in and out and placing property on the appropriate shelf. The Interim Store is split into two rooms.  One is the Drop Off store and is accessible by all officers by swipe access.  The other is a Closed Store accessible via swipe access only to OSU staff and to Inspectors and Sgts out of hours.  In the closed store the ‘5 day’ and ‘rejected items’ shelves are located locked. All Officers know the access code to access the store when it is locked.
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The ‘Drop off' Interim Store is accessible to all officers 24/7 and has shelves for the following: ‘Immediate Transfer to EMU’ and ‘Retention in Interim store’  which is for  5 day shelf - retention locally for a five day period for the tracing of linked suspect(s) these items are then moved to the closed store and onto the ‘5 day’ shelf by OSU each day; Shelf with plastic boxes for Officer Collections, Refused exhibits, where packing is not up to the standards awaiting Officers to pick up and re-package; Steel firearms cabinet, steel ammunition cabinet, Fridge & Freezer for Detained Persons (DP) exhibits; and a Fridge & Freezer for Injured Persons (IP) exhibits, and drop safes for both cash and drugs
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		A sample of 40 exhibits recorded as 'In' which denotes being present at Cardiff Bay was selected. Testing revealed that all 40 were present. 
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		At the time of the review there were 88 exhibits recorded as 'Not in store' or 'Missing Items - Confirmed Missing'. This is where the OSU have identified the exhibits as missing and action is being undertaken to determine their location. A sample of 10 not in store exhibits was selected and appropriate action had been taken for all 10.
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		A visit was undertaken to Rumney Police Station. The Interim Property Store is managed twice a week by Property Officer who also managed Cardiff Bay Interim store. Officers are responsible for managing their own property, which includes, booking evidence in and out and placing property on the appropriate shelf. The Interim Store is based at the area of the station in two separate rooms. All Officers know the access code to access the store when it is locked.
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		The Interim Store has shelves for the following: 5 day shelf - retention locally for a five day period for the tracing of lied suspect(s); Shelf with plastic boxes for Officer Collections, Refused exhibits, where packing is not up to the standards awaiting Officers to pick up and re-package; Steel firearms cabinet, steel ammunition cabinet, Freezer for Detained Persons (DP) exhibits; and Freezer for Injured Persons (IP) exhibits. there is also small drugs room with a steel cabinet for small drug exhibits. 
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		A sample of 40 exhibits recorded as 'In' which denotes being present at Rumney was selected. Testing revealed that all 40 were present. 
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		A review of the reports from the Property Management System (PMS) in Niche revealed that at the time of the review there were 20 exhibits recorded as 'Checked out' of which seven were categorised as 'Out to Officer'. A sample of all seven exhibits checked out was selected and for all seen a workflow process had been initiated to determine the whereabouts.
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		At the time of the review there were no exhibits recorded as 'disposable pending' at Rumney. 
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		At the time of the review there were nine exhibits recorded as 'Not in store' or 'Missing Items - Confirmed Missing'. This is where the OSU have identified the exhibits as missing and action is being undertaken to determine their location. A review of all nine not in store exhibits was selected and appropriate action had been taken for all nine.
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		A visit was undertaken to Swansea Central Police Station. The station still has an additional Secure Holding Property Store as stated in last year's report; however, the OSU has moved offices and the holding store is a separate room within the OSU office. The original property store is for Officers to retain exhibits outside of the OSU Office hours with packaging and labels required for Officers to safeguard the integrity of property in accordance with the Packaging Standard Guidelines. OSU visit the store daily to remove exhibits to the new Secure Holding Property Storeroom opposite the OSU office which is only accessible by OSU staff and Senior Officers. Officers are responsible for managing their own property, which includes, booking evidence in and out and placing property in the Interim Property Store.
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		The Interim Store has shelves for the following: 5 day shelf - retention locally for a five day period for the tracing of linked suspect(s); Shelf with plastic boxes for Officer Collections, Refused exhibits, where packing is not up to the standards awaiting Officers to pick up and re-package; Steel firearms cabinet, steel ammunition cabinet, Freezer for Detained Persons (DP) exhibits; and a Freezer for Injured Persons (IP) exhibits.
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		A sample of 40 exhibits recorded as 'In' which denotes being present at Swansea Bay was selected. Testing revealed that all 40 were present. 
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		The review of the sample of 10 exhibits checked out to officers also revealed two instances where the OIC sent the task to the wrong EMU address, it was sent to the main address and not the disposal address (Recommendation 3 refers). These were for property references P1800016368 and P2300055855.
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		At the time of the review there were no exhibits recorded as 'disposable pending' at Swansea. 
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		In place

		-

		1



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		-







		Other Findings – South Wales
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		North Wales Police are working closely with the Sustainability Board where the Property Team are currently improving the disposal routes for disclaimed exhibits which would previously go in skips for disposal. This is an area of best practice that South Wales Police could also consider (Operational Effectiveness Matter 1 refers).
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		The testing of firearms revealed that all firearms at South Wales Police had appropriate labels attached. The labels indicate that the firearms had been made safe prior to being located within the property store.










		Findings - North Wales Police
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		Partially in place

		8 

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Partially in place

		9

		-







		Other Findings – North Wales
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		The Director of Finance and Resources has overall responsibility for the handling and management of property and seized cash via the governance structure of the Directors' Senior Management Team and Fraud Committee incorporating senior stakeholders from all Policing and Support Services. The Heads of Local Policing and Crime Services are responsible for ensuring appropriate legal requirements and procedures relating to property are applied and implemented by officers and staff. The Property and Exhibits Manager has day-to-day responsibility for seized property reporting into the Finance and Resources - PND Information and Property Manager. The Property and Exhibits Manager is supported by a Finance and Resources Property Supervisor. There are 4.5 FTE at Central, two full time Seized Property Clerks based at Eastern, 2.5 full time and a part-time in Western and 2 full time staff at Archive in Head Quarters.
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		The previous Archive and Support Services Manager documented a Property and Exhibits Standard Operating Procedure in February 2021 which was a reformatted replacement of the Property & Exhibits Policy, Procedure and Guidance document. The Procedure was reviewed in March and is due for review in March 2025.
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		Any exhibits unaccounted for are reported to the Senior Management Team and Fraud Committee or to Police Standards Department (PSD).
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		North Wales Police have three main property stores: Caernarfon in the West Area, St Asaph in Central area and Llay in the Eastern area and 21 transit stores in various Police Stations. There is also an archive store in Head Quarters in Colwyn Bay. One of the main stores at St Asaph and four Transit Stores were visited as part of the review to ensure the effectiveness of the controls in place.
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		A previous review of Evidential Property was undertaken in September 2022 and was given a Limited Assurance with two priority 1 recommendation, six priority two and five priority three recommendations. All recommendations were found to be implemented as part of this review. It was noted that in last year’s review one priority one recommendation related to the volume of exhibits checked out to officer going back several years. The review identified that “There were 2,909 exhibits still recorded on Niche as "Checked out" - "Out to Officer", "Returned to Owner" and exhibits "Sent for Testing" which were partially addressed from the previous review but have not progressed further”. The Joint Audit Committee had set a target for the volume to be reduced to 1,500 but at the time of the review, 5th February 2024 the number was down to 923 and therefore the recommendation has been downgraded to a priority 2 in this year’s follow up review.
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		At the time of the review North Wales Police did not have any risk in relation the Evidential property. 
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		Access to the main stores at St Asaph is via a Digi-code and intruder alarm system with the code only known to authorised staff which includes Seized Property staff. In the event of emergency during out of hours The Force Command Centre has the mobile number of the Property Exhibits Manager to obtain the code. This has not occurred in the last three years and the Property and Exhibits Manager confirmed that the Digi code would be changed the next working day if this did occur. Since the previous review of St Asaph in 2020-21 CCTV has been installed within the Property area. Within each main store there are separate rooms, one for firearms and one for drugs, both of which have Digi lock systems with separate codes and are locked when the main store is closed. The codes are changed whenever a person leaves. The drugs room has appropriate ventilation. 
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		Seized Property staff cannot dispose of any exhibits without a ‘task’ (authorisation) from the OIC or other higher-ranking Officer. A ‘task’ is basically an action request within the Niche system.
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		The main store at St Asaph has two large safes to retain cash and other high value exhibits such as jewellery and watches. The key is held in a locked key cabinet held in a room near the drugs and firearms rooms. There is CCTV coverage over the areas where the safe is located.
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		A sample of 80 exhibits recorded as 'In' within St Asaph main store, which includes firearms, drugs and high value items was selected. The review revealed that all 80 were present. The sample testing of firearms revealed that all firearms selected had stickers appended to confirm that each firearm had been made safe prior to being transported to St Asaph.
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		Temperature checks are being undertaken at St Asaph on the refrigerators and Freezers. Testing revealed that the checks are being undertaken on a weekly basis. A new form has been designed and rolled out to all main stores.
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		A visit to Llandudno Police Station, which is a transit property store was undertaken. The station has one room which contains shelves for exhibits seized, for exhibits for return to Officers and for transfer to the main store at St Asaph. There is also a drop safe for cash and valuables and a refrigerator and freezer. All firearms are taken to St Asaph. Access to the storeroom is via a Digi-pad system with the code known by all relevant Officers, Police Staff and Seized Property Staff.
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		There were 15 exhibits recorded as 'Checked out', 12 as Return to Owner and three out 'To Officer’. A review of all exhibits recorded as ‘Return to Owner’ was selected. The testing revealed that ten were still present within the store and two were checked out in January 2024 and a task had been sent to the OIC on 2nd February 2024 which is within the procedural timescales. 
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		Testing of the three exhibits recorded as 'Out to Officer' was selected and it was noted that one was present and the other two were checked out within the last month and task had been sent to the Officer in the Case. One was to be returned to owner.
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		A visit to Bangor Police Station, which is a transit property store was undertaken. The station has one small room which contains shelves for exhibits seized, for exhibits for return to Officers and for transfer to the main store at Caernarfon, a drop in safe and a refrigerator/freezer. Access to the storeroom is via a Digi-pad system with the code known by all relevant Officers, Police Staff and Seized Property staff.
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		At the time of the visit a report highlighted that there were 16 exhibits recorded as 'In' and all 16 exhibits were found to be present.
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		There were no exhibits recorded as 'Checked out' to officer but ten that were ’Checked out’ as 'Return to Owner.’ The testing revealed that eight of these were present and two were not found and unaccounted for. Both exhibits reference numbers P23089100 and P23179178 were checked out on 22nd January 2024 and 1st February 2024, respectively. As these were only checked out recently, the Property Team had not taken any action yet but will do so on the next planned weekly visit. 
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		It was noted that there were no exhibits recorded as ‘Checked Out - To Officer' at Bangor Police Station.
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		A visit to Rhyl Police Station, which is a transit property store was undertaken. The station has one small room which contains shelves for exhibits seized, for exhibits for return to Officers and for transfer to the main store at St Asaph. There is also a drop safe for cash and valuables and a small freezer in another room. All firearms are taken to St Asaph. Access to the storeroom is via a Digi-pad system with the code known by all relevant Officers, Police Staff and Seized Property Staff.
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		At the time of the visit a report highlighted that there was only one exhibit recorded as 'In' at Rhyl and that was found to be present. 
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		There were 16 exhibits recorded as 'Checked out' with six out ‘To Officer’ and 10 as ‘Return to Owner’. A review of 10 exhibits recorded as ‘Return to Owner’ was selected. The testing revealed that nine were present in the transit store and one exhibit, reference number P23216782, was still in St Asaph and tasked on next run to Rhyl later that day.
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		Testing of the six exhibits recorded as 'Out to Officer' was selected and five were found to be present awaiting collection and for one, reference number P21177897, which was Checked out on 19th January 2024 and was still in St Asaph and tasked on next run to Rhyl later that day.
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		A visit to Deeside Police Station, which is a transit property store was undertaken. The station has one small room which contains shelves for exhibits seized, for exhibits for return to Officers and for transfer to the main store at St Asaph. There is also a small freezer in another room. All firearms are taken to St Asaph. Access to the storeroom is via a Digi-pad system with the code known by all relevant Officers, Police Staff and Seized Property Staff.
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		At the time of the visit a report highlighted that there were only two exhibits recorded as 'In' at Deeside and they were found to be present. 
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		There were eight exhibits recorded as 'Checked out' with five out ‘To Officer’ and three as ‘Return to Owner.’ A review of the three exhibits recorded as ‘Return to Owner’ was selected. The testing revealed one was still present and for two reference numbers P23232685 and P23234113 both were Checked out on 23rd January 2024 and 15th January 2024 respectively and tasks had been sent by the Seized Property team asking for whereabouts of the exhibit in line with procedures. 
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		Testing of the five exhibits recorded as 'Out to Officer' was undertaken and three were found to be present awaiting collection and two exhibits, reference numbers P24004726 and P24018875, were Checked out on 15th January 2024 and 30th January 2024, respectively. For P24004726 a task was sent to the OIC on 3rd February 2024 on its whereabouts and exhibit P24018875 is to be chased on the next visit by Seized property team (within timescales).
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		In place

		-

		



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		-







		Other Findings – North Wales
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		North Wales Police are working closely with the Sustainability Board where the Property Team are currently improving the disposal routes for disclaimed exhibits which would previously have been disposed in skips. This includes but is not limited to:

· Clothing – metal bins are to be delivered (identical to firefighters’ charity) where clothing and shoes will be able to be donated to raise money for PACT (Parents and Children Together); 

· Bikes – bonafide repairers (local colleges) will be able to request bikes and they will then repair and donate;

· Food – untampered shoplifted food (non-perishable) can be donated to food bank;

· Toiletries – Donated to a Refuge; and 

· Auctionable Items - all money goes to PACT.
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		The testing of firearms revealed that all firearms at North Wales Police had appropriate labels attached. The labels indicate that the firearms had been made safe prior to being located within the property store.
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		North Wales Police have introduced many new procedures to improve the management of evidential property. These include:

· Escalation Process – if an item is not at location/ item checked out too long/ officer not updating SP in correct time frames;

· Sending a Task if Item is not in the transit store even if not been checked out for one month;

· Auditing all exhibits in transit store on every visit (both to come in and checked out); and 

· Zero Tolerance on items being in transit store over one month.
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		North Wales Police have created a new Supervisor post to provide another level of management in the department which has given further resilience to ensure that new and updated processes are being implemented correctly.
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		Findings – Dyfed-Powys Police
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		Partially in place

		12

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Partially in place

		10, 11, 13, 14, & 15

		-







		Other Findings – Dyfed-Powys
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		The Force's Detained Property Guidance Document was most recently reviewed and updated in May 2021. Given the various changes the document will need to be updated to reflect current arrangements. The Evidence Management Manager stated that the document is currently under review (Recommendation 12 refers).
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		Since the previous review in January 2023 the force has undergone a major change in relation to property management. The force has introduced a central property store (Evidential Management Unit - EMU) at Head Quarters. Since the implementation of Niche RMS all new evidential property is processed through the property model within Niche and sent to EMU on a weekly basis from each divisional area. The legacy property on the old PMS system is being retained at divisional area until they are disposed of or returned to the owner.
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		Since the restructure as part of the force review, Evidential Property now sits under the Criminal Justice Department. The Evidence Management Manager reports into a Chief Inspector who reports into the Chief Superintendent. Overall responsibility on a day-today basis of the EMU is the responsibility of the Evidence Management Manager supported by an Evidence Management Supervisor managing five Property officers.
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		The review and testing therefore was focused on the new process at the EMU through Niche and sample testing at two divisional areas, Brecon and Aberystwyth.
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		Access to the EMU in Dyfed-Powys is restricted to EMU staff only via their RFID card. The Armour room had not been set up at the time of review so firearms are still retained at divisional LPAs. Drugs are held in a large container just outside EMU. The Container has two large locks with keys retained in a Digi-pad key cabinet within the EMU. There is also another smaller container which contains large exhibits and any hazardous exhibits. CCTV coverage is planned for installation with the EMU to enhance security. 



		[image: A magnifying glass in a circle

Description automatically generated]

		EMU staff cannot dispose of any exhibits without a ‘task’ (authorisation) from the OIC or other higher-ranking Officer. A ‘task’ is basically an action request within the Niche system.
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		EMU also has a large safe to retain cash and other high value exhibits such as jewellery and watches. The key is held in a locked key cabinet. There are also seven biometrical freezers and three biometrical refrigerators all of which have been calibrated with certificates as evidence. This is for accreditation purposes. 
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		A sample of 100 exhibits recorded as 'In' EMU, which includes drugs and high value items was selected. The review revealed that all 100 were present. Given this is the first internal audit of the new EMU at Dyfed-Powys Police this is very encouraging and provides appropriate assurance of the controls in place. 
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		Temperature checks are being undertaken at EMU on the refrigerators and Freezers. Testing revealed that the checks are being undertaken on a daily basis. A new form has been designed and rolled out to all divisional stores.
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		A visit to Brecon Police Station was undertaken. The station is now a transit property store since the implementation of Niche but still has the legacy exhibits that are still on the PMS system. The station has one small cabinet for exhibits returned to Officers in the reception office. There is also a new Niche room which contains shelves for seized exhibits, shelve for exhibits checked out to officers, a biometrical freezer, refrigerator and a steel gun cabinet. The room is accessible by all officers. The legacy exhibits on the PMS are retained in several individual rooms that on/yy are accessible by the Property Officer and Public Enquiry Support and the Superintendent. Firearms are retained in two separate rooms and there is room that contains a freezer and refrigerators.
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		At the time of the visit to Brecon Police Station on 12th March 2024, there were 2,961 exhibits recorded as present on the IPMS system.
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		A sample of 10 exhibits reported as 'disposed - returned to owner’ at Brecon was selected from the IPMS system. The review revealed that all 10 forms were fully completed and signed by the owner and by a member of Dyfed-Powys Police who handed over the exhibits.
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		Temperature checks are being undertaken at Brecon on the refrigerators and Freezers. Testing revealed that the checks are being undertaken on a daily basis using the new form.
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		A visit to ~Aberystwyth Police Station was undertaken. The station is now a transit property store since the implementation of Niche but still has the legacy exhibits that are still on the IPMS system. The Property Store has been reconfigured with the main store used for legacy exhibits and the smaller room for exhibits recorded on Niche with shelve for seized exhibits returned to Officers, a drop in safe, shelve for exhibits checked out to officers, a biometrical freezer and refrigerator and steel gun cabinets. The first room is accessible by all officers but the legacy storage room can only be accessed by the Property Officer and Evidential Management Team and the Superintendent. The key for the main room is held in Digi-pad key storage cabinet.
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		At the time of the visit to Aberystwyth Police Station on 13th March 2024, there were 2,895 exhibits recorded as present on the IPMS system.
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		It was noted that the volume of cash exhibits at Aberystwyth has reduced significantly since the last review with only recent exhibits present. The Property Officer has worked with OICs and banked the cash where relevant. 
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		Temperature checks are being undertaken at Aberystwyth on the refrigerators and Freezers. Testing revealed that the checks are being undertaken on a daily basis on the new form.
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		In place

		-

		2



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		-







		Other Findings – Dyfed Powys
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		North Wales Police are working closely with the sustainability board where the Property Team are currently improving the disposal routes for disclaimed exhibits which would previously go in skips for disposal. This is an area of best practice that Dyfed-Powys Police could also consider (Operational Effectiveness Matter 2 refers).
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		The testing of firearms revealed that all firearms at Dyfed-Powys Police had appropriate labels attached. The labels indicate that the firearms had been made safe prior to being located within the property store.
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		EXPLANATORY INFORMATION

		Appendix A
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[bookmark: section7]Scope and Limitations of the Review

1. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. As set out in the Audit Charter, substantive testing is only carried out where this has been agreed with management and unless explicitly shown in the scope no such work has been performed.

Disclaimer

2. The matters raised in this report are only those that came to the attention of the auditor during the course of the review, and are not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.

Effectiveness of arrangements

3. The definitions of the effectiveness of arrangements are set out below. These are based solely upon the audit work performed, assume business as usual, and do not necessarily cover management override or exceptional circumstances.

		In place

		The control arrangements in place mitigate the risk from arising.



		Partially in place

		The control arrangements in place only partially mitigate the risk from arising.



		Not in place

		The control arrangements in place do not effectively mitigate the risk from arising.





Assurance Assessment

4. The definitions of the assurance assessments are:

		Substantial Assurance

		There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved.



		Reasonable Assurance

		The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed and process objectives achieved. 



		Limited Assurance

		The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are managed and process objectives achieved. 



		No Assurance

		There is a fundamental breakdown or absence of core internal controls requiring immediate action.





Acknowledgement

5. We would like to thank staff for their co-operation and assistance during the course of our work.

Release of Report

6. The table below sets out the history of this report.

		Stage

		Issued

		Response Received



		Audit Planning Memorandum:

		19th December 2023

		19th December 2023



		Draft Report:

		26th March 2024

		14th May 2024



		Final Report:

		15th May 2024
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		[bookmark: section8]Client:

		Police & Crime Commissioners and Chief Constables of South Wales, North Wales, and Dyfed-Powys Police



		Review:

		Property Subject to Charge (Evidential Property)



		Type of Review:

		Assurance

		Audit Lead:

		Audit and Fraud Manager



		



		Outline scope (per Annual Plan):

		The review will appraise the effectiveness of the controls over the arrangements for Property Subject to Charge (Force).



		

		Directed

		Delivery



		

		Governance Framework: There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		Performance monitoring: There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.



		Detailed scope will consider:

		Risk Mitigation: The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		Sustainability: The impact on the organisation's sustainability agenda has been considered.



		

		Compliance: Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Resilience: Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.



		Requested additions to scope:

		None 



		Exclusions from scope:

		As above



		



		Planned Start Date:

		15th January 2024

		Exit Meeting Date:

		26th February - SWP, 

7th March -NWP and 

15th March DPP

		Exit Meeting to be held with:

		Property Manager at each Force



		SELF ASSESSMENT RESPONSE



		Matters over the previous 12 months relating to activity to be reviewed

		Y/N (if Y then please provide brief details separately)



		Has there been any reduction in the effectiveness of the internal controls due to staff absences through sickness and/or vacancies etc?

		N



		Have there been any breakdowns in the internal controls resulting in disciplinary action or similar?

		N



		Have there been any significant changes to the process?

		N



		Are there any particular matters/periods of time you would like the review to consider?

		N








		Additional Findings FinFindingsFindings

		Appendix C





The tables below set out further findings;

Table 1 - Sample of Exhibits Not Found at Bridgend Police Station

		Property Id

		Label

		Property store

		State



		P2400005267

		[Crack: Cocaine (in the form of 'crack') 1002] AB/08- two rocks of white powder (M25836600)

		[INTER] BRIDGEND BRIDEWELL:5 DAYS:1

		In



		P2400005289

		[Personal communication device: Mobile phones & accessories] SAMSUNG EX REF- RMA/2 - BLACK SAMSUNG MOBILE IN STARS CASE UNDAMAGED

		[INTER] BRIDGEND BRIDEWELL:5 DAYS:1

		In



		P2400004027

		[Business equipment: Till/Cash register Serial #: CASHREGISTER] (EXHIBIT ARG/170124/6) - 1 X CASH COUNTING MACHINE

		[INTER] BRIDGEND BRIDEWELL:5 DAYS:1

		In



		P2400004019

		[Household articles: Carrier & bin bags] ARG/170124/08 - Various Empty Snap Seal Bags of differing sizes - Seal M0222K011630

		[INTER] BRIDGEND BRIDEWELL:5 DAYS:1

		In



		P2300051734

		[Personal accessories: Clothing/Footwear] SD05 - WHITE ARMANI T SHIRT

		[INTER] BRIDGEND BRIDEWELL: OFFICER COLLECTION:1

		In







Table 2 - Sample of Exhibits Not Found at Brecon Police Station

		Entry No

		Entered

		Item No

		Sub-Category

		Description as per the System

		Storage Location

		Found



		DB/113256/22

		28/09/2022

		4

		Cash

		£905 in Cash

		BRECON DHQ Not In Store - Brecon

		Not found at the time of the audit but after investigation found to have been returned to the owner and a receipt provided as evidence.



		DB/014618/17

		22/08/2017

		2

		Forensic Other

		MOUTH SWAB TAKEN FROM ‘HA’

		BRECON DHQ Brecon Freezer Draw 1

		Not found



		DB/110834/22

		27/07/2022

		2

		Swab

		wet & dry swabs from cable

		BRECON DHQ Brecon Freezer Draw 1

		Not found – after investigation it was found to be disposed of but IPMS was not updated to that effect.
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		Executive Summary
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		OVERALL ASSESSMENT

		

		OVERALL CONCLUSION



				Force

		Assessment



		North Wales Police

		Substantial



		Dyfed-Powys Police

		Substantial



		South Wales Police

		Substantial



		Gwent Police

		Substantial
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		The four Welsh forces have controls in place to mitigate against fraudulent procurement transactions. 
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		All recommendations raised in the May 2023 report undertaken by TIAA have been confirmed as implemented. 
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		Dyfed-Powys Police’s Anti-Fraud and Corruption Policy has passed the date of review and a recommendation has been raised to review and update it as appropriate. 









		

		

		



		SCOPE

		

		ACTION POINTS



		The review considered the robustness of the organisation’s internal Anti-Fraud policy and associated policies in providing mitigation against fraud and/or the impact of fraud. In addition, the review tested for potential significant fraud exposures due to non-compliance with the Force’s procurement arrangements and/or inadequate or ineffective segregation of duties. The scope of the review did not include identification of all potential fraudulent transactions.



		

				Force

		Urgent

		Important

		Routine

		Operational



		North Wales Police

		0

		0

		0

		0



		Dyfed-Powys Police

		0

		0

		1

		0



		South Wales Police

		0

		0

		0

		0



		Gwent Police

		0

		0

		0

		0
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		[bookmark: section3]Assurance - Key Findings and Management Action Plan (MAP)







		Rec.

		Risk Area

		Finding

		Recommendation

		Priority

		Management

Comments

		Implementation

Timetable

(dd/mm/yy)

		Responsible

Officer

(Job Title)



		North Wales Police



		No recommendations were raised in relation to North Wales Police.



		Dyfed-Powys Police



		1

		Directed

		The Joint Anti-Fraud and Corruption Policy was implemented in September 2021 and is on an annual review cycle; no review date was sighted on the document since its issue in September 2021. 

		The Joint Anti-Fraud and Corruption Policy be reviewed and updated in line with the annual review cycle and the date of review be recorded in the Policy’s version control. 

		3

		The review will be undertaken and policy updated.

		31 May 2024

		Policy Advisor OPCC and Senior Manager Professional Standards.



		South Wales Police



		No recommendations were raised in relation to South Wales Police. 



		Gwent Police



		No recommendations were raised in relation to Gwent Police.
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		PRIORITY GRADINGS

		

		

		

		

		



		1

		URGENT

		Fundamental control issue on which action should be taken immediately.

		

		2

		IMPORTANT

		Control issue on which action should be taken at the earliest opportunity.

		

		3

		ROUTINE

		Control issue on which action should be taken.
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		Operational - Effectiveness Matter (OEM) Action Plan







		[bookmark: section4]Ref

		Risk Area

		Finding

		Suggested Action

		Management Comments



		North Wales Police



		No Operational Effectiveness Matters were identified at North Wales Police.



		Dyfed-Powys Police



		No Operational Effectiveness Matters were identified at Dyfed-Powys Police.



		South Wales Police



		No Operational Effectiveness Matters were identified at South Wales Police.



		Gwent Police 



		No Operational Effectiveness Matters were identified at Gwent Police.
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		ADVISORY NOTE



		Operational Effectiveness Matters need to be considered as part of management review of procedures.
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		In place

		-

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		In place

		-

		-







		Other Findings – North Wales Police



		[image: Icon, circle

Description automatically generated with medium confidence]

		TIAA last undertook a review of the Counter Fraud arrangements in May 2023. The review was part of a collaboration between the four Welsh forces and for North Wales Police the report provided substantial assurance with no recommendations being raised. 
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		North Wales Police's Financial Regulations, 2022 version, contains under section 3.4 Preventing Fraud and Corruption the responsibilities of the Police and Crime Commissioner (PCC) and the Chief Constable (CC). The section states that the PCC and the CC will not tolerate fraud or corruption in the administration of their responsibilities, whether inside or outside of the force.
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		North Wales Police (NWP) has a Counter Corruption Policy in place which was effective from March 2024 and is recommended for review in March 2026. The Policy explains what corruption is and aims to maintain high standards of professional behaviour within the organisation. The Policy is to be used by all of North Wales Police’s personnel including police officers, special constables, police community support officers, police staff including the Office of the Police and Crime Commissioner staff, volunteers and anyone under contract to North Wales Police. 
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		The Purchasing Policy was provided to support the audit. The Policy is effective from June 2020 with a recommended review date of June 2024. The Policy states that it has been developed in support of NWP and the Police and Crime Commissioner’s Standing Orders relating to contracts, Procurement Policy and Financial Regulations. The Policy clearly states the process to be followed when purchasing goods and services as well as how to decide which procedure to follow.
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		A sample of five new suppliers and five supplier changes was selected from a report detailing all new suppliers and supplier changes made or added since January 2023 to November 2023. All new suppliers and supplier changes in the sample had the completed forms and no issues were identified. A narrative was included for supplier changes and appropriate checks had been carried out in all cases to confirm the changes were genuine. It was noted that the New Supplier Form captures HMRC IR35 details and confirmed that those in the sample had undergone the IR35 compliance checks.
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		As previously reported, the Head of Procurement maintains a comprehensive Contracts Log detailing the contract reference and title, start and end dates and details of any extensions granted. In addition, the Contract Log also includes details on vetting requirements. It was confirmed that the standard tender documentation includes a reference to collusive tendering and conflicts of interest.
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		A list of all supplier bank account details was provided, and the data was interrogated to identify suppliers with different supplier codes using the same bank accounts. A sample of five bank accounts was selected from the report which related to 16 different supplier codes. In each case, a reasonable explanation was provided and included the following:

· Legal services listed as different suppliers working out of the same office using a central bank account; and 

· Insurance Services listed as different suppliers working out of the same office and using a central bank account.

For one case in the sample, it was highlighted that the supplier had been registered with two different supplier codes, with the earlier code not being used since 2021. The Purchasing and Creditors Team Leader confirmed that this supplier code had now been placed on stop and is no longer able to be used. 
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		A redacted list of all employee bank account details was provided, and the data was interrogated using data analytics to identify employees with different force numbers using the same bank account. A sample of five bank accounts was selected from the report which related to 10 different force numbers. In each case, reasonable explanations were provided and included the following:

· Married couples working for the force using the same bank account; and

· A member of staff who is using the same bank account as their next of kin who is also a member of staff at the force. 
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		Using both the redacted lists of supplier and payroll bank account details, a comparison exercise was undertaken using data analytic tools to identify any instances of supplier bank account details matching those on the payroll bank account details report. The testing did not identify any matches between the two sets of data.
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		The Counter Corruption Policy sets out under section 4.3 the Business Interest and Secondary Employment Procedures. It states that police officers and staff are not constrained from holding a business interest or secondary occupation and outlines the process for the Head or Deputy Head of PSD (Professional Services Department) to decide whether a business interest or employment outside of North Wales Police either conflicts with an individual’s ability to discharge their duties impartially or adversely affects the reputation of the individual or the force. The Police Regulations 2003 and Police (Amendment) (No.2) Regulations 2006 require serving police officers to notify their Chief Officer, in writing, of business interests and/or additional occupations they have, or propose to have, unless that business interest has previously been disclosed. PSD provide the Freedom of Information Team (FOI) with details of the business interests declarations on a quarterly basis who then publish this information as part of the Publication Scheme on the force website to reduce demand and queries. A review of the force website confirmed that this is in place. 
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		In place

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		-







		Other Findings – North Wales Police
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Description automatically generated with medium confidence]

		It was confirmed that the Procurement Department provide updates on performance and ongoing procurement contracts to the Joint Audit Committee and the Strategic Finance and Resources Board. A review of the latest Joint Audit Committee minutes from December 2023 confirmed that at the time of the Joint Audit Committee there were 42 tenders in progress over £10,000 at various stages including those which were at scoping option stages, in progress and with legal services. 
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Description automatically generated with medium confidence]

		The latest Annual Procurement Report 2022/23 was provided during the audit. The report provides an oversight of all procurement activity for 2022/23 and looks ahead to the pipeline for 2023/24. It also provides information on savings throughout the year, the expenditure profile and social value highlights. The report states that, as at 2022/23, the current expenditure with third parties was in excess of £54,000,000 a year; £39,000,000 of which was under contracts directly managed or influenced by the Procurement Department.  
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		The Purchasing and Creditors Team Leader confirmed and evidenced that duplicate payments checks are completed and provided copies of the AP forensic reports used to complete the checks.
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		The National Fraud Initiative (NFI) is a United Kingdom (UK) wide data matching exercise that helps to detect and prevent fraud. It is conducted in Wales by the Auditor General under their statutory data matching powers. The NFI is designed to help public bodies build their fraud detection capabilities through data matching at a national level. The Auditor General collaborates with the UK Cabinet Office, Audit Scotland and the Northern Ireland Audit Officer to run NFI as a UK-wide exercise. It was confirmed that North Wales Police participated in the NFI for 2022/23.
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		As reported in the Procurement audit undertaken by TIAA in October 2023, tenders at North Wales Police are required to comply with the Modern Slavery Statement which is published on the force’s and the Commissioner’s internet pages. 
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		As requested by the scope of the audit for North Wales Police only, discussions were held with the Head of Professional Standards which confirmed that there has been no whistle blowing incidents in relation to counter fraud. 








		Findings – Dyfed-Powys Police
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		In place

		1

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		In place

		-

		-







		Other Findings – Dyfed-Powys Police



		[image: Icon, circle

Description automatically generated with medium confidence]

		TIAA last undertook a review of the Counter Fraud arrangements at Dyfed-Powys Police in May 2023. The review received reasonable assurance and two recommendations were raised: one important and two routine. All recommendations have been confirmed as implemented in the Interim Follow Up review undertaken by TIAA and issued in October 2023. The scope of this audit did not include a review of new suppliers and supplier changes as these were included within the Creditors review undertaken by TIAA and the report was issued in January 2024. For completeness, the testing undertaking as part of the Creditors review did not identify any issues in relation to adding new suppliers or amending current suppliers and as such no recommendations were raised.
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Description automatically generated with medium confidence]

		Dyfed-Powys Police's Joint Corporate Governance Framework 2023-24 contains the Financial Regulations under section 6. Within the Financial Regulations under Section C, part 9.4 Preventing Fraud and Corruption the responsibilities of the Police and Crime Commissioner (PCC) and the Chief Constable (CC) are detailed. The section states that the PCC and the CC will not tolerate fraud or corruption in the administration of their responsibilities, whether from inside or outside of the organisation.
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Description automatically generated with medium confidence]

		Dyfed-Powys Police has a suite of documents in place that were provided to support the audit. These include the following:

· Anti-Fraud and Corruption Policy.

· Fraud Policy.

· Procurement Policy.

· Protected Disclosure (Whistleblowing) Policy. 

A review of the documents confirmed that all were within review date with the exception of the Joint Anti-Fraud and Corruption Policy which was implemented in September 2021 and is on an annual review cycle. A recommendation has been raised to review and update the Policy, as necessary.
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Description automatically generated with medium confidence]

		Dyfed-Powys Police maintains a comprehensive Contracts Register and a copy was provided during the audit. The Register details key contract information for active contracts including the supplier’s name, contract end dates, the contract type and the internal reference number. It was confirmed that the standard tender documentation includes a reference to collusive tendering and conflicts of interest.
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Description automatically generated with medium confidence]

		A redacted list of all supplier bank account details was provided, and the data was interrogated using data analytics to identify suppliers with different supplier codes using the same bank accounts. A sample of five bank accounts was selected from the report which related to 10 different supplier codes. In each case, a reasonable explanation was provided and included the following:

· Supplier accounts that had been closed and the live account had the same supplier number; and

· Police Force Accounts using the same supplier number.
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Description automatically generated with medium confidence]

		A redacted list of all employee bank account details was provided, and the data was interrogated using data analytics to identify employees with different force numbers using the same bank account. A sample of five bank accounts was selected from the report which related to 10 different force numbers. In each case, reasonable explanations were provided and included the following:

· Married couples working for the force using the same bank account; and

· Co-habiting couples who both work for the force.
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Description automatically generated with medium confidence]

		Using both the redacted lists of supplier and payroll bank account details, a comparison exercise was undertaken using data analytic tools to identify any instances of supplier bank account details matching those on the payroll bank account details report; the testing did not identify any matches between the two sets of data.
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Description automatically generated with medium confidence]

		As per the Corporate Governance Framework, Chief Officers are responsible for ensuring that every member and employee declare any links or personal interests that they may have with purchasers, suppliers and contractors if they are engaged in any contractual or purchasing decisions on behalf of the PCC or CC and that such persons take no part in the selection of a supplier or contract with which they are connected. Dyfed-Powys Police publish a Business Interest Register on the force website each quarter as part of the Freedom of Interest Publication Scheme. It was noted that North Wales Police also publish the Business Interest Register on the force website for the same reasons. Since the testing undertaken with the supplier and payroll bank accounts did not return any matches other than volunteers, it was not necessary to compare the data back to the Business Interest Register and as such no testing was completed in this area.
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Description automatically generated with medium confidence]

		It was confirmed by the Head of Procurement that the Modern Slavery Statement is due to be updated in 2024 and has been reported to the Senior Management Team for consideration and sign off. The website will be updated to reflect this once it has been finalised. 
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		In place

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		-







		Other Findings – Dyfed-Powys Police
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Description automatically generated with medium confidence]

		Procurement activity is governed by the Corporate Governance Framework and the procurement section is reviewed annually to ensure it is updated with current procurement legislation and working practice. Procurement is represented on Strategic Boards within Force Governance. A review of the Dyfed-Powys Police website confirmed that information on contracts issued by the force can be found on the Bluelight Procurement Database. In addition, information relating to the provision and performance of contracts falls under the terms of the Freedom of Information Act 2000 and may be disclosed to third parties upon request in accordance with the terms of the act. 
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Description automatically generated with medium confidence]

		Confirmation and evidence were obtained to support the completion of duplicate payment checks. It was confirmed that a report of all payments made is downloaded from the finance system Agresso Business World (ABW) by a member of the Business Support Unit and the report is filtered to identify potential duplicates based on invoice number and value. The potential duplicates are then checked by another member of the Business Support Unit, demonstrating segregation of duties, who adds a comment on whether it is or is not a duplicate in cases where similar references are used, whether money has already been recovered or needs to be followed up. The duplicate payments are then recovered by the Business Support Unit. 
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Description automatically generated with medium confidence]

		An annual report is prepared for the Southern Wales forces Procurement Collaboration which includes Dyfed-Powys, South Wales and Gwent Police. The 2022/23 report was provided during the audit. The purpose of the report is to provide information on the activity and progress of Procurement and Commercial Services across the South Wales forces during the period 1st April 2022 to 31st March 2023. The report provided information on the South Wales and Gwent Joint Commercial and Procurement Services unit for monitoring and reporting purposes. The report states that in 2022/23 the three Southern Wales Forces spent £142 million on goods, services and works, of which 76% was spent collaboratively. 
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Description automatically generated with medium confidence]

		The National Fraud Initiative (NFI) is a United Kingdom (UK) wide data matching exercise that helps to detect and prevent fraud. It is conducted in Wales by the Auditor General under their statutory data matching powers. The NFI is designed to help public bodies build their fraud detection capabilities through data matching at a national level. The Auditor General collaborates with the UK Cabinet Office, Audit Scotland and the Northern Ireland Audit Officer to run NFI as a UK-wide exercise. It was confirmed that Dyfed-Powys Police participated in the NFI for 2022/23. 










		Findings – South Wales Police
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		In place

		-

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		In place

		-

		-







		Other Findings – South Wales Police
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Description automatically generated with medium confidence]

		TIAA last undertook a review of the counter fraud arrangements at South Wales Police in May 2023. The review received reasonable assurance and two routine recommendations were raised; both recommendations have been confirmed as implemented as part of this review. The scope of this audit did not include a review of new suppliers and supplier changes as these were included within the Creditors review undertaken by TIAA and the report was issued in January 2024. For completeness, the testing undertaking as part of the Creditors review did not identify any issues in relation to adding new suppliers or amending current suppliers and as such no recommendations were raised.



		[image: Icon, circle

Description automatically generated with medium confidence]

		South Wales Police’s Joint Manual of Governance 2022 contains the force’s Financial Regulations under section 3d. The Financial Regulations contain a section on Preventing Fraud and Corruption and state that South Wales Police will not tolerate fraud or corruption in the administration of its responsibilities, whether from inside or outside of South Wales Police. Also included within the Manual of Governance under section 3e is Standing Orders Relating to Contracts.
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Description automatically generated with medium confidence]

		South Wales Police follow the Bluelight Responsible Procurement and Commissioning Strategy, as do Gwent Police as Procurement is joint unit across the two forces. The Responsible Procurement and Commissioning Strategy is designed to translate the national commercial vision into a clear framework procurement and commissioning activities. It also seeks to contribute towards wider national and sustainable development goals. The Strategy outlines the objectives and strategic drivers and details the United Kingdom Sustainability Legislation and Regulation. The Strategy also details its commitments, People, Planet and Public Purse, and states that the commitments will be applied where relevant and proportionate in commercial arrangements with partnering and contracting organisations.
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Description automatically generated with medium confidence]

		In addition to the Joint Manual of Governance 2022 and the Collaborative and the Bluelight Responsible Procurement and Commissioning Strategy, South Wales Police also has in place a Whistleblowing Policy and a Fraud and Economic Crime Procedure. Both documents were provided to support the audit and a review confirmed both of the documents were within the review dates. 
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Description automatically generated with medium confidence]

		The Head of Commercial Services, with assistance from the Procurement Team, maintains a comprehensive Contract Directory which details key contract management information for active and historic contracts. A review confirmed that the register details the key information to provide effective oversight of the contracts in place, i.e. contract name, description, length of agreement, value of contract. It was confirmed that the standard tender documentation includes a reference to collusive tendering and conflicts of interest. In addition, tendering firms are required to complete a Qualification Envelope which contains nine sections – Supplier Acceptability, Economic/Financial Standing, Capacity and Capability, Management, Equal Opportunities, Environmental, Health and Safety, Modern Slavery and Ethical Practice and Tender Documentation.
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Description automatically generated with medium confidence]

		A list of all supplier bank account details was provided, and the data was interrogated to identify suppliers with different supplier codes using the same bank accounts. A sample of five bank accounts was selected from the report which related to 18 different suppliers’ codes. In each case, a reasonable explanation was provided and included the following:

· Barristers listed as a supplier and using a central bank account;

· A company who had changed their name and the other account is now closed; and

· Different departments within the Metropolitan Police.
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Description automatically generated with medium confidence]

		A list of all employee bank account details, redacted to only show the force number, account code and sort code, was provided and the data was interrogated to identify employees with different force numbers using the same bank account. A sample of five bank accounts was selected from the report which related to 10 different force numbers. In each case, reasonable explanations were provided and included the following:

· Officers who had retired and returned to the force in a staff role; and

· Police Staff who had left their role and returned to the force as Police Officers.
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Description automatically generated with medium confidence]

		Using both the previous lists of data, the supplier and employee bank accounts, a comparison exercise was undertaken using data analytic tools to identify any occurrences of supplier bank account details matching those of the employee bank accounts; testing did not identify any matches between the two sets of data. 
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Description automatically generated with medium confidence]

		South Wales Police's Modern Slavery Statement 2023/4 was provided during the review. The statement confirms that in accordance with Section 54 of the Modern Slavery Act 2015, the Police and Crime Commissioner for South Wales and the Chief Constable recognise their responsibility as employers to be aware of the potential for instances of modern slavery and to report such instances or concerns to the relevant bodies. The statement is published on the force website and is available in both English and Welsh. 
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		In place

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		-







		Other Findings – South Wales Police
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Description automatically generated with medium confidence]

		Prior to the weekly payment run being processed, a duplicate payments check is completed by the Exchequer Services Team. A Purchase Ledger Payment Run Procedure document is in place for staff to use as a guide and a copy was provided during the audit. Confirmation was obtained that duplicate payment checks are being undertaken as required. 
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Description automatically generated with medium confidence]

		A review of the South Wales Police website confirmed that information on contracts issued by the force can be found on the Bluelight Procurement Database. In addition, information relating to the provision and performance of contracts falls under the terms of the Freedom of Information Act 2000 and may be disclosed to third parties upon request in accordance with the terms of the act.
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Description automatically generated with medium confidence]

		As reported in the Dyfed-Powys Police section of this report, an annual report is prepared for the Southern Wales forces Procurement Collaboration which includes South Wales, Dyfed-Powys and Gwent Police. The 2022/23 report was provided during the audit. The purpose of the report is to provide information on the activity and progress of Procurement and Commercial Services across the South Wales forces during the period 1st April 2022 to 31st March 2023. The report provided information on the South Wales and Gwent Joint Commercial and Procurement Services unit for monitoring and reporting purposes. The report states that in 2022/23 the three Southern Wales Forces spent £142 million on goods, services and works, of which 76% was spent collaboratively.



		[image: Icon, circle

Description automatically generated with medium confidence]

		The National Fraud Initiative (NFI) is a United Kingdom (UK) wide data matching exercise that helps to detect and prevent fraud. It is conducted in Wales by the Auditor General under their statutory data matching powers. The NFI is designed to help public bodies build their fraud detection capabilities through data matching at a national level. The Auditor General collaborates with the UK Cabinet Office, Audit Scotland and the Northern Ireland Audit Officer to run NFI as a UK-wide exercise. It was confirmed that South Wales Police participated in the NFI for 2022/23.









		Findings – Gwent Police
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		In place

		-

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		In place

		-

		-







		Other Findings – Gwent Police
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Description automatically generated with medium confidence]

		TIAA last undertook a review of the counter fraud arrangements at Gwent Police in May 2023. The review gave substantial assurance, and no recommendations were raised in relation to the findings at Gwent Police. The scope of this audit did not include a review of new suppliers and supplier changes as these were included within the Creditors review undertaken by TIAA and the report was issued in January 2024. For completeness, the testing undertaking as part of the Creditors review did not identify any issues in relation to adding new suppliers or amending current suppliers and as such no recommendations were raised.
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Description automatically generated with medium confidence]

		Gwent Police’s Manual of Corporate Governance, available via the Gwent Police website, contains the Financial Regulations under section 3d. The Financial Regulations contain a section on Preventing Fraud and Corruption and state that Gwent Police will not tolerate fraud or corruption in the administration of its responsibilities, whether from inside or outside of Gwent Police. Also included within the Manual of Governance under section 3e is Standing Orders Relating to Contracts.
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Description automatically generated with medium confidence]

		As reported in the South Wales Police section of this report, Gwent Police follows the Bluelight Responsible Procurement and Commissioning Strategy, as Procurement is joint unit across the two forces. The Responsible Procurement and Commissioning Strategy is designed to translate the national commercial vision into a clear framework procurement and commissioning activities. It also seeks to contribute towards wider national and sustainable development goals. The Strategy outlines the objectives and strategic drivers and details the United Kingdom Sustainability Legislation and Regulation. The Strategy also details its commitments, People, Planet and Public Purse, and states that the commitments will be applied where relevant and proportionate in commercial arrangements with partnering and contracting organisations.
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Description automatically generated with medium confidence]

		Other policies and procedures in place at Gwent Police that were provided to support the audit include:

· Anti-Bribery and Corruption.

· Business Interests and Secondary Employment Policy.

· Gifts Gratuities and Hospitality Policy.

· Whistleblowing Procedure.

A review of the policies confirmed that all were within their review date with the exception of the Whistleblowing Procedure. It was confirmed by the Detective Inspector of the Counter Corruption Unit that the Policy was in review at the time of the audit and as such no recommendation has been raised. 
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Description automatically generated with medium confidence]

		The Head of Commercial Services, with assistance from the Procurement Team maintains a comprehensive Contract Directory which details key contract management information for active and historic contracts. A review confirmed that the register details the key information to provide effective oversight of the contracts in place, i.e. contract name, description, length of agreement, value of contract. It was confirmed that the standard tender documentation includes a reference to collusive tendering and conflicts of interest. In addition, tendering firms are required to complete a Qualification Envelope which contains nine sections - Supplier Acceptability, Economic/Financial Standing, Capacity and Capability, Management, Equal Opportunities, Environmental, Health and Safety, Modern Slavery and Ethical Practice and Tender Documentation.	
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Description automatically generated with medium confidence]

		A redacted list of all supplier bank account details was provided, and the data was interrogated using data analytics to identify suppliers with different supplier codes using the same bank accounts. A sample of five bank accounts was selected from the report which related to 22 different supplier codes. In each case, a reasonable explanation was provided and included the following:

· Legal services operating from the same chambers under different supplier numbers; and 

· Accounts that are no longer in use.

In relation to the accounts that are no longer in used, confirmation was obtained from the Payments Team Leader to confirm that these accounts have been requested to be closed and as such no recommendation has been raised.
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Description automatically generated with medium confidence]

		A redacted list of all employee bank account details was provided, and the data was interrogated using data analytics to identify employees with different force numbers using the same bank account. A sample of five bank accounts was selected from the report which related to 10 different force numbers. In each case, a reasonable explanation was provided and was due to the fact that all five employees in the sample were married couples using the same bank account. 
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Description automatically generated with medium confidence]

		Using both the redacted lists of supplier and payroll bank account details, a comparison exercise was undertaken using data analytic tools to identify any instances of supplier bank account details matching those on the payroll bank account details report. The testing did not identify any matches between the two sets of data.
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Description automatically generated with medium confidence]

		As per the Manual of Corporate Governance, Chief Officers are responsible for ensuring that every police officer and employee declare any links or personal interests that they may have with purchasers, suppliers and contractors if they are engaged in contractual or purchasing decisions on behalf of Gwent Police and that such persons take no part in the selection of a supplier or contract with which they are connected.
 A Business Interests Register is maintained by the Counter Corruption Unit and a copy was provided during the audit. As the testing undertaken with the supplier and payroll bank accounts did not return any matches, it was not necessary to compare the data back to the Business Interest Register and as such no testing was completed in this area.
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		In place

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		-







		Other Findings – Gwent Police



		[image: Icon, circle

Description automatically generated with medium confidence]

		As reported in the Dyfed-Powys and South Wales Police section of this report, an annual report is prepared for the Southern Wales forces Procurement Collaboration which includes South Wales, Dyfed-Powys and Gwent Police. The 2022/23 report was provided during the audit. The purpose of the report is to provide information on the activity and progress of Procurement and Commercial Services across the South Wales forces during the period 1st April 2022 to 31st March 2023. The report provided information on the South Wales and Gwent Joint Commercial and Procurement Services unit for monitoring and reporting purposes. The report states that in 2022/23 the three Southern Wales Forces spent £142 million on goods, services and works, of which 76% was spent collaboratively.



		[image: Icon, circle

Description automatically generated with medium confidence]

		A review of the Gwent Police website confirmed that information on contracts issues and invitations to tender issued can be found at In-Tend. The In-Tend system provides a list of current contracts for member contracting authorities, which is maintained by the organisation, in this instance Gwent Police. The force utilises the system to publish copies of formal contracts and the website provides information on how to access the In-Tend system. 
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Description automatically generated with medium confidence]

		The National Fraud Initiative (NFI) is a United Kingdom (UK) wide data matching exercise that helps to detect and prevent fraud. It is conducted in Wales by the Auditor General under their statutory data matching powers. The NFI is designed to help public bodies build their fraud detection capabilities through data matching at a national level. The Auditor General collaborates with the UK Cabinet Office, Audit Scotland and the Northern Ireland Audit Officer to run NFI as a UK-wide exercise. It was confirmed that Gwent Police participated in the NFI for 2022/23.







		EXPLANATORY INFORMATION

		Appendix A
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[bookmark: section7]Scope and Limitations of the Review

1. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. As set out in the Audit Charter, substantive testing is only carried out where this has been agreed with management and unless explicitly shown in the scope no such work has been performed.

Disclaimer

2. The matters raised in this report are only those that came to the attention of the auditor during the course of the review, and are not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.

Effectiveness of arrangements

3. The definitions of the effectiveness of arrangements are set out below. These are based solely upon the audit work performed, assume business as usual, and do not necessarily cover management override or exceptional circumstances.

		In place

		The control arrangements in place mitigate the risk from arising.



		Partially in place

		The control arrangements in place only partially mitigate the risk from arising.



		Not in place

		The control arrangements in place do not effectively mitigate the risk from arising.







Assurance Assessment

4. The definitions of the assurance assessments are:

		Substantial Assurance

		There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved.



		Reasonable Assurance

		The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed and process objectives achieved. 



		Limited Assurance

		The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are managed and process objectives achieved. 



		No Assurance

		There is a fundamental breakdown or absence of core internal controls requiring immediate action.





Acknowledgement

5. We would like to thank staff for their co-operation and assistance during the course of our work.

Release of Report

6. The table below sets out the history of this report.

		Stage

		Issued

		Response Received



		Audit Planning Memorandum:

		10th November 2023

		11th December 2023 



		Draft Report:

		26th March 2024

		22nd April 2024



		Final Report:

		8th May 2024

		











		AUDIT PLANNING MEMORANDUM

		Appendix B







		[bookmark: section8]Client:

		Police and Crime Commissioners and Chief Constables for North Wales, Dyfed-Powys, South Wales and Gwent Police.



		Review:

		Counter Fraud (Anti-Fraud Procurement)



		Type of Review:

		Assurance

		Audit Lead:

		Senior Auditor 



		



		Outline scope (per Annual Plan):

		The review considers the robustness of the organisation’s internal Anti-Fraud policy and associated policies in providing mitigation against fraud and/or the impact of fraud. In addition, the review will test for potential significant fraud exposures due to non-compliance with the Force’s procurement arrangements and/or inadequate or ineffective segregation of duties. The review will also consider the effectiveness of the Whistleblowing policies in relation to counter fraud only where PSD allow to establish if they work in practice (request by North Wales Police JAC) for North Wales Police only. The scope of the review will not include identification of all potential fraudulent transactions.

Lead Force: North Wales



		

		Directed

		Delivery



		

		Governance Framework: There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		Performance monitoring: There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.



		Detailed scope will consider:

		Risk Mitigation: The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		Sustainability: The impact on the organisation’s sustainability agenda has been considered.



		

		Compliance: Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Resilience: Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.



		Requested additions to scope:

		None



		Exclusions from scope:

		Please confirm if onsite attendance will be required as part of the review. 



		



		Planned Start Date:

		North Wales Police – 11th December 2023 

Dyfed-Powys Police – 15th January 2024

South Wales Police - 22nd January 2024 

Gwent Police – 29th January 2024 

		Exit Meeting Date:

		North Wales Police – 21st March 2023

Dyfed-Powys Police – 22nd March 2023

South Wales Police - 22nd March 2023

Gwent Police - 22nd March 2023

		Exit Meeting to be held with:

		North Wales Police - Purchasing and Creditors Team Leader 

Dyfed-Powys Police - Head of Procurement

South Wales Police – Senior Procurement Officer and Compliance Manager 

Gwent Police – Head of Finance  







		SELF ASSESSMENT RESPONSE



		Matters over the previous 12 months relating to activity to be reviewed

		Y/N (if Y then please provide brief details separately)



		Has there been any reduction in the effectiveness of the internal controls due to staff absences through sickness and/or vacancies etc?

		N



		Have there been any breakdowns in the internal controls resulting in disciplinary action or similar?

		N



		Have there been any significant changes to the process?

		N



		Are there any particular matters/periods of time you would like the review to consider?

		N
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		Executive Summary
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		OVERALL ASSESSMENT

		

		KEY STRATEGIC FINDINGS



				Force

		Assessment



		South Wales Police

		Reasonable



		Gwent Police

		Reasonable



		Dyfed-Powys Police

		Reasonable



		North Wales Police

		Reasonable
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		Worst Offending Vehicles for Dallas Key Use data in the last three months’ Monthly Overall Confidence Reports identified that that no or little reduction has occurred.
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		Telematic outages at North Wales Police revealed numerous trips where the data has not polled into Tranman.



		[image: ]

		Numerous instances where no driver could be identified in North Wales Police, which would indicate no Dallas key had been applied, were identified with no investigation undertaken.









		ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE

		

		GOOD PRACTICE IDENTIFIED



		There are no risks in relation to Telematics in each force’s risk register.

		

				[image: ]

		All Technicians in each force have been trained to fit the iR3 telematics system.









		

		

		



		SCOPE

		

		ACTION POINTS



		Further to the audit undertaken in 2022/23 the review considered the use and effectiveness of iR3 – Police Fleet Management System including the reporting of performance. The review did not comment on the accuracy of reported efficiencies obtained through use of the system (Force).

		

				Force

		Urgent

		Important

		Routine

		Operational



		South Wales Police 

		0

		1

		4

		1



		Gwent Police

		0

		1

		3

		1



		Dyfed-Powys Police

		0

		1

		2

		0



		North Wales Police

		0

		1

		3

		1
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		Assurance - Key Findings and Management Action Plan (MAP)







		[bookmark: section3]Rec.

		Risk Area

		Finding

		Recommendation

		Priority

		Management

Comments

		Implementation

Timetable

(dd/mm/yy)

		Responsible

Officer

(Job Title)



		South Wales Police

		

		

		

		

		



		1

		Directed

		A review of the Worst Offending Vehicles for Dallas Key Use data in the last three months’ Monthly Overall Confidence Reports identified that that no or little reduction has occurred. Examples are included in Table 1 in Appendix C.

		Further action be taken to reduce the number of occasions a Dallas Key is not used in the same vehicle.

		2

		

		

		



		2

		Directed

		A review of the "Stale vehicles with No contact from Telematics Box in over 28 days” for South Wales Police (SWP) was reviewed. It was noted that, in last year’s review as at October 2022, it was reported that there was 52 stale vehicles. In January 2024, this had reduced to 6 vehicles which highlights an improvement. However, the top two vehicles listed have been on the report for a few months (IMEI – 354725063612042 – last contact 15/07/2023, 203 days and 354725063606572 last contact 23/10/2023 – 100 days). No explanation has been provided to support the reason which could be a potential fault with the system.

		Operational Leads for IR3 be required to investigate why there has been no contact for the listed stale vehicles and this be fed back to the Fleet department and the Project team. 

		3

		

		

		



		3

		Directed

		No explanation is being recorded where a reason for no contact has been established so this can be recorded against the relevant data. These repetitive vehicles can then be ignored if not being used for example, major repairs/ accidents/disposals.

		The Project team record any known reason why vehicles are shown as continual no contact so that these are not investigated unnecessarily.

		3

		

		

		



		4

		Directed

		A review of the Worst Offending Vehicles for Dallas Key Use data in the Monthly Overall Confidence Report for January 2024 highlighted the top 20 trips without Dallas Key being used against the overall number of trips in the period and as a percentage. It was noted that nine out of the 20 were listed as having in excess of 50% of trips where the key was not used, and only two where the percentage was under 20% (nothing under 10%). The Project team has weekly Teams meetings every Monday afternoon with a representative from Gwent Police (GWP), a representative from SWP and a representative from the Project team to look at and focus on each of the Top 10 Dallas Keys in each force for the preceding week to see if they can identify the driver and get the key attributed to them on FIRMS during the meeting. 

		Further work be undertaken to establish the root cause of why so many trips are occurring where Dallas Keys are not being used and appropriate action be identified and taken to address this.

		3

		

		

		



		5

		Directed

		A review of the Top 20 Unattributed Dallas Keys on the last three months’ Monthly Overall Confidence Reports identified that there are still keys not attributed to an individual. Whilst it was noted that the number appears to have dropped each month between November 2023 and January 2024, new not attributed keys are emerging each month. This was also identified in last year’s review and an appropriate recommendation is still outstanding. The recommendation is "An exercise be conducted to review the Dallas key fobs to individuals to establish which relevant staff are not allocated on FIRMS and then FIRMS be updated accordingly to ensure the integrity of the data within the iR3 system". As the previous review was an advisory review, the recommendations have been re-iterated in this report as recommendations from advisory reviews are not formally followed up.

		An exercise be conducted to review the Dallas key fobs assigned to individuals to establish which relevant staff are not allocated on FIRMS and then FIRMS be updated accordingly to ensure the integrity of the data within the iR3 system.

		3

		

		

		



		Gwent Police

		

		

		

		

		

		



		6

		Directed

		A review of the Worst Offending Vehicles for Dallas Key Use data in the last three months’ Monthly Overall Confidence Reports identified that that no or little reduction has occurred. Examples are included in Table 2 in Appendix C.

		Further action be taken to reduce the number of occasions a Dallas Key is not used in the same vehicle.

		2

		

		

		



		7

		Directed

		A review of the "Stale vehicles with No contact from Telematics Box in over 28 days” for GWP was reviewed. It was noted that, in last year’s review as at October 2022, it was reported that there 14 stale vehicles and in January 2024 this was reduced to six which highlights an improvement. However, for two of the top three (the top one being excluded as there was no ignition recorded so it is off road) these vehicles have been on the report for a few months (IMEI - 860873040949603 last contact 13/12/2022, 414 days and 60873040993569 last contact 16/02/2023 - 350 days). It was noted that there were several other vehicles dated prior to November 2023.

No explanation has been provided to support the reason, which could be a fault with the system.

		Operational Leads for IR3 be required to investigate why there has been no contact and this be fed back to the Fleet department and the Project team. 

		3

		

		

		



		8

		Directed

		No explanation is being recorded where a reason for no contact has been established so this can be recorded against the relevant data. These repetitive vehicles can then be ignored if not being used for example, major repairs/ accidents/disposals.

		Known reasons for no contact be recorded by the Project team.

		3

		

		

		



		9

		Directed

		A review of the Worst Offending Vehicles for Dallas Key Use data in the Monthly Overall Confidence Report for January 2024 highlighted the top 20 trips without Dallas Key being used against the overall number of trips in the period and as a percentage. It was noted that seven out of the 20 had not used the key in excess of 10% of trips, two of which were recorded as 100%. The Project team has weekly Teams meetings every Monday afternoon with a representative from GWP, a representative from SWP and a representative from the Project team to look at and focus at each of the Top 10 Dallas Keys in each force for the preceding week to see if they can identify the driver and attribute the key to the driver on FIRMS during the meeting. 

		Further work be undertaken to establish the root cause of why so many trips are occurring where Dallas Keys are not being used and appropriate action be identified and taken to address this.

		3

		

		

		



		Dyfed-Powys Police

		

		

		

		

		



		10

		Directed

		A report of telematic outages since 8th January 2024 was obtained and the report revealed 181 trips where the data has not polled into Tranman. It was noted that, excluding motorcycles and driving school vehicles, 14 of these were over five days (See Table 3 in Appendix C).

		Reports be generated regularly on telematic outages and investigations be undertaken to identify the root cause for the outage and appropriate action be taken to address this.

		2

		As part of the Confidence Reports which will be produced and reviewed as of April 2024, Stale Vehicles will be highlighted which identifies any vehicles where the Telematics Box has not made contact within the last 28 days. These reports will be provided to divisional supervisors as well as the Head of Fleet Services to action. 

		06/05/24

		ICT Product & Programme Manager



Head of Fleet Services



		11

		Directed

		A review of the stale vehicles with No contact from Telematics Box in over 28 days data at Dyfed-Powys was reviewed. It was noted that, in last year’s review in October 2022, the data provided was only over the period of a month, and it was reported that there were 61 stale vehicles, 34 of which had had no contact since between 2016 and 2022, and 24 in 2023. Whilst it was noted that some of these vehicles may have been decommissioned or sold the data is still on Tranman. Some examples include IMEI -357207051299550 (Registration on a CU22 plate) - last contact 28/09/2023, 354725065021663 last contacts 22/09/2023 Registration on a CU69 plate) and IMEI - 357207051300747 last contact on 08/01/2024 (Registration - on a CU22 plate). No explanation has been provided to support the reason which could be a fault with the system.

		Operational Leads for IR3 be required to investigate why there has been no contact and this be fed back to the Fleet department and the Project team.

		3

		Telematics Last Contact report to be provided to Head of Fleet Services to review and remove any decommissioned/sold vehicles from Tranman. Any remaining vehicles to be addressed monthly via the above report. 

		06/05/24

		ICT Product & Programme Manager



Head of Fleet Services



		12

		Directed

		A report obtained of all trips since 8th January 2024 to 20th February 2024 revealed that there had been 8,166 trips in total. A review of the data revealed numerous inconsistences with the card numbers. 

The RFID numbers should consist of eight digits, but the vast majority did not contain eight digits, with many containing characters. A recommendation from last year’s review was "An investigation be undertaken as to the root cause of the number of instances where RFID Cards numbers have not been recognised". Whilst this recommendation is still outstanding but partially implemented, it would be prudent to issue a briefing on the IR3 page of the force Intranet advising drivers of force vehicles on the mandatory scanning of the RFID and reminding drivers of the consequences of continued non-compliance.  

		A briefing be published for all drivers of force vehicles on the mandatory use of scanning the RFID card against IR3 systems and the consequences of non-compliance with procedures.  

		3

		RFID numbers consist of eight characters, this can be a mix of numbers and letters. 

An action has come from the Strategic Fleet Management meeting for the issue of misuse of RFID cards to be tackled at a senior level and for comms to be sent via email addressing the use of cards. This is being picked up by the Head of Fleet Services. The wording of these email will be reiterated on the iR3 page of the Force intranet (DPPi2). 

The Confidence Report which will be produced as of April 2024 will aid in tackling the issue of unattributed RFID Cards where these will be able to be investigated within the system and an owner attributed. The report will also identify the worst offending vehicles for trips without a RFID card and the Operational Supervisors can action the misuse of cards attributed to these trips. 

		07/10/24

		ICT Product & Programme Manager



Head of Fleet Services



		North Wales Police

		

		

		

		

		



		13

		Directed

		A report of all instances where no driver could be identified, which would indicate no Dallas Key had been applied, for the last three months was reviewed. The report, once motorcycles were removed, highlighted there were in excess of 70 vehicles each month. A member of the Finance and Resources Team reviews this data regularly, but no evidence was provided that action had been taken to investigate if any telematics boxes have malfunctioned or been misused to reduce the number reported.

		An investigation be undertaken as to the root cause of the number of instances at North Wales Police where the Dallas Key is not being used. 

		2

		

		

		



		14

		Directed

		A review of the Top 20 Unattributed Dallas Keys on the last three months’ Monthly Overall Confidence Reports identified that there are still keys not attributed to an individual. Whilst it was noted that the number appears to have dropped each month between November 2023 and January 2024, new ones are emerging each month. This was identified in last year’s review and the recommendation is still outstanding. 

The recommendation is "An exercise be conducted to review the Dallas key fobs to individuals to establish which relevant staff are not allocated on FIRMS and then FIRMS be updated accordingly to ensure the integrity of the data within the iR3 system". 

Examples in November's report and still on January's report include Dallas Key numbers 10b370a, 1122408, 1d45c293 and 1d320d6b. As the previous review was an advisory review the recommendations have been re-iterated in this report as recommendations from advisory reviews are not formally followed up.

		An exercise be conducted to review the Dallas key fobs to individuals to establish which relevant staff are not allocated on FIRMS and then FIRMS be updated accordingly to ensure the integrity of the data within the iR3 system.

		3

		

		

		



		15

		Directed

		North Wales fleet do not provide a "stale vehicles with No contact from Telematics Box in over 28 days data" report. A similar "Last Moved" report was obtained which contained 25 vehicles which have not moved in the last 10 days prior to 27th February 2024. The Fleet Manager provided appropriate and acceptable reasons why 16 had not moved. Reasons for the remaining nine were not set out.

		Operational Leads for IR3 be required to investigate why there has been no contact or have not moved and this be fed back to the Fleet department. 

		3

		

		

		



		16

		Directed

		There is no report generated where no Dallas Key has been used or is unattributed to a vehicle. This can provide information to management where no Dallas Key has been used which could be due to malfunctions or given the noise of the buzzer it could be due to drivers by-passing the system using debit/credit cards.   

		Monthly reports be provided to management where Dallas Keys have not been used and where they have not been attributed to a vehicle.

		3
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		PRIORITY GRADINGS

		

		

		

		

		



		1

		URGENT

		Fundamental control issue on which action should be taken immediately.

		

		2

		IMPORTANT

		Control issue on which action should be taken at the earliest opportunity.

		

		3

		ROUTINE

		Control issue on which action should be taken.



		DRAFT
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		Operational - Effectiveness Matter (OEM) Action Plan







		[bookmark: section4]Ref

		Risk Area

		Finding

		Suggested Action

		Management Comments



		South Wales and Gwent Police

		

		



		1

		Directed

		The Digital Services Division for South Wales and Gwent Police have developed a Telematics - Provision and Management of Equipment, Users and Data Procedure. The version control states: Version 1 was initiated in April 2023, edited in September 2023 and is due for review in April 2023. The review date should be April 2025.

		The review dated on the Telematics - Provision and Management of Equipment, Users and Data Procedure be changed from April 2023 to April 2025.

		



		North Wales Police

		

		



		2

		Directed

		The Inspector Digital Services Division for South Wales and Gwent publishes a Monthly Overall Confidence Report with a view to generating a similar reporting functionality for Dyfed-Powys albeit it was noted that North Wales Police are on a different version of Tranman.

		Consideration be given to producing a report similar to the Monthly Confidence Reports provided to South Wales and Gwent Police. 
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		ADVISORY NOTE



		Operational Effectiveness Matters need to be considered as part of management review of procedures.
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		[bookmark: section5]Findings – South Wales and Gwent Police
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		In place

		-

		(South Wales and Gwent Police)

1



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Partially in place

		1, 2, 3, 4 & 5 (South Wales)

 6, 7, 8, and 9 (Gwent Police) 

		-







		Other Findings – South Wales and Gwent Police
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		TIAA undertook a collaborative Advisory review of Telematics in February 2023 with South Wales, Gwent and Dyfed-Powys Police. The review identified the following:

· South Wales Police - 7 priority 2 and 2 priority 3 recommendations.

· Gwent Police - 6 priority 2 and 1 priority 3 recommendations; and 

· Dyfed-Powys Police - 5 priority 2 and 1 priority 3 recommendations. 

As this was an advisory review, the recommendations were not formally followed up.
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		South Wales Police installed iR3 telematics system into their fleet vehicles some years ago. iR3 telematics is a Fleet Management and Resource Management System which can help with several operational activities such as fleet productivity, utilisation, duty of care and driver behaviour. The system includes a vehicle tracking device installed in each vehicle that allows the sending, receiving and storing of telemetry data. The system connects via the vehicle’s own onboard diagnostics (and an onboard modem enables communication through a wireless network). The device collects GPS (Global Positioning System) data as well as an array of other vehicle-specific data and transmits it via GPRS (General Packet Radio Service), 4G mobile data and cellular network or satellite communication to a centralised server. The server interprets the data and enables it to be displayed for end users via secure websites and apps optimised for smartphones and tablets.
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		The Digital Services Division for South Wales and Gwent Police had developed a Telematics - Dallas Key Management Procedure. Version 1 was initiated in April 2023, edited in September 2023 and is due for review in April 2025, although this had been recorded as 2023. The procedure states that it " applies to all Police Officers, members of Staff, PCSO or any member from the extended police family in Gwent Police or South Wales Police, that drive or intend to drive a police vehicle which has a telematics unit installed" and that "It is mandatory requirement that a Dallas Key is used when driving a police vehicle to fulfil the obligations placed on the Chief Constable under the Road Traffic Act".
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		Access to the IR3 system at South Wales and Gwent Police is available to all relevant Police Officers and Police Staff. Restricted access has been given to the Fleet Department, Professional Standards Department (PSD), Airwaves and the Control Room.   
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		SWP and GWP have a Project team in place to manage the Telematics data. The team is headed up by an Inspector supported by a Project Manager, a Sergeant and two Police Constables. There are Operational Leads for Telematics in both SWP and GWP, which are the designated Business Leads for the project.
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		In South Wales and Gwent Police, each vehicle user is provided with a Dallas key fob which has to be touched against the box within the vehicle. This informs the system who the vehicle user is. If the fob is not activated, then once the vehicle is started a buzzer goes off and alerts the user to scan the fob. This operation must be conducted every time the vehicle is started.
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		Each telematics box has an IMEI (International Mobile Equipment Identity) number and when fitted to a vehicle the IMEI number is recorded on Tranman against the relevant vehicle.
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		There are no risks identified in SWP's Uncertainty Register or Issue Log in relation to the issues with the IR3 telematics system. 



		[image: ]

		There are no risks identified in GWP's Risk Register in relation to the issues with the IR3 telematics system.
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		The Joint Telematics Working Group between SWP and GWP set up to monitor the ongoing issues with the IR3 system is still operating. The Group, which is Chaired by the Transformation Manager -Digital Services Division, meet on a fortnightly basis and includes representation from both forces including Chief Inspectors from each force, the Joint Head of Fleet (SWP) and Fleet Manager (GWP) and Inspector Digital Services Divisions. Agendas are in place and minutes in the form of Actions are recorded and updated at each meeting.



		[image: ]

		The Inspector - Digital Services Division provides regular suite of statistical data Confidence Reported to the FFEUG (Force Fleet Equipment User Group) for South Wales and to the UEFUG (Uniform Equipment Fleet User Group) in Gwent. The reports are now on a dashboard style format and are date stamped.
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		For SWP, the suite of reports includes Monthly Overall Confidence Report (with graphs), Monthly Overall Confidence Report (without graphs) and individual Monthly Overall Confidence Reports for divisions, Cardiff and the Vale, Mid Glamorgan, Swansea Neath Port Talbot. OSS, K Division and JFU (Joint Firearms Unit). These reports are sent to the Fleet Department, Executive Support to the Chief Finance Officer, Operational Leads for IRS, Dallas Key teams and various Project Team members.
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		For Gwent Police, the suite of reports includes Monthly Overall Confidence Report (with graphs), Monthly Overall Confidence Report (without graphs) and individual Monthly Overall Confidence Reports for East and West divisions, Fleet, special Operations and Crime Operations.  



		[image: ]

		The main Monthly Overall Confidence Report sets out various box style tables of information that includes the following: 

· Stale Vehicles (No contact from Telematics Box in over 28 days) - The data includes sample with the IMEI number, Days since last contact, fleet number, registration, Ignition. battery and division; 

· Number of stale vehicles this month compared to previous month and Oldest stale vehicle (days) this month compared to last month;

· Worst Offending Vehicles for Dallas Key Use - The data includes Registration, Role, Type, Division, Home Station, Trips without Dallas, Total Trips and Percentage without Dallas;

· Top 20 Unattributed Dallas Keys, Dallas Key Number Trips % of unassigned; and

· Overall Confidence by Division - Number of live vehicles, No Dallas Key, Unrecognised Dallas Key. 
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		In place

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		-







		Other Findings - South Wales and Gwent Police
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		The iR3 system can continually measure and accurately communicate vehicle status and movement and can be used to monitor operational performance of vehicles. Vehicle users can be monitored for their driving performance including speed and fuel consumption. As reported last year, both South Wales Police and Dyfed-Powys Police have recognised reductions in fuel consumption after installing the devices.
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		All Technicians within South Wales Police Fleet Department have been trained to fit the iR3 Telematics boxes, however only two lead Technicians and one Workshop Controller actually carry out these operations as only they have access to the iR3 system. The current structure permits resilience should additional resource be required.














		Findings – Dyfed-Powys Police
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		In place

		-

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Partially in place

		10, 11, & 123

		-







		Other Findings – Dyfed-Powys Police
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		TIAA undertook a collaborative Advisory review of Telematics in February 2023 with South Wales, Gwent and Dyfed-Powys Police. The review identified the following:

· South Wales Police - 7 priority 2 and 2 priority 3 recommendations;

· Gwent Police - 6 priority 2 and 1 priority 3 recommendations;

· Dyfed-Powys Police - 5 priority 2 and 1 priority 3 recommendations. 

As this was an advisory review the recommendations were not formally followed up.
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		At the time of this review for Dyfed-Powys all six recommendations were still outstanding with one priority 2 recommendation partially complete. The remaining five are to be completed once the new reporting format has been set up and implemented. 
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		Dyfed-Powys Police installed iR3 telematics system into their fleet vehicles in 2017. 
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		The Head of Fleet Services and ICT Product & Programme Manager (iR3) developed a Vehicle Fleet and iR3 Strategy initially in January 2023 but was not fully implemented until January 2024. The Strategy is clearly set out under five main headings: Introduction, The Strategy – Meeting Operational Demand, iR3 – Telematics. Disclosure of the IR3 data and Management of the Fleet Strategy.
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		The force's IR3 – Telematics - Standard Operating Procedure, version 5 was most recently updated in November 2023.
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		Dyfed-Powys has a Project team in place which manages several projects one of which is to manage the Telematics data. The team is headed up by an ICT Product and Programme Manager supported by three Research Analysts. The ICT Product and Programme Manager reports into the Senior ICT Operational Manager. 
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		Each telematics box has an IMEI (International Mobile Equipment Identity) number and when fitted to a vehicle the IMEI number is recorded on Tranman against the relevant vehicle.
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		In Dyfed-Powys Police there are no Dallas key fobs, the telematics system is activated by Radio Frequency Identity Cards (RFID) that have been allocated to all Police Officers and Police Staff usually at the same time as ID cards are issued. The cards work in the same way as the Dallas keys; If the card is not activated then once the vehicle is started a buzzer goes off and alerts for the user to scan the card. This operation must be conducted every time the vehicle is started.



		[image: A magnifying glass in a circle

Description automatically generated]

		There are no risks identified in DPP's Corporate Risk Register in relation to the issues with the IR3 telematics system. 
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		The ICT Project Team monitor the ongoing issues with the IR3 system and take steps to ensure the system is operating effectively. Project Group undertake monthly project meetings which includes IR3. 
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		The ICT Product and Programme Manager has weekly catch-up meetings with LBA (Light Bulb Analytics). Any queries that the force has on the IR3 software and system are raised on LBA's Asana system which is a system to log such issues.
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		Since the previous review of IR3 Telematics in February 2023 no formal reporting of IR3 Telematics data has been undertaken to review, analyse and rectify data inaccuracies. The only time data is reviewed is when data requests are made by LPAs (Local Policing Area) Inspectors for example.  In November 2023 following a request by an Inspector over movement of certain vehicles it was identified that the data was inaccurate, and that RFIDs were either not used or there were unrecognised drivers. This prompted a call log with LBA who acknowledged that there had been issues with the data pulling through to the Tranman system. LBA confirmed that from 7th January 2024 the issue had been rectified but the project team have not had any confidence in the integrity of the data from the IR3 telematics boxes because of the issues.
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		The ICT Product and Programme Manager has recently been in contact with the Inspector Digital Services Division for South Wales and Gwent who publishes the Monthly Overall Confidence Reports with a view to generate a similar reporting functionality for Dyfed-Powys.
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		A review of any instances of where RFID cards had not been used could not be determined at Dyfed-Powys mainly due to the data issues mentioned earlier in this report. The force maintains record of all new RFID cards assigned and issued. Any cards being used that have not been assigned are ‘unrecognised’. These could be force issued RFID cards or any other RFID card (e.g. bank card etc) and apparently It is difficult to tell them apart. It has been noted by the force that drivers keep their RFID card in their wallets and on occasions by accident when they hover the wallet over the iR3 the system and a credit/debit card is the nearest to the iR3 the system reads and accepts the electronic strip and therefore the buzzer automatically stops. Since 8th April 2023 the force can distinguish between RFID cards and other cards.
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		In place

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		-







		Other Findings – Dyfed-Powys
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		The iR3 system can continually measure and accurately communicate vehicle status and movement and can be used to monitor operational performance of vehicles. Vehicle users can be monitored for their driving performance including speed and fuel consumption. As reported last year, both South Wales Police and Dyfed-Powys Police have recognised reductions in fuel consumption after installing the devices.
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		All Technicians in Dyfed-Powys Police have been trained to fit the iR3 boxes, however the Auto Electrician is the main person who installs and removes the boxes. The Auto Electrician checks the iR3 system (in training mode) to ensure the system is working effectively. The current structure permits resilience should additional resource be required.
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		In Dyfed-Powys Police the Driving School has become more involved in data received from Telematics on driver behaviour and some individuals have been given advice from Driver Training and in some instances where problems persist individuals have been provided with further training.
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		The ICT Product and Programme Manager has provided report to the Head of Fleet Services where data is not polling through or providing data. The Head of Fleet services confirmed that when these vehicles come in for routine work/servicing the Telematics boxes are checked in terms of the wiring, battery power and positioning. The Auto-Electrician also visit various divisional areas to assess several vehicles at one visit to be more productive and carries some spare parts.  
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		Findings – North Wales Police
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		In place

		-

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Partially in place

		13, 14, 15 & 16

		2







		Other Findings – North Wales Police
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		This is the first review of Telematics at North Wales Police. North Wales Police installed iR3 telematics system into their fleet vehicles in 2020.
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		The Police Use of Vehicles and Management of Road Risk Policy which was most recently reviewed and updated in February 2022 sets out a section on Driving which sets out Telematics in Vehicles.
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		The Fleet Manager documented a Telematics Guide for Supervisors V2 in 2020. The Guide is available on the force Intranet.  



		[image: A magnifying glass in a circle

Description automatically generated]

		Access to the IR3 system at North Wales Police is available to all relevant Police Officer and Police Staff. Restricted access has been given to the Fleet Team, certain members of Finance and Resources (fleet personnel), members of Professional Standards Department (PSD), Airwaves and the Control Room.   
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		The Fleet department within Finance and Resources are responsible for reviewing, monitoring and reporting on Telematics data.
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		Each telematics box has an IMEI (International Mobile Equipment Identity) number and when fitted to a vehicle the IMEI number is recorded on Tranman against the relevant vehicle.
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		In North Wales Police each vehicle user is provided with a Dallas key fob as South Wales and Gwent Police which has to be touched against the box within the vehicle.



		[image: A magnifying glass in a circle

Description automatically generated]

		There are no risks identified in North Wales Police' force Risk Register in relation to the issues with the IR3 telematics system. 
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		The Fleet Team monitor the ongoing issues with the IR3 system and take steps to ensure the system is operating effectively.  
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		The Fleet Manager provides monthly automated reports to Managers and Inspectors to help them manage risk and/or vehicle usage regularly. This includes a 'Speed report' that is specific to their vehicles and fleet which have been recorded as driving at '30mph Above Speed Limit'. There are also ad hoc reports that are sent to managers around the usage of their fleet.  This helps them to manage operational demand peaks, or if they need to move vehicles between stations etc.   An example of this is the Utilisation report which summarises vehicle usage over a couple of months period. Managers can drill down to individual days usage and who the driver was of a vehicle on a particular day. Business Managers and Superintendents are provided with Monthly Management Information reports for their particular divisions on a monthly basis. This has different information from month to month. This is so that it allows the Management teams to have oversight and use the data to make informed business decisions around vehicle allocation on an SMT level.   TIAA were advised that reports have not been provided for the past three months due to staff abstraction, but these are planned to recommence in March 2024.
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		The Fleet Manager presents Quarterly presentation reports to the Vehicle User Group, most recently renamed the Fleet Management Board which includes the same data that is shared with the Supervisors/Inspectors but is in more of a summary format. This forum provides a steer as to what data is sent to the Managers. The Fleet Manager also provides presentations to the Force Performance Board and/or Fit for the Future Board.  These tend to be a higher-level summary of the work undertaken by the Fleet Management Board or Driving Standards Board. This is the data the Chief Officers see and what they use for annual business planning as an example.
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		In place

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		-







		Other Findings – North Wales
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		The iR3 system can continually measure and accurately communicate vehicle status and movement and can be used to monitor operational performance of vehicles. Vehicle users can be monitored for their driving performance including speed and fuel consumption. As reported last year, both South Wales Police and Dyfed-Powys Police have recognised reductions in fuel consumption after installing the devices.
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		All Technicians within North Wales Police Fleet Department have been trained to fit the iR3 Telematics boxes, however only two lead Technicians and one Workshop Controller actually carry out these operations as only they have access to the iR3 system. The current structure permits resilience should additional resource be required. 
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		EXPLANATORY INFORMATION

		Appendix A
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[bookmark: section7]Scope and Limitations of the Review

1. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. As set out in the Audit Charter, substantive testing is only carried out where this has been agreed with management and unless explicitly shown in the scope no such work has been performed.

Disclaimer

2. The matters raised in this report are only those that came to the attention of the auditor during the course of the review, and are not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.

Effectiveness of arrangements

3. The definitions of the effectiveness of arrangements are set out below. These are based solely upon the audit work performed, assume business as usual, and do not necessarily cover management override or exceptional circumstances.

		In place

		The control arrangements in place mitigate the risk from arising.



		Partially in place

		The control arrangements in place only partially mitigate the risk from arising.



		Not in place

		The control arrangements in place do not effectively mitigate the risk from arising.





Assurance Assessment

4. The definitions of the assurance assessments are:

		Substantial Assurance

		There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved.



		Reasonable Assurance

		The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed and process objectives achieved. 



		Limited Assurance

		The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are managed and process objectives achieved. 



		No Assurance

		There is a fundamental breakdown or absence of core internal controls requiring immediate action.
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Release of Report

6. The table below sets out the history of this report.

		Stage

		Issued

		Response Received



		Audit Planning Memorandum:

		21st December 2023

		21st December 2023



		Draft Report:

		27th March 2024

		



		Final Report:
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		[bookmark: section8]Client:

		Police & Crime Commissioners and Chief Constables of South Wales, Gwent, Dyfed-Powys and North Wales Police



		Review:

		Telematics – Collaborative



		Type of Review:

		Assurance

		Audit Lead:

		Audit and Fraud Manager



		



		Outline scope (per Annual Plan):

		Further to the audit undertaken in 2022/23 the review will consider the use and effectiveness of iR3 – Police Fleet Management System including the reporting of performance. The review will not comment on the accuracy of reported efficiencies obtained through use of the system. (Force)



		

		Directed

		Delivery



		

		Governance Framework: There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		Performance monitoring: There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.



		Detailed scope will consider:

		Risk Mitigation: The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		Sustainability: The impact on the organisation's sustainability agenda has been considered.



		

		Compliance: Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Resilience: Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.



		Requested additions to scope:

		None



		Exclusions from scope:

		As above



		



		Planned Start Date:

		29th January 2024

		Exit Meeting Date:

		22nd March 2024

		Exit Meeting to be held with:

		Inspector - Digital Services Division South Wales and Gwent, Project Manager - Corporate Services and Project Officer - Corporate Services



		SELF ASSESSMENT RESPONSE



		Matters over the previous 12 months relating to activity to be reviewed

		Y/N (if Y then please provide brief details separately)



		Has there been any reduction in the effectiveness of the internal controls due to staff absences through sickness and/or vacancies etc?

		N



		Have there been any breakdowns in the internal controls resulting in disciplinary action or similar?

		N



		Have there been any significant changes to the process?

		N



		Are there any particular matters/periods of time you would like the review to consider?

		N







		ADDITIONAL INFORMATION 

		Appendix C
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[bookmark: _Hlk159426411]Table 1 – South Wales Police Worst Offending Vehicles for Dallas Key Use

		Vehicle

		Role/Division

		November 2023 (no of trips with no key use / Overall number of Trips and percentage)

		December 2023

		January 2024



		LC7***

		Traffic Vehicle - OSS

		57/91 - 63%

		85/121 - 70%

		93/130 - 72%



		CU22***

		Unmarked Traffic Vehicle - OSS

		N/A

		53/118- 45%

		83/224 - 37%



		CN67***

		Marked 4 X 4 - MID GLAMORGAN BCU

		107/255 - 42%

		92/184 - 50%

		54/181 -30%



		CN69***

		Marked Operational Van - Cardiff and Vale

		49/85 - 58%

		53/435 - 12%

		77/100 - 77%



		CN66***

		Marked Response - Not traffic - Cardiff and Vale

		38/145 - 26%

		61/112 - 64%

		55/120 - 46%





Table 2 – Gwent Police Worst Offending Vehicles for Dallas Key Use

		Vehicle

		Role/Division

		November 2023 (no of trips with no key use / Overall number of Trips and percentage)

		December 2023

		January 2024



		CN23***

		MARKED RESPONSE (NOT TRAFFIC

		17/221 -7.7%

		49/224 - 21.9%

		32/297 - 10.8%



		CN23***

		TRAFFIC VEHICLE

		15/205 - 7.3%

		18/71- 25.4%

		21/148 - !4.2%



		MW72***

		TRAFFIC VEHICLE

		7/114 - 6.1%

		N/A

		7/191- 3.7%





Table 3 – Dyfed-Powys Police - Instances where there have been telematics outages

		IMEI

		Fleet Number

		Role

		Start Location Name

		End Location Name

		Start Time

		End Time

		Duration

		Days



		357207051343341

		K15new

		DOG VEHICLE

		Llangunnor

		Llangunnor

		09/01/2024 14:42

		25/01/2024 09:00

		15.7

		15.76



		359394057293700

		B102

		SOCO/PHOTOGRAPHIC VAN

		No data

		No data

		17/01/2024 11:42

		30/01/2024 07:54

		12.8

		12.84



		354725063599470

		D33

		MARKED RESPONSE (NOT TRAFFIC)

		Dyfed Powys

		No data

		25/01/2024 14:02

		07/02/2024 09:28

		12.8

		12.81



		354725063599421

		B10

		MARKED RESPONSE (NOT TRAFFIC)

		Crymych and Mynachlog-ddu

		No data

		21/01/2024 23:42

		07/02/2024 15:03

		16.6

		16.64



		357207051343663

		A29

		PROTECTED PERSONNEL CARRIER

		Force HQ

		Force Hq

		03/02/2024 08:31

		16/02/2024 08:51

		13.5

		13.01
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		OVERALL ASSESSMENT

		

		KEY STRATEGIC FINDINGS
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		Penetration testing is done annually by an external company. The last health check was done in April 2023.
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		There is an Intrusion Detection and Prevention system in place.
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		The Force is subject to “configuration checks” audit and remediation points are raised if found to be non-compliant.
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		Alerting is in place to ensure that ICT can effectively react to potential threats to the availability of the service.









		ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE

		

		GOOD PRACTICE IDENTIFIED



		M365 Backup - M365 is replicated/ copies 4 times across two sites, this is not equivalent to a backup of the data, Microsoft are not liable if any data loss were to occur - due to corruption / malware / ransomware attack, it is the organisation's responsibility to provide backup.



The use of MS Windows 10 operating system which builds are no longer supported with security updates by Microsoft, and potentially present a security risk.
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		There is no unsupported software. The Windows 10 operating system is migrating to Windows 11.









		

		

		



		SCOPE

		

		ACTION POINTS



		The review considered the arrangements for the pro-active identification, prioritising and mitigating against cyber-crime. The scope of the review does not include detailed testing to assess whether there is evidence of possible fraudulent actions.

Full details provided at Appendix B. 

		

				Urgent

		Important

		Routine

		Operational



		0

		0

		0

		0
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		Assurance - Key Findings and Management Action Plan (MAP)







		Rec.

		Risk Area

		Finding

		Recommendation

		Priority

		Management

Comments

		Implementation

Timetable

(dd/mm/yy)

		Responsible

Officer

(Job Title)



		No Urgent, Important or Routine recommendations are made. 
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		PRIORITY GRADINGS

		

		

		

		

		



		1

		URGENT

		Fundamental control issue on which action should be taken immediately.

		

		2

		IMPORTANT

		Control issue on which action should be taken at the earliest opportunity.

		

		3

		ROUTINE

		Control issue on which action should be taken.
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		Operational - Effectiveness Matter (OEM) Action Plan
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		Risk Area

		Finding

		Suggested Action

		Management Comments



		No Operational – Effectiveness Matter recommendations are made. 
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		ADVISORY NOTE



		Operational Effectiveness Matters need to be considered as part of management review of procedures.
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		In place

		-

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		In place

		-

		-







		Other Findings
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		The ICT Department has various sections -

· Delivery;

· Software Development;

· Support;

· Project Delivery.
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		Network security is overseen by the Senior ICT Operational Manager and Information Technology Security Officer.
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		An ICT Risk Register is in place.  There is a risk on backups which states: "M365 Backup - M365 is replicated/ copies 4 times across two sites, this is not equivalent to a backup of the data, Microsoft are not liable if any data loss were to occur - due to corruption / malware / ransomware attack, it is the organisation's responsibility to provide backup."   This is being managed by the Head of ICT and ICT Senior Manager Operations.  The risk score is 15 “red” with a residual score of 10 “amber”.

There is also a risk "The use of MS Windows 10 operating system which builds are no longer supported with security updates by Microsoft, and potentially present a security risk." but all operating systems are being migrated to Windows 11 to mitigate this risk.  The risk score is 4 “amber” with a residual score also of 4 “amber”.
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		There are systems and processes in place to prevent unauthorised access and cyber-crime including anti-virus/anti malware solution, mail sweeping solutions, intrusion prevention (IPS), intrusion detection (IDS) and data loss prevention (DLP) solutions.
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		As detailed in the Disaster Recovery review in January 2024 which had a Substantial Assurance opinion with one Routine priority recommendation, there is an Intrusion Detection and Prevention system to identify user behaviour or application behaviour with McAfee HIPS running on servers and MS Defender on workstations. All users and devices are configured for MS Defender for Endpoint (Endpoint Detection and Response feeds into Defender for Endpoint, MS Defender Antivirus and Attack Surface Reduction Rules).

Servers are subject to robust anti-malware measures. All servers/workstations are protected by Windows Defender (Workstations) and McAfee (Servers) and are constantly updated when the definition files are released. The Definition files for Endpoint are released three times a day.
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		National Management Centre (NMC) work on the National Blueprint for National Enablers Project (NEP).  The NEP will deliver technologies to introduce new ways of working and greater sharing of information, plus a platform for better protection of law enforcement information and assets. The Force must comply with the Home Office's blueprint for how to deal with workstations/phones and any IT equipment to provide continuous updates and improvements to technology. The Force is subject to “configuration checks” audit and remediation points are raised if found to be non-compliant. All UK Forces have this.
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		Change management is controlled by the Change Advisory Board (CAB) which meets Monday and Wednesday afternoons weekly.  There is also an Emergency CAB process and one for retrospective changes (these are logged but do not need approval as they have already happened).  Daily team meetings take place to update the team of any changes upcoming and who is affected.

A log of changes is retained for a couple of years which also details whether changes were successful.

Recently a form was created for suppliers to use if they need to remote access to action a change.
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		Alerting is in place to ensure that ICT can effectively react to potential threats to the availability of the service.  As stated in the Infrastructure review, pro-active monitoring is regularly done. Alerts are received from the National Management Centre (NMC) Security Analysts via e-mail with reports/alerts from NMC 24/7,365 days a year. Alerts go to the IT security team. NMC has all event logs from the Force and alert the Force if they see any concerns. The Force is also monitoring issues to provide a double-layer of monitoring.
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		There is no unsupported software. The Windows 10 operating system is migrating to Windows 11.
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		All devices are replaced every 5 years.
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		Backup arrangements are in place.  There is a backup procedure in place to document how to backup systems.

There are two System Administrators responsible for backups.

The Force’s current back-up software solution is over five years old but are in the process of procuring a new solution.  It is currently disk to disk.  The new solution will be air gapped as the existing one is not as the data is stored at the data centre in Ammanford.
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		Critical data assets are subject to auditing and logging to spot suspicious behaviour. NMC monitor suspicious activity on any critical assets, something out of typical behaviour will be cause for alerts. 
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		Penetration testing is done annually by an external company. The last health check was done in April 2023.
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		Windows updates are done to ensure that the latest versions are installed for support and security purposes.
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		Vulnerability scanning is done by Microsoft (MS) Defender.
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		The management of network access including privileged access has enforced rules as part of the National Enablers Programme (NEP) the Force must adhere to.
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		‘SailPoint’ is used for managing the Active Directory (AD) accounts. SailPoint has a start and is updated with an end date when the user exits the organisation. The accounts are disabled automatically and then enter a pre-determined process of being held for 90 days (due to Professional Standards policies for leavers). The accounts are then permanently deleted.
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		All administrators have named accounts and are different from the usual day-to-day accounts for those who provide administrative functions.  Administration accounts do not have access to the internet or e-mail.
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		All guest account access is removed after eight hours, and the user has to re-apply.
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		There is an Information Security Standard: 2 – Control of Access to Information Systems procedure to outline security and access arrangements for mobile equipment and laptops.  This includes Password Management.
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		With regards to user management, Sailpoint is used.

There is a joiners/movers/ leavers process as part of move to M365 as part of National Enablers Programme.  A HR and user accounts policy is in place.  User accounts are created automatically as part of the onboarding process.



		[image: ]

		There have been no ICT security incidents or breaches detected in the last year.
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		There are resilience measures are in place to protect the availability of the service.  The data centres have in-house elements to protect them from physical harm. These include Uninterrupted Power Supply (UPS) units and generators, and fire suppression systems.
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		The Server room are swipe card access only.  Contractors and visitors to ICT are accompanied. The Estates department also has access.
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		The Force uses MS Defender firewall for endpoints.
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		MS Defender is also used for virus scans.
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		BitLocker is used to encrypt the Forces devices. 
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		Using personal devices is prohibited by the Force for work purposes
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		Microsoft release patches monthly and the patch deployment process aligns to these releases.  If there are critical or 'zero day' urgent patches they are applied with immediate effect.

Patching is recorded on a spreadsheet.  There is a Patching Policy in place.
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		Patches are tested for compatibility prior to release prior to release in a test environment.










		[image: ]

		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		Out of scope

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		-







		Other Findings
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		There is a Protective Monitoring Policy in place which states "...monitoring is essential to identify and detect threats to ICT systems. 

The active use of protective monitoring tools supports the identification of signs of attack, unusual system behaviour, or activity that is not in accordance with organisational policies."

The Force work closely with NMC in regard to identification and notification of breaches. 
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		Resilience measures are in place with two data centres. Data is replicated every quarter hour for the majority of systems.

There are multiple links onto the sites including two Wide Area Networks (WAN) and VPN tunnels at both sites.





		

		

		[image: ]









		

		

		



		

		Police & Crime Commissioner Dyfed-Powys and Chief Constable Dyfed-Powys Police 

Assurance Review of Counter Fraud – External Exposure

		Page 4







		EXPLANATORY INFORMATION

		Appendix A







		

		

		[image: ]







[bookmark: section6]

		

		

		



		

		Police & Crime Commissioner Dyfed-Powys and Chief Constable Dyfed-Powys Police 

Assurance Review of Counter Fraud – External Exposure

		Page 10







[bookmark: section7]Scope and Limitations of the Review

1. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. As set out in the Audit Charter, substantive testing is only carried out where this has been agreed with management and unless explicitly shown in the scope no such work has been performed.

Disclaimer

2. The matters raised in this report are only those that came to the attention of the auditor during the course of the review, and are not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.

Effectiveness of arrangements

3. The definitions of the effectiveness of arrangements are set out below. These are based solely upon the audit work performed, assume business as usual, and do not necessarily cover management override or exceptional circumstances.

		In place

		The control arrangements in place mitigate the risk from arising.



		Partially in place

		The control arrangements in place only partially mitigate the risk from arising.



		Not in place

		The control arrangements in place do not effectively mitigate the risk from arising.





Assurance Assessment

4. The definitions of the assurance assessments are:

		Substantial Assurance

		There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved.



		Reasonable Assurance

		The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed and process objectives achieved. 



		Limited Assurance

		The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are managed and process objectives achieved. 



		No Assurance

		There is a fundamental breakdown or absence of core internal controls requiring immediate action.





Acknowledgement

5. We would like to thank staff for their co-operation and assistance during the course of our work.

Release of Report

6. The table below sets out the history of this report.

		Stage

		Issued

		Response Received



		Audit Planning Memorandum:

		8th February 2024

		8th February 2024



		Draft Report:

		24th April 2024

		29th April 2024



		Final Report:

		30TH April 2024

		









		AUDIT PLANNING MEMORANDUM

		Appendix B







		[bookmark: section8]Client:

		Dyfed Powys Police



		Review:

		Counter Fraud – External Exposure



		Type of Review:

		Assurance

		Audit Lead:

		Senior Audit Manager – ICT Audit and IG Assurance



		



		Outline scope (per Annual Plan):

		The review considers the arrangements for the pro-active identification, prioritising and mitigating against cyber-crime. The scope of the review does not include detailed testing to assess whether there is evidence of possible fraudulent actions.

Areas to be covered

· Systems and processes in place to prevent unauthorised access and cyber-crime including anti-virus/anti malware solution, mail sweeping solutions, intrusion prevention (IPS), intrusion detection (IDS) and data loss prevention (DLP) solutions.

· Details of network monitoring tools in place and the processes in place for managing and accessing these systems.

· Management of network access including privileged access.

· Details of firewalls and associated software bundles, firewall management including ruleset management.

· Security and access arrangements for mobile equipment, laptops and other portable computing equipment.



		

		Directed

		Delivery



		

		Governance Framework: There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		Performance monitoring: There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.



		Detailed scope will consider:

		Risk Mitigation: The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		



		

		Compliance: Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Resilience: Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.



		Requested additions to scope:

		(if required then please provide brief detail)



		Exclusions from scope:

		The scope of the review does not include detailed testing to assess whether there is evidence of possible fraudulent action.

Sustainability



		



		Planned Start Date:

		26/02/2024

		Exit Meeting Date:

		20/03/2024 (via e-mail)

		Exit Meeting to be held with:

		Mark Hall and Paul Richards








		SELF ASSESSMENT RESPONSE



		Matters over the previous 12 months relating to activity to be reviewed

		Y/N (if Y then please provide brief details separately)



		Has there been any reduction in the effectiveness of the internal controls due to staff absences through sickness and/or vacancies etc?

		N



		Have there been any breakdowns in the internal controls resulting in disciplinary action or similar?

		N



		Have there been any significant changes to the process?

		N



		Are there any particular matters/periods of time you would like the review to consider?

		N
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		OVERALL ASSESSMENT

		

		KEY STRATEGIC FINDINGS
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		A Grant Funding Governance and Compliance Policy is in place; the document refers to another document, the Commissioning Framework, which has been replaced with the Commissioning Strategy and a recommendation has been raised relating to this. 
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		A suite of guidance documents and templates have been produced which describe the assessment and award processes.
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		No compliance issues were noted during sample of grants made. 









		ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE

		

		GOOD PRACTICE IDENTIFIED



		There are no risks specific to Commissioner’s Grant on the Strategic Risk Register.
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		It was noted during discussions that when an application for funding is not granted, communications are sent to the applicant to inform them of the decision along with advice on alternative funding schemes that they may be interested in applying for.









		

		

		



		SCOPE

		

		ACTION POINTS



		The review considered the effectiveness of the administration, compliance monitoring and reporting of the Commissioners Grant arrangements. The review will not comment on the decisions taken.

Full details provided at Appendix B.

		

				Urgent

		Important

		Routine

		Operational



		0

		0

		1

		0
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		April 2024
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		Assurance - Key Findings and Management Action Plan (MAP)
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		Risk Area

		Finding

		Recommendation

		Priority

		Management

Comments

		Implementation

Timetable

(dd/mm/yy)

		Responsible

Officer

(Job Title)



		1

		Directed

		The Grant Funding Governance and Compliance document refers to the Commissioning Framework and has a link which takes the reader to document. Upon clicking the link, it takes the reader to the Commissioning Framework which states that it is directly aligned with the Police and Crime Plan (2017-2021). Discussions confirmed that the Commissioning Framework has since been replaced with the Commissioning Strategy.

		The link referring to the Commissioning Framework contained within the Grant Funding Governance and Compliance Document be replaced and updated with the correct reference to the Commissioning Strategy.

		3

		Acknowledge that link required updating. Link to Strategy now updated in the governance and compliance document. 

This will be reviewed when new website is launched and will be considered when the Strategy is refreshed in line with Term 4 priorities and the new Police and Crime Plan from 2025. 

Alison Perry – Director of Commissioning & Partnerships.

		29/4/24

Complete

		Emma Moulton (Partnerships and External Funding Manager) 
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		PRIORITY GRADINGS

		

		

		

		

		



		1

		URGENT

		Fundamental control issue on which action should be taken immediately.

		

		2

		IMPORTANT

		Control issue on which action should be taken at the earliest opportunity.

		

		3

		ROUTINE

		Control issue on which action should be taken.
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		Operational - Effectiveness Matter (OEM) Action Plan
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		Risk Area

		Finding

		Suggested Action

		Management Comments



		No Operational Effectiveness Matters were identified during the review.
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		ADVISORY NOTE



		Operational Effectiveness Matters need to be considered as part of management review of procedures.
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		In place

		1

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		In place

		-

		-







		Other Findings
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		TIAA last undertook a review of the Commissioners Grant arrangements at Dyfed-Powys Police in July 2022. The review gave Reasonable Assurance; two recommendations were raised: one Important and one Routine. Both recommendations raised were confirmed as implemented in the Interim Follow Up review undertaken by TIAA in January 2023. 
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		A Grant Funding Governance and Compliance document is in place which describes and defines the arrangements in place. All the Commissioner’s grant funding activity must comply with conditions set out in the Joint Corporate Framework which sets out the principles, structures and processes by which the Office of the Police and Crime Commissioner (OPCC) will be governed. The Framework is designed to support the delivery of the Police and Crime Commissioner’s priorities which are contained within the Police and Crime Plan. The document refers to the Commissioning Framework and has a link which takes the reader to document. Upon clicking the link, it takes the reader to the Commissioning Framework which states that it is directly aligned with the Police and Crime Plan (2017-2021). Discussions confirmed that the Commissioning Framework has since been replaced with the Commissioning Strategy and a recommendation has been raised relating to this (recommendation 1 refers). 
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		A Commissioning Strategy document dated March 2023 sets out the purpose and direction of commissioning activities within the Office of the Police and Crime Commissioner for Dyfed-Powys. It provides detail of the budget and services provided under the Police and Crime Plan and outlines the process for governance and monitoring of service delivery. The cycle of commissioning diagram has been produced to illustrate the process (shown at Appendix C) and which outlines the cycle of commissioning. This focusses on four stages, as follows:

· Understand– recognise the outcomes to be achieved and local needs;

· Plan – map out and consider how the needs can be addressed effectively, efficiently and sustainably;

· Do – accountable, open and transparent commissioning; and

· Review – ensure services are accountable by continuous monitoring of delivery against agreed outcomes.
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		 It was confirmed that there is no risk relating to Commissioner’s Grants detailed on the OPCC Risk Register. 
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		A suite of documents was found to be in place for the funding process and template copies were provided during the audit which provides consistency in the information required of applicants and supports internal decision-making. The documents include: Commissioning Services and Reserves Payment Process, Decision Log Template, OPCC Grants Process, Funding Request Application Forms, Funding Scoring Process Map, Donation Request form, Funding Acceptance form, Grant Funding Letter and Short Grant Agreement form. 
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		A proforma Funding Application Form has also been produced. The form requires information to be provided under the following headings:

· Section 1 – Applicant Information

· Section 2 – Project Detail

· Section 3 – Delivery 

· Section 4 - Monitoring and Evaluation

· Section 5 – Declaration
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		Sample testing was undertaken for selection of grants of varying values and funding sources to confirm that have been considered and approved in line with the Commissioner’s Grants Processes documents. The table below details the projects that were included in the sample testing.

		Funding Source

		Applicant

		Approved Amount



		Commissioner’s Reserves

		IOM Housing Project

		£7,000



		

		Rekindle

		£4,999



		

		Jac Lewis Foundation

		£20,000



		Driver Training Reserves

		BRAKE

		£48,699



		

		The Hive

		£10,000



		

		Fitness to Drive

		£2,263.50



		Sale of Found Property (SOFP)

		Police Unity Tour

		£500



		

		Paws on Patrol

		£877.50



		

		Kindness Event

		£500



		

		Op Tinsel

		£250









		

		A review of the sample was undertaken to confirm that each had been considered and approved in line with the Commissioner’s Grants Processes and documents. No cases of non-compliance were noted. Documents provided included decision logs, acceptance forms, application forms, grant agreements and various email trails between the External Funding and Partnership Manager and the applicants. It was noted during discussions that when an application is not granted funding, communications are sent to the applicant to inform them of the decision along with advice on alternative funding schemes that they may be interested in applying for.
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		In place

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		-







		Other Findings
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		Oversight and review of performance of Commissioner’s grants is in place which includes a Commissioning Advisory Board, which has a documented Terms of Reference document. The Commissioning Advisory Board act as the reviewing body for Dyfed-Powys Police and Crime Commissioner before advising them in relation to the awarding of grant funding or the tendering for services. This includes ensuring that there is a return on investment and evaluation of service impact. Minutes from the September and October 2023 and January 2023 meetings were provided and confirmed that meetings were being held as required. The Terms of Reference was due to be reviewed in May 2023; the Director of Commissioning confirmed that a governance review is planned for later in 2024 and the Terms of Reference will be reviewed as part of this work. 
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		The External Funding Manager maintains a budget spreadsheet which records a summary of funding approved for the year and committed to date and individual tabs for each funding source which records each grant applicant, the amount of funding approved, spend to date and the decision notice to which the approval applies. 

It was confirmed that the External Funding Manager meets with members of the Officer of Police and Crime Commissioner Finance team on a monthly basis to discuss the budget spreadsheet. 
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		EXPLANATORY INFORMATION

		Appendix A
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[bookmark: section7]Scope and Limitations of the Review

1. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. As set out in the Audit Charter, substantive testing is only carried out where this has been agreed with management and unless explicitly shown in the scope no such work has been performed.

Disclaimer

2. The matters raised in this report are only those that came to the attention of the auditor during the course of the review, and are not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.

Effectiveness of arrangements

3. The definitions of the effectiveness of arrangements are set out below. These are based solely upon the audit work performed, assume business as usual, and do not necessarily cover management override or exceptional circumstances.

		In place

		The control arrangements in place mitigate the risk from arising.



		Partially in place

		The control arrangements in place only partially mitigate the risk from arising.



		Not in place

		The control arrangements in place do not effectively mitigate the risk from arising.





Assurance Assessment

4. The definitions of the assurance assessments are:

		Substantial Assurance

		There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved.



		Reasonable Assurance

		The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed and process objectives achieved. 



		Limited Assurance

		The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are managed and process objectives achieved. 



		No Assurance

		There is a fundamental breakdown or absence of core internal controls requiring immediate action.





Acknowledgement

5. We would like to thank staff for their co-operation and assistance during the course of our work.

Release of Report

6. The table below sets out the history of this report.

		Stage

		Issued

		Response Received



		Audit Planning Memorandum:

		27th September 2023

		29th March 2024



		Draft Report:

		24th April 2024

		30th April 2024



		Final Report:

		1st May 2024

		









		AUDIT PLANNING MEMORANDUM

		Appendix B







		[bookmark: section8]Client:

		The Police & Crime Commissioner Dyfed-Powys and Chief Constable Dyfed-Powys Police



		Review:

		Commissioners Grants



		Type of Review:

		Assurance

		Audit Lead:

		Senior Auditor 



		



		Outline scope (per Annual Plan):

		The review considers the effectiveness of the administration, compliance monitoring and reporting of the Commissioners Grant arrangements. The review will not comment on the decisions taken.



		

		Directed

		Delivery



		

		Governance Framework: There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		Performance monitoring: There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.



		Detailed scope will consider:

		Risk Mitigation: The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		Sustainability: The impact on the organisation's sustainability agenda has been considered.



		

		Compliance: Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Resilience: Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.



		Requested additions to scope:

		The review will cover:

· Application process including the criteria;

· How any risks to the proposed project applications are reviewed and assessed;

· Review of grants approved in relation to how it will benefit communities;

· Review of how applications are assessed for adherence to the objectives of the Police and Crime Plan:

· Review of decisions and scoring process of submitted applications;

· Monitoring of information provided to demonstrate compliance with terms of the grant;

· Scrutiny framework for all expenditure from financial and performance perspective;

Process for ensuring strategic oversight of expenditure across all PCC funding streams;



		Exclusions from scope:

		The Commissioner’s Office do not use the Flexi-grant system so this has been excluded from the scope. 



		



		Planned Start Date:

		29th March 2024

		Exit Meeting Date:

		15th April 2024

		Exit Meeting to be held with:

		Director of Commissioning, and External Funding and Partnership Manager








		SELF ASSESSMENT RESPONSE



		Matters over the previous 12 months relating to activity to be reviewed

		Y/N (if Y then please provide brief details separately)



		Has there been any reduction in the effectiveness of the internal controls due to staff absences through sickness and/or vacancies etc?

		N



		Have there been any breakdowns in the internal controls resulting in disciplinary action or similar?

		N



		Have there been any significant changes to the process?

		Y - new processes introduced in July 2023



		Are there any particular matters/periods of time you would like the review to consider?

		N








		ADDITIONAL INFORMATION

		Appendix C





The Cycle of Commissioning
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		Executive Summary
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		OVERALL ASSESSMENT

		

		KEY STRATEGIC FINDINGS
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		Dyfed-Powys Police has defined controls in place to manage the Occupational Health Department and no compliance issues were raised in this audit. 
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		The Department is facing resourcing issues and for this reason the audit has been given reasonable assurance. The Department have made a conscious effort to try and combat these issues and this is detailed within the report. 
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		A new patient management system, G2, is due to go live in April 2024 and a project team is in place to support the delivery of the go live date. 









		ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE

		

		GOOD PRACTICE IDENTIFIED



		

People and Organisational Development Risk Register - Occupational Health Clinical Staff Resourcing Challenge.

		

				[image: ]

		The Occupational Health Department produce a Monthly Referral Sheet which monitors the monthly activity and feeds into the information reported into the People Ethics and Culture Board. 
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		The Occupational Health Department have set up a K9 support dogs initiative which visits sites within the force at set times during the month. Photos of activity were received during the audit and feedback from the force was really positive. 









		

		

		



		SCOPE

		

		ACTION POINTS



		The review considered the arrangements for the role of the occupational health unit. The review considered compliance with Occupational Health Standards and the involvement, monitoring and reporting of cases.

		

				Urgent

		Important

		Routine

		Operational



		0

		0

		0

		0
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		March 2024
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		Assurance - Key Findings and Management Action Plan (MAP)
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		Risk Area

		Finding

		Recommendation

		Priority

		Management

Comments

		Implementation

Timetable

(dd/mm/yy)

		Responsible

Officer

(Job Title)



		No recommendations have been raised during the review.









		

		

		[image: ]









		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		PRIORITY GRADINGS

		

		

		

		

		



		1

		URGENT

		Fundamental control issue on which action should be taken immediately.

		

		2

		IMPORTANT

		Control issue on which action should be taken at the earliest opportunity.

		

		3

		ROUTINE

		Control issue on which action should be taken.
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		Operational - Effectiveness Matter (OEM) Action Plan
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		Risk Area

		Finding

		Suggested Action

		Management Comments



		No Operational Effectiveness Matters were identified during the review. 
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		ADVISORY NOTE



		Operational Effectiveness Matters need to be considered as part of management review of procedures.
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		In place

		-

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		In place

		-

		-







		Other Findings
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		Dyfed-Powys Police has an Occupational Health Policy in place which was issued in October 2023 and is on a two-year review cycle. The Policy Statement reads “Occupational Health is a shared responsibility. Under Law, Dyfed-Powys Police (DPP) is responsible for the health and safety of its officers and staff, who in turn have responsibility to look after their own health and safety. Dyfed-Powys Police and its employees are responsible for taking care of the health and safety of others”. The Policy is applicable to all Occupational Health Staff employed by DPP including agency Occupational Health Staff whether full-time, part-time, permanent, fixed-term temporary (including agency staff, associates, and contractors) or seconded staff. Any employee accessing and using force assets and property must have due regard to the contents of the Policy. 
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		The Policy is supported by a suite of 47 procedural documents including the Administration Process which identifies the standard for undertaking administration duties and processes within the Occupational Health Department. Other policies include the Internal Audit Procedure, Lone Working and Health Surveillance Procedure and various health-related documents. 
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		The People Risk Register details the risk Occupational Health Clinical Staff Resourcing Challenge. The risk cause is the market shortage of qualified Occupational Health Advisors in the region and an increasing demand for mental health support. The risk has an inherent risk score of 15; impact of 3 and probability of 5. Controls in place to mitigate the risk include that a contractor Occupational Health Advisor resource was being sourced via Caer Health, the upskilling of the administration team and counsellors, a Powys based Counsellor now in place and a recruitment drive is underway for a Mental Health Nurse. The residual risk score is 12; impact of 3 and probability of 4. The risk was last updated in February 2024. 
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		Dyfed-Powys Police follow the Blue Light Framework for Occupational Health which sets out 11 standards for police forces to adopt. It was noted that in April 2024 new standards are expected to be introduced and in anticipation of this Dyfed-Powys Police has already begun working towards these new standards. For the purpose of the audit, the current standards were provided and used to review the policies and procedures in place. A comparison between the standards and the measures in place in the Occupational Health Department was carried out during the audit and confirmed compliance with the standards. Evidence provided to demonstrate compliance included the following:

· Occupational Health Policy and a sample of procedures.

· Training certificates from staff within the Occupational Health Department.

· Records of equipment logs and locations.
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		A report detailing all referrals to the Occupational Health Department between September 2023 and February 2024 was provided. A review of the report highlighted that during this time 348 referrals had been made; this total includes those who had been referred for the first time and those who had be referred back into the department. Analysis of the referrals was undertaken and highlighted that across the period, the longest time between the referral being received and the appointment being made was 40 days. The report included reasons as to why the appointment may have been delayed and this was also discussed with the Senior Manager for Occupational Health and Wellbeing and included:

· Availability of the person being referred and a reluctance to attend appointments on scheduled rest days.

· Availability of the staff in the Occupational Health Department, given the recruitment issues.

· Cancellations of initial appointments.
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		In place

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		Partially in place

		-

		-







		Other Findings
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		The Occupational Health Department produces a Monthly Referral Report. The report contains information such as referral reason, referral type, the person’s role, the date the referral was received, the date of the first appointment and the number of working days in between the referral and the appointment. Any delays are highlighted and a reason for this delay is detailed on the report. It was noted that prior to the Senior Manager for Occupational Health and Wellbeing joining the department in July 2022, the department was relying on Outlook calendars for scheduling appointments and no data similar to the Monthly Referral Report was being captured. In addition, the reports are used to generate information for the People Culture and Ethics Board. 
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		The People Culture and Ethics Board meets on a quarterly basis. The latest report which covers January to March 2024 was provided during the audit. A review of the report confirmed that the issues faced with recruitment were communicated and the report states that the clinical resource capacity remained challenging against increasing demand and vacancies and sickness absence within the team. In addition, the contractor contingency resource was reported along with the challenges due to availability of the contractors. 

The report includes the number of DNA (did not attend) appointments and states that the DNAs are not due to operational reasons and include failed attendance for medicals, vaccinations, Hepatitis B blood tests, management referrals assessments, Force Medical Advisor and counselling appointments. The cost associated with these DNA appointments for January and February 2024 was £5,587. Discussions with the Senior Manager for Occupational Health and Wellbeing noted that the possibility for departments where the individuals work to be charged back for their missed appointments is being explored to try and reduce the number of DNA appointments and thus reduce the costs associated with DNAs. 
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		Examples of Wellbeing activities and initiatives that the Occupational Health Department either lead on or contribute to were provided during the audit. Screen shots from the force intranet site confirmed the information that is accessible to staff and officers and how to contact staff support networks, the Chaplains, unions and polices and strategies was detailed. In addition, the force also hosts the Oscar Kilo Wellbeing Van which offers advice, support and self-help tips on all things wellbeing including mental and physical health, finances and a work-life balance. A schedule of dates and times was provided and confirmed that from April 2024 the Oscar Kilo Van would be touring Dyfed-Powys stations to provide support. 
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		The opening meeting with the Director of People and Organisational Development and the Senior Manager for Occupational Health and Wellbeing highlighted a number of challenges that the Occupational Heath Department is currently facing. At the time of the audit, the Department was four members of staff down which included one long-term sickness, two Occupational Health Advisor vacancies and a vacancy for a new post of a Mental Health Nurse. Discussions confirmed that recruitment for the posts has been unsuccessful due to a number of factors including competition from vacancies at other organisations where salaries are more competitive, challenges around the standard of applicants and issues faced with vetting i.e. vetting takes a period of time to complete and in this time applicants find work elsewhere. In addition, the Department has tried to be competitive with the salaries offered for the role of the Mental Health Nurse by matching it with that of an NHS Mental Health Nurse. In addition, the Department has engaged with agencies to fill the vacancies short term however has experienced issues there also, whereby the agencies are only able to provide a short number of days per month and are not able to meet the demand of the department. This audit has been given reasonable assurance due to the resourcing issues that the Occupational Health Department is currently facing as detailed above. The assurance level does not reflect a lack of compliance with any of the areas reviewed in this audit.
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		It was confirmed that a new Patient Management System, G2, is due to be live from April 2024. The new system will be all electronic and means that no paper records will be held, nor will they be stored on the old system, iTrent, and to support with the implementation of the new system, there is a Project Team in place. In addition, the IT Department have been tasked with transferring the information across to the new G2 system. It was noted that the procurement for the G2 package was a collaboration between Dyfed-Powys, Gwent and South Wales Police. Whilst configurations for the system have been jointly agreed between the three forces, each force will have their own log in to the system and will not be able to access any other information other than the information relevant to their own force. 
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		EXPLANATORY INFORMATION

		Appendix A
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[bookmark: section7]Scope and Limitations of the Review

1. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. As set out in the Audit Charter, substantive testing is only carried out where this has been agreed with management and unless explicitly shown in the scope no such work has been performed.

Disclaimer

2. The matters raised in this report are only those that came to the attention of the auditor during the course of the review, and are not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.

Effectiveness of arrangements

3. The definitions of the effectiveness of arrangements are set out below. These are based solely upon the audit work performed, assume business as usual, and do not necessarily cover management override or exceptional circumstances.

		In place

		The control arrangements in place mitigate the risk from arising.



		Partially in place

		The control arrangements in place only partially mitigate the risk from arising.



		Not in place

		The control arrangements in place do not effectively mitigate the risk from arising.





Assurance Assessment

4. The definitions of the assurance assessments are:

		Substantial Assurance

		There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved.



		Reasonable Assurance

		The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed and process objectives achieved. 



		Limited Assurance

		The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are managed and process objectives achieved. 



		No Assurance

		There is a fundamental breakdown or absence of core internal controls requiring immediate action.





Acknowledgement

5. We would like to thank staff for their co-operation and assistance during the course of our work.

Release of Report

6. The table below sets out the history of this report.

		Stage

		Issued

		Response Received



		Audit Planning Memorandum:

		5th February 2024

		4th March 2024



		Draft Report:

		5th April 2024

		16th April 2024



		Final Report:

		24th April 2024

		









		AUDIT PLANNING MEMORANDUM

		Appendix B
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		Dyfed Powys Police



		Review:

		HR Management – Occupational Health



		Type of Review:

		Assurance

		Audit Lead:

		Senior Auditor 



		



		Outline scope (per Annual Plan):

		The review considers the arrangements for the role of the occupational health unit. The review will consider compliance with Occupational Health Standards and the involvement, monitoring and reporting of cases.



		

		Directed

		Delivery



		

		Governance Framework: There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		Performance monitoring: There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.



		Detailed scope will consider:

		Risk Mitigation: The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		Sustainability: The impact on the organisation's sustainability agenda has been considered.



		

		Compliance: Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Resilience: Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.



		Requested additions to scope:

		The review will consider:

· Review of Occupational Health policies required for full compliance with the Foundation Occupational Health Standards for Police Forces;

· Review of Occupational Health Unit procedures;

· Review of governance arrangements for the Occupational Health section with HR.

· Review of how the force is complying with the Occupational Health Standards.

· Review of how cases are monitored and reported upon.

· Review of cases to ensure compliance with procedures.



		Exclusions from scope:

		As above



		



		Planned Start Date:

		4th March 2024

		Exit Meeting Date:

		6th March 2024 

		Exit Meeting to be held with:

		Director of People and Organisational Development and Senior Manager Occupational Health and Wellbeing



		SELF ASSESSMENT RESPONSE



		Matters over the previous 12 months relating to activity to be reviewed

		Y/N (if Y then please provide brief details separately)



		Has there been any reduction in the effectiveness of the internal controls due to staff absences through sickness and/or vacancies etc?

		Y



		Have there been any breakdowns in the internal controls resulting in disciplinary action or similar?

		N



		Have there been any significant changes to the process?

		Y



		Are there any particular matters/periods of time you would like the review to consider?

		N
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		Executive Summary





[bookmark: section2]

		OVERALL ASSESSMENT

		

		KEY STRATEGIC FINDINGS
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		The force has recognised resilience and inefficiencies within the Digital Forensic Unit (DFU) and has implemented appropriate measures to ensure the future capacity and capabilities of the Unit.
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		DFU is UKAS accredited and as such has appropriate suite of policies and procedures in place.
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		DFU has the IT Infrastructure and storage arrangements in place to manage current and future caseloads.









		ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE

		

		GOOD PRACTICE IDENTIFIED



		There are no risks in relation to DFU within the Corporate Risk Register.
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		DFU have set up a DFU Key Project spreadsheet which sets out a timeline for the completion of each project.









		

		

		



		SCOPE

		

		ACTION POINTS



		The review will consider how the force has invested and introduced changes in line with the long-term action plan and the next steps and future ambitions for the unit.  

Full detail of the scope is shown at Appendix B.

		

				Urgent

		Important

		Routine

		Operational



		0

		0

		0

		0
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		Assurance - Key Findings and Management Action Plan (MAP)
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		Risk Area

		Finding

		Recommendation

		Priority

		Management

Comments

		Implementation

Timetable

(dd/mm/yy)

		Responsible

Officer

(Job Title)



		No recommendations were identified

		

		

		

		

		













		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		PRIORITY GRADINGS

		

		

		

		

		



		1

		URGENT

		Fundamental control issue on which action should be taken immediately.

		

		2

		IMPORTANT

		Control issue on which action should be taken at the earliest opportunity.

		

		3

		ROUTINE

		Control issue on which action should be taken.
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		2







		Operational - Effectiveness Matter (OEM) Action Plan
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		Risk Area

		Finding

		Suggested Action

		Management Comments



		No Operational Effectiveness Matters were identified.

		

		











		

		

		



		ADVISORY NOTE



		Operational Effectiveness Matters need to be considered as part of management review of procedures.
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		In place

		-

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		In place

		-

		-









		Other Findings
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		TIAA undertook a review of Cybercrime Management in 2019-20. The review was focused on the arrangements in relation to the backlog of forensic examinations of exhibits and assessed the effectiveness of the new process put in place to address the back log particularly in relation to timeliness with the formerly known department of Digital Communication and Cybercrime Unit (DCCU) now known as DFU (Digital Forensic Unit).  The review was given a Reasonable Assurance with four Priority 2 and one Priority 3 recommendations. All recommendations were implemented and signed off as part of the interim and year end follow up process.
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		DFU is UKAS accredited for certain areas in relation to devices and as such has appropriate suite of policies and procedures which are internally audited by the force's Quality Management System department and as such were not reviewed as part of the audit.
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		In 2021, a Risk Assessment of DFU was undertaken which identified the following:

· A resourcing gap in DFI (Digital Forensic Investigators) capacity and submissions of digital devices resulting in a growing backlog of work;

· This was identified as causing a delay in investigations and any areas for improvement by a recent HMICFRS inspection at that time;

· Increased storage capacity, use of encryption, extent of stored information / artefacts requiring advanced techniques;

· Sharp increase in POLIT (Police On-Line Investigations Team) referrals that has a direct effect on the DFU resource levels, from both attendance at warrants and digital devices submissions;

· DFU Gatekeeping has been identified as a critical role in the DFU and it is currently not sufficiently resourced; and

· The IT infrastructure and equipment are outdated resulting in reduced performance and speed of processing. This is becoming more evident as the storage capacity of modern-day digital devices is increasing.
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		This was reported as part of the FMS (Force Management System) Risk Assessment Overview which also included a Risk Update. The risk update concluded that:

· Additional funds were obtained and utilised for digital outsourcing; 100 devices were outsourced to CCL in March 2022;

· There has been an uplift to the DFU staff resource following the successful FMS 2021 bid.  This includes four new technician roles, one further DFI and one IS&T Specialist into the department to best meet the current demand and provide career progression opportunities.  Three of the technicians and the IS&T Specialist commenced their role in October 2022;

· POLIT (Police Online Investigation Team) demand remains high. Two DFIs attend two warrants a week. Devices are triaged at scene and negate the requirement for an average of 50% of devices being seized.  A digital forensic van has been purchased which will aid DFIs to perform at scene triage of exhibits on suitable forensic equipment and in a safe environment;

· The Forensic Services gatekeeper is now trained in DFU submissions and performs gatekeeping for the DFU in addition to the other forensic services;

· New workstations and monitors have been procured and received at the end of the year.  New laptops have been identified through the Forensic Capability Network and purchased for the DFU Scene van;

· Upgrade of the current DFU infrastructure has been recognised at force level and prioritised. This will allow development of streamline internal practices conducive to meeting the challenges faced with technological advancements and volume of data. A phased implementation will follow in 2023 with initial priority given to addressing storage capacity issues followed by a wider solution to improve network and performance;

· The work required to introduce a safe, secure and effective method to share forensic reports will follow the initial phased infrastructure work detailed above;

· In order to provide a divisional service and relieve the DFU of a subsection of mobile devices, two DMI’s have been trained in mobile phone extraction in a digital hub pilot. These are located in Pembrokeshire and Ceredigion and are expected to go live in November 2022;	

· The procurement of a DFU case management system is underway. This will seek to achieve recording metrics and key data at a granularity to support ISO17025 compliance and operational efficiencies. This remains a risk until the point at which the technology is purchased, installed, and set up;

· Cloud forensic software has now been purchased and is being utilised when appropriate. 



		[image: A magnifying glass in a circle

Description automatically generated]

		DCCU was subject to a peer review undertaken in January 2020 by officers from Derbyshire Constabulary.  A report was published which included a number of recommendations. The recommendations were put into an action plan for implementation where appropriate and where the force agreed to implement or consider implementing. A review of the action plan revealed that one action was on going and all other accepted recommendations had been implemented.
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		The force appointed CDW Limited to deliver the infrastructure and ‘FNS’ support contract following a tender exercise. The new server was implemented in December 2023. An extensive programme of work had to be undertaken to migrate data across from existing systems. In January 2024, the server became live for operational use within the DFU. Several tests have been performed to ensure the network and storage solution is fit for purpose. The new server and network allow simultaneous imaging and processing of multiple digital devices.
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		The FMS 2022 Risk Update highlighted five risks:

· Risk 1 - Meeting FSR Timescales for Compliance and ISO Accreditation;

· Risk 2 - Low ISO Quality and Technical resources to meet full ISO requirements in a timely manner;

· Risk 3 - Ability to adhere to national requirement to selectively extract digital data within 24 hrs from victim phones for Rape Offences;

· Risk 4 - Inability to utilise advanced cracking tool; and,

· Risk 5 - Ability to Service Priority (red card) jobs out of hours. 
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		DFU had controls and actions in place to mitigate the five risks identified. At the time of the review four out of the five risk actions had been put in place and the risks have now been discharged leaving one risk which is risk 1 which is ongoing with controls in place to mitigate the risk.
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		Previous a risk of "DFU Server Capacity Failure" was on the Corporate Risk Register but was discharged in October 2023 following it being discharged at the Criminal Justice Custody and Investigation Board as the risk had been mitigated with the new server infrastructure now in place and the CDW team transferring data to the new server.
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		Further findings relating to Compliance are provided at Appendix C. 
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		In place

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		-









		Other Findings
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		DFU have set up a DFU Key Project spreadsheet in May 2022 which sets out a timeline for the completion of each project. Each task within each project is set out under the themes of Server, Software, ISO17025 and Other with the lead person and start and end dates. 
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		DFU maintain a Monthly Output Return spreadsheet which is reviewed by the Performance Board. The Return has tabs for Unallocated cases as at the beginning of each month, Demand versus Resource Graph, Average and maximum back log, Rec card table and graph. A review of the back log as at the end of March 2024 revealed that there were 38 cases, with an average time of 1.8 months in backlog and 2.8 months maximum time in backlog. It was noted that this compares favourably with the same data as at the end of March 2023 where the data was reported as 121 cases, with an average time of 2.9 months in backlog and 5.8 months maximum time in backlog. 
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		DFU also developed and utilises a weekly DFU Figures spreadsheet which has similar tabs to the monthly return. The weekly monitor has tabs for Unallocated cases as at the beginning of each week, Demand versus Resource Graph, Average and maximum back log, Rec card table and graph and Average Completed Cases (average number of days/months to complete cases).
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		The Head of Forensics, Head of Procurement and Senior ICT Operational Manager presented a Budget for Digital Forensics Unit IT Infrastructure report to the Chief Officers Group in May 2022. The report was to set out "the value of indictive costs for this requirement ranging from £300,000 to £1.4M, further funding and approval to proceed is required from COG [Chief Officers Group] to proceed with the procurement exercise for the provision of Digital Forensics Unit IT Infrastructure" and a recommendation that "to allocate further funding to cover a five-year project duration period.  It is anticipated that total funding for this requirement will be up to a value of circa £512,000.  Current funding available is £300,000". DFU sought approval to procure and implement a new IT infrastructure to replace the current infrastructure which was coming to end of life. his was formally approved.



		[image: ]

		A detailed analysis of indicative capital and revenue costs was provided to support the business case to the Chief Officers Group.
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		DFU have set up a DFU Key Project spreadsheet in May 2022 which sets out a timeline for the completion of each project. Each task within each project is set out under the themes of Server, Software. ISO17025 and Other with the lead person and start and end dates. 
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		EXPLANATORY INFORMATION

		Appendix A
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[bookmark: section7]Scope and Limitations of the Review

1. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. As set out in the Audit Charter, substantive testing is only carried out where this has been agreed with management and unless explicitly shown in the scope no such work has been performed.

Disclaimer

2. The matters raised in this report are only those that came to the attention of the auditor during the course of the review, and are not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.

Effectiveness of arrangements

3. The definitions of the effectiveness of arrangements are set out below. These are based solely upon the audit work performed, assume business as usual, and do not necessarily cover management override or exceptional circumstances.

		In place

		The control arrangements in place mitigate the risk from arising.



		Partially in place

		The control arrangements in place only partially mitigate the risk from arising.



		Not in place

		The control arrangements in place do not effectively mitigate the risk from arising.





Assurance Assessment

4. The definitions of the assurance assessments are:

		Substantial Assurance

		There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved.



		Reasonable Assurance

		The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed and process objectives achieved. 



		Limited Assurance

		The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are managed and process objectives achieved. 



		No Assurance

		There is a fundamental breakdown or absence of core internal controls requiring immediate action.
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Release of Report

6. The table below sets out the history of this report.

		Stage

		Issued

		Response Received



		Audit Planning Memorandum:

		9th February 2024

		9th February 2024



		Draft Report:

		8th May 2024

		15th May 2024



		Final Report:

		15th May 2024

		














		AUDIT PLANNING MEMORANDUM

		Appendix B









		Client:

		Police & Crime Commissioner Dyfed-Powys and Chief Constable Dyfed-Powys Police



		Review:

		DFU (Digital Forensic Unit)



		Type of Review:

		Assurance

		Audit Lead:

		Audit and Fraud Manager



		



		Outline scope (per Annual Plan):

		The review will consider how the force has invested and introduced changes in line with the long-term action plan and the next steps and future ambitions for the unit.  The review will include the following: 

· Review current processes and provide feedback in relation to efficiency and effectiveness of current DFU workflows/working practises.

· Identify benefits and cost saving/time efficiencies provided by implementation of new IT infrastructure and associated third party support.

· Identify benefits and cost saving/time efficiencies provided by implementation of new technician posts.

· Identify benefits and cost saving/time efficiencies provided following submission process changes.

· Identify benefits and cost saving/time efficiencies provided by implementation of new CSAM grading software.            

· Identify opportunities to streamline processes and implement any further efficiency savings. 

· Capture the benefits of the timescales impact to the wider force and investigations.

· ISO accreditation progress and future impact.

· Southern Wales Alliance predicted impact.

· Evaluate capability to meet current and future demand – both capacity and capability.

· Identify gaps in data/ metrics



		

		Directed

		Delivery



		

		Governance Framework: There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		Performance monitoring: There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.



		Detailed scope will consider:

		Risk Mitigation: The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		Sustainability: The impact on the organisation’s sustainability agenda has been considered.



		

		Compliance: Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Resilience: Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.



		Areas to be covered in the scope:

		



		Exclusions from scope:

		



		



		Planned Start Date:

		8th April 2024

		Exit Meeting Date:

		11th April 2024

		Exit Meeting to be held with:

		Head of Forensics and Digital Forensics Unit Manager



		



SELF ASSESSMENT RESPONSE



		Matters over the previous 12 months relating to activity to be reviewed

		Y/N (if Y then please provide brief details separately)



		Has there been any reduction in the effectiveness of the internal controls due to staff absences through sickness and/or vacancies etc?

		N



		Have there been any breakdowns in the internal controls resulting in disciplinary action or similar?

		N



		Have there been any significant changes to the process?

		N



		Are there any particular matters/periods of time you would like the review to consider?

		N










		Additional Findings

		Appendix C







The following narrative provides additional detail in relation to findings. The purpose of this section is only to provide detail on those matters where it is felt that further explanation is required; not all control issues, findings or recommendations are expanded on in this section.

		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		C

		Compliance

		The management monitoring arrangements identify and action any non-compliance with the documented process.

		In place

		-

		-
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		DFU have developed a Proportionate Seizure and Submission of Digital Devices Guidance document in May 2023 "to effectively manage the existing backlog of digital devices for forensic examination and to avoid unnecessary delays to investigations it is the responsibility of the Investigation team to ensure that the examination of each device is necessary and proportionate to the operational objectives. This guidance should be considered at the point of seizure”. The guidance details the DFU Process Map and sets out the process for CSAM cases (potential for Child Sexual Abuse Material) and Non CASM cases. This has assisted in the workflow of exhibits.
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		The DFU Manager and a Detective Sergeant undertook a review of DFU submissions in April 2023. The review concluded with five recommendations with four out of the five completed and signed off in May 2023. The one outstanding recommendation which was “Consider a cap on the number of exhibits permitted to be submitted to the DFU for all non CSE related cases in the first instance. Additional exhibits will then require an additional submission post the examination of the first submission". This was considered by DFU but not implemented as it was thought to be too much of a risk.
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		The DFU Manager documented and presented a Benefits Realisation Report for upgraded IT Infrastructure to the Chief Officers Group in March 2024. The detailed report summarised the key benefits to this project and technological investment that have been captured under four key themes below:

· Enhanced efficiency and performance;

· Data management and security compliance;

· Cost effective future proofing and scalability; and

· Compliance to ISO17025 and forensic regulator quality standards. 

The report included a case study based on an exhibit with two hard drives to demonstrate the efficiency. The case study compared the timescales on the old server to that of the new server. The new server and network allow simultaneous imaging and processing of multiple digital devices. It also provides instantaneous access to this data without the requirement for further movement, which would require further integrity checks. 
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		DFU have introduced new technician posts which are a lower-level posts compared to the DFI post. The strategy behind the introduction of new technicians was so that they can focus on mobile devices to reduce the backlog and to examine the ongoing throughput of exhibits. Once technicians have gained experience, ongoing development and qualifications they could become DFIs which will provide resilience and ongoing future resourcing to positions which has proven difficult to fill.
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		In May 2023, DFU presented a Force Performance Event PowerPoint presentation to the Performance Board. The report included a "Benefits Realisation
Mobile phone end to end process", " Benefits Realisation Computer end to end process" and a Summary of Performance.
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		The "Benefits Realisation Mobile phone end to end process" slide set out the timing performance before the changes, at the time of the presentation and future predicted timescales. The before figures highlighted end to end timescales of 317 minutes compared to 267 minutes as of May 2023, a saving of 50 minutes (16%) and predicted timescales of 227 minutes a further saving of 40 minutes (overall 28%). The computer end to end process slide highlighted end to end timescales of 740 minutes for small less complex devices to 8,860 minutes for large more complex devices and potential savings of 137 minutes on small less complex devices to 2,128 minutes for large more complex devices.
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		A review of the composition of the DFU backlog in February 2023 identified that there were a high number of CSAM (Child Sexual Abuse Material) cases with multiple exhibits. CSAM cases require the most time resource in the DFU compared to other crime types since Investigators are required to review all material on the device, grade illegal imagery and produce SFR’s (Streamlined Forensic Reports) documents the results of forensics with any findings. As a result, the Digital Forensics Unit Manager has introduced a new procedure where instances where a ‘high volume’ of images has been located and categorised as IIOC (Indecent and Prohibited Images of Children), the standard practise is now to not examine any additional digital device submitted in the case and apply for forfeiture and destruction of these items. This has been agreed with the Crown Prosecution Services (CPS) and the procedures include CPS Guidance.
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		In order to support the streamlining processes DFU had procured and implemented Semantics 21 LASERi-X as an image grading and Victim ID tool to provide efficiencies and time saving opportunities for CSAM cases dealt within DFU following a business case submission.   The Digital Forensics Unit Manager wrote a report outlining the benefits which included cases studies to demonstrate the efficiencies.
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		DFU published a newsletter to the force in June 2023 to update colleagues on the development for Forensic Services and to seek help from Officers submitting future exhibits for examination to give the best possible service that DFU can provide in that Officers are proportionate in what they submit. The newsletter also highlighted future improvements in the pipeline to enhance the service and efficiencies within DFU. this includes:

· Migrate data to the new DFU server which will provide internal process efficiencies;

· Introduction of new media review software, Semantics 21 software uses a global database of pre-categorised imagery to reduce the number of images requiring manual review;

· Virtual access to the DFU server for secure and fast review of DFU data at divisional stations;

· A training video to follow up on some face-to-face training provided to CID departments on the review of mobile phone reports;

· Implement a new DFU Case Management system to automate a number of manual activities and provide key metrics for the force;

· Develop a hub and spoke structure with divisional digital forensic capability. These are in support of Op Soteria Bluestone by facilitating the 24-hour turnaround of victim devices for RASSO (Rape and Serious Sexual Offences) investigations. 
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		As stated above, DFU are not fully accredited and the Digital and Forensic Unit Manager had developed an ISO Roadmap. The roadmap sets out workbooks for computers, mobiles and a Timeline. Within the computers and mobile each discipline is set out stating whether it is accredited or not and the mitigations in place, the risk/priority and notes. The Timeline tab sets out the timescales for each discipline and when it is anticipated it will be ready for accreditation.
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		The Digital and Forensic Unit Manager has also developed a Key Project spreadsheet which similar to a Gantt chart setting out each project and the potential start and end dates for delivery of each project across various months up until the end of 2025.
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		The force has set up a Forensic Unit alliance with South Wales and Gwent Police. The project initiated in October 2023 and is designed to continually modernise and meet the needs of the Forensic provision across Wales. The Alliance has three key projects: SARC (Sexual Assault Referral Centre), eQMS (Quality Management System) and a single Quality & Validation function. The project is a Tier one Project which is described as: "These projects will be resourced by dedicated project teams with wholetime resource and central project support" and "Dedicated programme management arrangements are employed with either the All-Wales Assistant Chief Constable or another Chief Officer being appointed as the Senior Responsible Officer (SRO)".
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		The Forensic Unit alliance is set up under two phases, the first phase is the setting up of a Southern Wales QMS and Quality Manual and Quality Procedures. The second phase prioritises around the Central Quality Management Team, Central Validation Team, eQMS and SARC.
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		In 2021, a DFU Demand Project was initiated and the Demand Team developed an Understanding the Demand on the Digital Forensic Investigation Unit report. The report which concluded two areas to consider which were "It is clear from the Digital Forensic Investigators profiler that they are not sufficiently resourced to deal with the volume of demand they face.  A number of scenarios have been given in this report to demonstrate various methods to deal with the demand" and "The various scenarios should now be considered by the department leads and scenarios should be considered in conjunction with professional knowledge of the area". The new structure has addressed both these points.
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Executive Summary

Introduction

1. This follow up review by TIAA established the management action that has been taken in respect of the priority 1 and 2 recommendations arising from the internal audit reviews listed below at Dyfed-Powys Police. The review was carried out in March 2024.

		Review

		Year

		Date Presented to Joint Audit Committee



		Follow Up - GDPR Compliance Audit

		2018/19

		November 2018



		Follow Up - ICT Infrastructure Review

		2018/19

		July 2019



		Follow Up - Health and Safety Review

		2020/21

		March 2021



		Follow Up - Pensions - All Wales Pensions Board - Collaborative

		2021/22

		November 2021



		Follow Up - HR Management – Leadership Skills

		2021/22

		March 2022



		Follow Up - Operational Equipment

		2022/23

		October 2022



		Follow Up - Neighbourhoods – Divisional Visits (2) Evidential Property

		2022/23

		February 2023



		Fleet Management: Repairs and Maintenance - Collaborative

		2022/23

		November 2021



		HR Management – Grievance Reporting and Management

		2023/24

		October 2023



		Welsh Language Compliance

		2023/24

		November 2023



		Estate Management – Governance

		2023/24

		January 2024



		Risk Management - Collaborative

		2023/24

		March 2024








Key Findings & Action Points

2. The follow up review considered whether the management action taken addresses the control issues that gave rise to the recommendations. The implementation of these recommendations can only provide reasonable and not absolute assurance against misstatement or loss. From the work carried out the following evaluations of the progress of the management actions taken to date have been identified.

		Evaluation

		Number of Recommendations



		Implemented

		21



		Outstanding

		4



		Considered but not Implemented

		-



		Not Implemented

		-







3. Police and Crime Commissioner for Dyfed-Powys and Chief Constable Dyfed-Powys Police has made progress by implementing 21 (84%) of the recommendations raised. 4 (16%) recommendations remain outstanding. Further detail is provided in the body of the report.

Scope and Limitations of the Review 

4. The review considered the progress made in implementing the recommendations made in the previous internal audit reports and established the extent to which management has taken the necessary actions to address the control issues that gave rise to the internal audit recommendations.

5. The responsibility for a sound system of internal controls rests with management and work performed by internal audit should not be relied upon to identify all strengths and weaknesses that may exist. Neither should internal audit work be relied upon to identify all circumstances of fraud or irregularity, should there be any, although the audit procedures have been designed so that any material irregularity has a reasonable probability of discovery. Even sound systems of internal control may not be proof against collusive fraud.

6. For the purposes of this review reliance was placed on management to provide internal audit with full access to staff and to accounting records and transactions and to ensure the authenticity of these documents.






Disclaimer

7. The matters raised in this report are only those that came to the attention of the auditor during the course of our work and are not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.

Release of Report

8. The table below sets out the history of this report.

		Date draft report issued:

		2nd May 2024



		Date management responses rec’d:

		23rd May 2024



		Date final report issued:

		23rd May 2024












[image: C:\Users\vanessa.blackburne\Desktop\Rooster\tiaa.jpg]





		

		Police and Crime Commissioner for Dyfed-Powys and Chief Constable Dyfed-Powys Police 

Year End Follow Up Review

		Page 1







[bookmark: section5]Executive Summary

Follow Up

9. Management representations were obtained on the action taken to address the recommendations and limited testing has been carried out to confirm these management representations. The following matters were identified in considering the recommendations that have not been fully implemented:

10. Review: ICT Infrastructure Review / Assurance: Reasonable Assurance

Progress: The one recommendation still remains outstanding.

		Rec.

		Recommendations

		Original target date

		Priority

		Action Taken

		Implementation

Timetable

(dd/mm/yy)

		Responsible

Officer

(Job Title)



		237594

		The Ammanford DR site be fully tested once the replacement 999 system has been fully implemented.

		01/07/2019

		2

		Previous update as of July 2021 (previous years Follow Up Ongoing. Requires action from Civica.

Subject to Gold group oversight. 

Significant vendor input required. DCC led response. 

Update as of October 2021

No response received from the person responsible for implementing the recommendation.

Update in June 2022

Capita was the provider for this area but could not provide a workable solution to fully test the site at Ammanford. This. This has now been tendered and awarded to another provider; Motorola but slippage of materials and equipment as per Home Office has delayed the process. The site is to be tested once the replacement 999 system has been fully implemented. A revised timescale of March 2023 has been provided

Update as of October 2022

The Senior ICT Operations Manager – Delivery) confirmed that it is unlikely that the revised target date of March 2023 will be achieved for the entire solution, however ICT are working with Airwave to provide the ICCS/999 solution to the force as soon as possible. The Senior ICT Operations Manager also stated that "Again there are third party dependencies that are outside of our control which are causing delays (DNSP circuit for example) however we are doing everything possible to deliver".

Update as of November 2022

Capita have failed to deliver the solution and we have procured a new Control-room Management System (CMS) with the contract being awarded to Airwave. Capita will continue to provide support on the legacy Cisco system until September 2023 when the new solution should be fully installed and operational.

Update as of January 2023

ICT working with Procurement have begun to procure a five-year agreement (3+1+1) with the 'Tender Evaluation' scheduled for the 8th February where a ITHC partner will be selected. Within the requirements document which forms part of the tender we have requested that the ITHC is undertaken during March 2023 which will encompass the new IL4 environment which will be live in production by then.

Update as of September 2023

“Delays have unfortunately been encountered which has resulted in slippage. Whilst work is progressing, some technical challenges have emerged and solutions are being implemented. The revised date is now March 2024 for project completion.”

Update as of April 2024

As stated, in September 2023.

		Revised Target Date – March 2023



Revised Target Date March 2023



New Revised Target Date March 2024

		Senior ICT Operations Manager.










11. Review: Operational Equipment / Assurance: Reasonable Assurance

Progress: One recommendation still remains outstanding.

		Rec.

		Recommendations

		Original target date

		Priority

		Action Taken

		Implementation

Timetable

(dd/mm/yy)

		Responsible

Officer

(Job Title)



		266366

		It is recommended that a policy or procedure be put in place detailing the process for the sending, receiving and storing of laundered items in the custody suites across Dyfed-Powys

		01/01/23

		2

		A regional contract is being developed re custody laundry and Gwent are leading on this. With regards to the below extract, mention of a SOP, I will need to see the contract spec/KPIs to inform the development of the SOP. A SOP will suffice here – no policy required. A single SOP needed for utilisation in each of the custody suites. SOP to be developed centrally with adherence to it to be monitored by LPA custody Inspectors.

Update as of September 2023

“Estates Department is the business lead for this recommendation and this matter is currently ongoing with the laundry company ‘Elis.’ 

Estates Department is in communication with the company to resolve this issue with an anticipated implementation date of the middle of October 2023. The Portal is updated with the date 16th October. Estates Department is working with the laundry company to implement a policy and procedure to address the recommendations identified by TIAA.”

Update as of April 2024

No response received from the person responsible for implementing the recommendation.

		A new revised target date has not been set



Revised target date has been set October 2023

		Estates.










12. Review: Welsh Language Compliance / Assurance: Reasonable Assurance

Progress: Two recommendations still remain outstanding.

		Rec.

		Recommendations

		Original target date

		Priority

		Action Taken

		Implementation

Timetable

(dd/mm/yy)

		Responsible

Officer

(Job Title)



		277002

		The Welsh Language Strategy be reviewed as soon as possible following the approval of the Strategic Equality Plan.

		02/02/2024

		2

		The SEP will be published by the end of March; therefore, we will then be in a position to review the Welsh Language Strategy. However, there is no mention of the need for a strategy within the WLS therefore I do not feel that this should be noted as a risk area.

Update as of April 2024

The Welsh Language Strategy has been approved by the Welsh Language Group in February 2024, awaiting approval from the Embracing Diversity Group members and will be published by the end of March 2024. As stated, the Welsh Language Standards do not require organisations to produce a Welsh Language Strategy therefore this should not be noted as a risk. A copy of the strategy has been obtained, it is noted that, the strategy has not yet been approved by all relevant groups and therefore is subject to change.

		A new revised target date is required.



		Equality, Diversity & Welsh Language Manager



		277003

		The Welsh Language Policy be reviewed as soon as possible.

		02/02/2024

		2

		Reasons have been provided as to why this policy was not reviewed in March 2023 as planned. However, the Standards make no mention of the need to renew the WL Policy on an annual basis therefore I do not feel that this should be noted as a risk area.

Auditor Comments

Noted however it is good practice to review a policy periodically to ensure it remains relevant and reflects the organisations priorities and objectives.

Update as of April 2024

The new Welsh Language Tutor is now responsible for this policy.  The tutor role is a new role, piloting different ways of teaching have been undertaken since commencement of the role in April 2023, this experience and information is essential in creating a new Welsh Language Policy, to ensure it aligns with the needs of DPP. The tutor is working towards completing the Policy during summer 2024 as there will be less lessons being delivered and they will have over a year of experience and information to form the Policy.

		A new revised target date is required.



		Equality, Diversity & Welsh Language Officer










13. The following recommendations have been implemented.

		Audit Title

		Recommendation

		Priority

		Responsible

Officer

		Due Date



		22/23 Neighbourhoods – Divisional Visits (2) Evidential Property

		All exhibits unaccounted for but being recorded as being present in the "Aberystwyth Temp Store" and "Cardigan Temporary Store" locations currently unaccounted for be investigated and a full reconciliation of the exhibits be conducted. The Intermediate Property Management System be updated to reflect the outcome of the investigation and the reconciliation.

		1

		Head of BSU

		31/01/2023



		GDPR Compliance Audit

		All personal data held in local and team drives be identified so that a decision can be made on the future management of the data identified.

		2

		Information Manager

		31/03/2018



		Health and Safety Review

		The Health and Safety Department have the following documents: 

· Fire Safety Policy most recently reviewed in October 2019;

· First Aid Policy most recently reviewed in February 2019; and

· Environmental Policy last reviewed in December 2017.

The Fire Safety and Environmental Policies states that the Policy should be reviewed annually, although the Fire Safety Policy has only just expired.

		2

		Health, Safety & Sustainability Senior Manager

		31/01/2021



		21/22 Pensions - All Wales Pensions Board - Collaborative

		Procedures be prepared to set out the processes undertaken by the Hub.

		2

		Pensions Specialist (All Wales Lead)

		30/09/2022



		21/22 HR Management – Leadership Skills

		A comprehensive leadership plan be developed.

		2

		Head of L&DS

		31/03/2022



		21/22 HR Management – Leadership Skills

		The process of identifying succeeding leaders be formalised.

		2

		Head of L&DS

		31/07/2022



		22/23 Fleet Management: Repairs and Maintenance - Collaborative

		An investigation be undertaken as to the root cause of the number of instances at Dyfed-Powys Police where Radio Frequency Identity Cards (RFID) Cards have not been used.

		2

		Head of Fleet

		31/03/2023



		22/23 Fleet Management: Repairs and Maintenance - Collaborative

		Example of repetitive incidents where Radio Frequency Identity Cards have not been used in vehicles in transit be provided to Superintendents and relevant senior managers to address the issue for compliance with procedures.

		2

		Head of Fleet

		31/03/2023



		22/23 Fleet Management: Repairs and Maintenance - Collaborative

		An investigation be undertaken as to the root cause of the number of instances where RFID Cards numbers have not been recognised.

		2

		Head of Fleet

		31/03/2023



		22/23 Fleet Management: Repairs and Maintenance - Collaborative

		All vehicles where no iR3 telematics contact has been made for some time be brought into the Workshop to check why the system is not operating effectively.

		2

		Head of Fleet

		31/01/2023



		22/23 Fleet Management: Repairs and Maintenance - Collaborative

		Regular reports be generated to identify any vehicles where no iR3 telematics contact has been made and appropriate action be taken to ensure the system is operating effectively.

		2

		Head of Fleet

		21/03/2023



		22/23 Neighbourhoods – Divisional Visits (2) Evidential Property

		Arrangements be put in place to transport firearms from Cardigan to the Armoury in Head Quarters to reduce the volume to create space and to reduce the health and safety risk.

		2

		Head of BSU

		31/01/2023



		22/23 Neighbourhoods – Divisional Visits (2) Evidential Property

		Regular audits be undertaken of exhibits recorded on the IPMS system as located in Temporary Stores to ensure that the exhibits are present and that controls are operating effectively and any missing exhibits be reported to line management and Senior Officers.

		2

		Head of BSU

		30/11/2023



		23/24 HR Management – Grievance Reporting and Management

		Stage 1 Managers be appointed within seven working days, where availability allows, in line with the Fairness at Work Policy. Where this continues to be an issue, the Policy may need to be reviewed to determine what alternative actions can be taken.

		2

		Senior Manager HR Service Delivery

		31/03/2024



		23/24 HR Management – Grievance Reporting and Management

		Case four be closed due to the lack of contact from the aggrieved ‘person.’

		2

		Senior Manager HR Service Delivery

		25/09/2023



		23/24 HR Management – Grievance Reporting and Management

		Appeal requests over 10 working days be rejected in line with the Fairness at Work Policy or where there are extenuating circumstances, these are clearly documented for transparency.

		2

		Senior Manager HR Service Delivery

		25/09/2023



		23/24 Risk Management - Collaborative

		The Coroners Officers risk be reviewed to ensure that mitigation is in place to move the risk score between inherent and residual. If mitigation is thought to be ineffective, then this be noted on the risk. The Risk register be reviewed to ensure this is not the case with other risks.

		2

		ACC

		31/12/2023



		23/24 Risk Management - Collaborative

		Mitigation, risk owner and Governance Board be listed for all risks where this is missing.

		2

		H&S Head of ODFirearms DOF

		31/12/2023



		23/24 Estate Management – Governance

		Where meetings are inquorate, typically decisions would require formal ratification by a quorate Group Inquorate meetings be documented as a record of the meeting and any further communication on decisions for approval made during such meetings be set out within the Actions Log and evidenced as formally ratified.

		2

		Heddwyn Thomas

		29/11/2023



		23/24 Estate Management – Governance

		The Estates Improvement plan be reviewed and brought up to date.

		2

		Heddwyn Thomas

		25/12/2023



		23/24 Estate Management – Governance

		An exception report on Statutory non-compliance be presented to the SEG with a brief narrative on actions taken to address or minimise the risk to the force and for effective governance.

		2

		Estates

		29/11/2023
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Introduction

The Audit Plan for 2024/25 has been informed by a risk assessment carried out across our clients in the sector and by an updated audit risk assessment to ensure that planned coverage for the year is focussed on the key audit risks. This coverage will enable a robust annual Head of Internal Audit Opinion to be provided.

Key Risk Considerations

We have identified a number of key areas which require consideration when planning internal audit coverage.

		Police and Crime Commissioner Elections are due to be held in May 2024. The outcome of the elections will impact on the Police and Crime Plan and policing priorities for the Constabularies.

Vetting HMICFRS’ inspection into police vetting in the wake of the Sara Everard case found that it was falling well below the standards required. It identified that cultural shortcomings were prevalent in all of the forces inspected and warning signs that were not acted upon. This continues to be an area of risk across forces. 

Climate change and Sustainability Global warming can lead to physical, operational, financial and reputational risks arising. ‘Loss and damage’ - the phrase used to describe the destruction being wrought by the climate crisis - will remain high on the agenda. Financial challenges will impact on the ability to meet the climate change and sustainability expectations.

Workforce The changing nature of crime, skills required and utilisation of the workforce to tackle this, along with financial pressures drives how the workforce is shaped.









Audit Strategy Methodology

In producing this audit strategy and annual plan, we have sought to build on our understanding of Police and Crime Commissioner Dyfed-Powys and the Chief Constable Dyfed-Powys Police’s operating environment and risk profile through a review of key documentation and discussions with key staff. We have taken into account: 

· Police and Crime Commissioner Dyfed-Powys and the Chief Constable Dyfed-Powys Police’s business strategy and corporate objectives;

· The regulatory and legislative framework;

· Police and Crime Commissioner Dyfed-Powys and the Chief Constable Dyfed-Powys Police’s risk register;

· External Audit recommendations;

· Previous Internal Audit coverage.

We take in to account any emerging or heightened risks that are facing the sector, to ensure that the work of internal audit remains appropriately prioritised and focused. Links to specific strategic risks are also contained in the Internal Audit Strategy.

Our approach complies with the International Standards for the Professional Practice of Internal Auditing which have been developed by the Institute of Internal Auditors (IIA) and the Public Sector Internal Audit Standards (PSIAS).

Internal Audit Strategy and Plan

The Audit Strategy at Appendix A incorporates the proposed annual plan for 2024/25 and the indicative coverage for the following two years.

The Annual Plan at Appendix B sets out the assignments that will be carried out in 2024/25, the planned times and the high-level scopes for each of these assignments. 

The Annual Plan will be subject to ongoing review and could change as the risks change for the Police and Crime Commissioner Dyfed-Powys and the Chief Constable Dyfed-Powys Police; this will be formally reviewed with senior management and the Audit Committee mid-way through the financial year or should a significant issue arise.

The overall agreed time for the delivery of each assignment within the Annual Plan includes research; preparation and issue of terms of reference; site work; production and review of working papers; and reporting. 

The Annual Plan has been prepared on the assumption that the expected controls will be in place. 

The total number of days required to deliver the Audit Plan is as agreed in the contract between TIAA and the Police and Crime Commissioner Dyfed-Powys and the Chief Constable Dyfed-Powys Police. This number of days is fixed and it is TIAA’s responsibility to deliver the Audit Plan for this number of days. Where the Police and Crime Commissioner Dyfed-Powys and the Chief Constable Dyfed-Powys Police agrees additional work the required number of days and the aggregate day rate will be agreed in advance with the Police and Crime Commissioner Dyfed-Powys and the Chief Constable Dyfed-Powys Police and will be clearly set out in the terms of reference for the additional review(s).

Adequacy of the planned audit coverage

The reviews identified in the audit plan for 2024/25 support the Head of Internal Audit’s annual opinion on the overall adequacy and effectiveness of the Police and Crime Commissioner Dyfed-Powys and the Chief Constable Dyfed-Powys Police’s framework of governance, risk management and control as required by TIAA’s charter. The reviews have been identified from your assurance framework, risk registers and key emerging themes.

Disclaimer

This document has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. 

No responsibility to any third party is accepted as the document has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this document and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our document.

Release of Report

The table below sets out the history of this plan.

		Draft Strategy and Plan:

		13th March 2024



		Revised Draft Strategy and Plan:

		28th May 2024



		Final Strategy and Plan:

		







































		Appendix A: Rolling Strategic Plan







		Review Area

		Type

		Period of Last Audit

		Previous Assurance

		2024/25

		2025/26

		2026/27



		Governance

		

		

		

		

		

		



		Performance Framework for Police and Crime Plan

		Assurance

		2022/23

		Reasonable

		

		5

		



		Corporate Communications

		Assurance

		Pre 2018/19

		N/A

		

		6

		



		Community Engagement

		Assurance

		2023/24

		Reasonable

		

		

		4



		Performance Management

		Assurance

		2023/24

		Substantial

		

		

		10



		Annual Governance Statement

		Assurance

		2023/24

		Substantial

		

		

		4



		Collaboration - Governance (ROCU, Go Safe and All Wales)

		Assurance

		2023/24

		Pending

		

		

		4



		Governance – Police and Crime Plan

		Assurance

		2021/22

		Substantial

		6

		

		



		Governance – Strategic Planning, FMS and Data

		Assurance

		2019/20

		Reasonable

		10

		

		



		Risk

		

		

		

		

		

		



		Risk Management – Mitigating Controls (Collaborative in 2022/23 and 2023/24)

		Assurance

		2023/24

		Reasonable

		5

		5

		



		Business Continuity

		Assurance

		2023/24

		Reasonable

		

		

		5



		Risk Management – Embedding/Assurance Framework

		Assurance

		Pre 2018/19

		N/A

		8

		

		



		ICT

		

		

		

		

		

		



		Counter Fraud – External Exposure (Deferred from (2022/23)

		Assurance

		2023/24

		Substantial

		

		

		5



		ICT Infrastructure (Deferred from 2022/23)

		Assurance

		2023/24

		Reasonable

		

		8

		



		Digital Forensics Unit (DFU)

		Assurance

		2023/24

		Substantial

		

		

		5



		ICT Disaster Recovery

		Assurance

		2023/24

		Substantial

		

		

		8



		Data Protection / GDPR (Collaborative in 2023/24)

		Compliance

		2023/24

		Reasonable

		

		

		**



		Cyber-Security

		Assurance

		2021/22

		Reasonable

		8

		8

		



		ICT Change Management

		Assurance

		2021/22

		Reasonable

		10

		10

		



		Finance 

		

		

		

		

		

		



		Counter Fraud – Internal Exposure (Collaborative in 2022/23 and 2023/24)

		Assurance

		2023/24

		Substantial

		

		

		**



		Payroll (Collaborative in 2022/23 and 2023/24)

		Compliance

		2023/24

		Substantial

		**

		**

		**



		Creditors (Collaborative in 2022/23 and 2023/24)

		Compliance

		2023/24

		Substantial

		

		**

		**



		Fixed Assets (Collaborative in 2022/23)

		Assurance

		2022/23

		Substantial

		

		5

		



		Capital Programme (Collaborative in 2022/23)

		Assurance

		2022/23

		Substantial

		

		8

		



		Overtime and Additional Allowances

		Compliance

		2022/23

		Substantial

		

		5

		



		Budgetary Control (Collaborative in 2021/22)

		Assurance

		2021/22

		Substantial

		8

		

		



		Debtors (Collaborative in 2023/24)

		Assurance

		2023/24

		Substantial

		

		

		**



		Pensions (Collaborative in 2021/22)

		Assurance

		2021/22

		Reasonable

		5

		

		



		General Ledger (Collaborative in 2021/22)

		Assurance

		2021/22

		Substantial

		5

		

		



		Treasury Management (Collaborative in 2021/22)

		Assurance

		2021/22

		Substantial

		5

		

		



		Expenses and Additional Payments (Collaborative in 2022/23)

		Assurance

		2022/23

		Reasonable

		

		5

		



		Operational Performance and Infrastructure

		

		

		

		

		

		



		Estate Management – Planned and Preventative Maintenance (Collaborative in 2023/24)

		Assurance

		2023/24

		Substantial

		

		

		6



		Security of Seized Proceeds of Crime (Cash and Assets)

		Assurance

		2022/23

		Reasonable

		

		5

		



		Complaint Handling (OPCC)

		Assurance

		2022/23

		Reasonable

		

		4

		



		Sustainability Planning - WG 2030 plans and readiness

		Assurance

		N/A

		N/A

		**

		

		



		Estate Management – Governance

		Assurance

		2023/24

		Reasonable

		

		

		6



		Fleet Management – Fuel Usage

		Compliance

		2021/22

		Reasonable

		5

		

		



		Driver Retraining Programme

		Compliance

		2020/21

		Substantial

		

		6

		



		Neighbourhoods – Divisional Visits (2) Evidential Property

		Compliance

		2022/23

		Limited

		

		9

		



		Commissioner’s Grants

		Assurance

		2022/23

		Reasonable

		

		

		6



		CID – Protecting Vulnerable People

		Assurance

		2019/20

		Reasonable

		

		10

		



		Leases

		Assurance

		2023/24

		Substantial

		

		

		5



		Welsh Language Compliance

		Compliance

		2023/24

		Reasonable

		

		

		4



		Goleudy – Victim Care

		Assurance

		N/A

		N/A

		

		

		5



		Health and Safety

		Compliance

		2020/21

		Limited

		**

		

		



		Crime Recording

		Assurance

		Pre 2018/19

		N/A

		6

		

		



		Vetting

2021/22 – Disproportionality in Recruitment

		Assurance

		2020/21

		Substantial

		6

		

		



		Firearms Licensing

		Assurance

		Pre 2018/19

		N/A

		5

		

		



		Resource Management Unit

		Assurance

		2021/22

		Reasonable

		

		5

		



		Fleet Strategy

		Assurance

		2022/23

		Substantial

		

		4

		



		Workforce

		

		

		

		

		

		



		HR Management – Recruitment and Training

		Compliance

		2022/23

		Substantial

		

		7

		



		HR Management – Grievance Reporting and Management (Deferred from 2022/23)

		Compliance

		2023/24

		Reasonable

		

		3

		



		HR Management – Absence and Management

		Compliance

		2023/24

		Limited

		

		

		7



		HR Management – Workforce Planning

		Assurance

		2020/21

		Substantial

		

		7

		



		HR Management – Flexi-time Compliance

		Compliance

		2023/24

		Limited

		

		

		5



		HR Management –Occupational Health

		Assurance

		2023/24

		Reasonable

		

		

		4



		HR Management – Wellbeing Strategy

		Assurance

		2020/21

		N/A

		6

		

		



		HR Management – Leadership Skills

		Assurance

		2021/22

		Reasonable

		6

		

		



		Follow Up

		

		

		

		

		

		



		Interim Follow Up

		Follow Up

		2023/24

		Advisory

		3

		3

		3



		Follow Up (Year End)

		Follow Up

		2023/24

		Advisory

		4

		4

		4



		Collaborative Reviews

		

		

		

		

		

		



		Payroll (Lead Force: TBC)

		Assurance

		2023/24

				Substantial

		5

		5

		6



		Creditors (Lead Force: TBC)

		Assurance

		2023/24

		Substantial

		

		5

		6



		Fixed Assets (Lead Force: TBC)

		Compliance

		2022/23

		Substantial

		

		

		



		Health and Safety

		Assurance

		2020/21

		Limited

		6

		

		



		Uniform Stores

		Assurance

		N/A

		N/A

		6

		

		



		Sustainability

		Assurance

		N/A

		N/A

		6

		

		



		ISO Accreditation

		Assurance

		N/A

		N/A

		6

		

		



		Connect Teams Channels

		Assurance

		N/A

		N/A

		6

		

		



		Data Protection Act (Lead Force – TBC)

		Assurance

		2023/24

		Pending

		

		

		6



		Property Subject to Charge (Evidential Property) (Lead force – TBC)

		Compliance

		2023/24

		Reasonable

		

		

		6



		Counter Fraud (Anti-Fraud Procurement (Lead Force: TBC)

		Assurance

		2023/24

		Substantial

		

		

		6



		Debtors (Lead force: TBC)

		Assurance

		2023/24

		Reasonable

		

		

		6



		Management and Planning

		

		

		

		

		

		



		Contingency

		N/A

		

		

		2

		

		2



		Liaison with Audit Wales

		Management

		

		

		2

		2

		2



		Annual Planning

		Management

		

		

		2

		2

		2



		Annual Report

		Management

		

		

		2

		2

		2



		Audit Management

		Management

		

		

		16

		16

		16



		Total Days

		

		

		

		170

		164

		160







		Note: ** Denotes included as a collaborative review



Assurance Opinion



		Pending

		

		



		Substantial

		

		



		Reasonable

		

		



		Limited 

		

		



		No Assurance

		

		



		Advisory

		

		











		Sample of Advisory Reviews Available in addition to the audit plan







Below is a list of reviews which are undertaken by our Specialists Staff and are available in addition to the plan.



		Review

		Indicative High Level Scope



		Website Penetration Test

		Web application penetration testing is the practice of simulating attacks on a system in an attempt to gain access to sensitive data, with the purpose of determining whether a system is secure. This is done in a safe and secure way with a report identifying weaknesses and remedial action.



		Governance Effectiveness Reviews 

		The review will consider the Senior Managements effectiveness - including whether it has the structure, processes, people and performance to deliver. The review will also consider how they interact with stakeholders, and whether respective roles are clear. 



		Climate Change

		Deep Dive into selected aspects of climate change using a qualified subject matter expert.
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		Quarter

		Review

		Type

		Days

		High-level Scope



		 Three force collaborations – Gwent Police, Dyfed Powys Police and North Wales Police



		2

		Health and Safety

		Assurance

		6

		The review considers: the adequacy of the arrangements for managing the health and safety requirements of the Force. The review considers the arrangements for compliance with key requirements of health and safety legislation but does not represent an exhaustive review of compliance with all health and safety legislation and cannot be relied upon as such. 

Lead force: North Wales Police

To include: North Wales Police, Gwent Police and Dyfed-Powys Police 



		2

		Uniform Stores

		Assurance

		6

		The review will consider the arrangements in place for planning, controlling and monitoring uniform stores. This will include:

· The policies in place for determining what items are to be held in stock and those not held in stock 

· Procuring stock items and the use of and adherence to the frameworks in place (the tendering processes for approved suppliers used will not be included in the review).

· The systems in place for recording and classifying stock items held and issuing of items.

· Determining stock holding levels; by type, quantity and size and minimum, maximum and safety/buffer stock holding levels.

· Requisition, approval and issue of items to officers and staff. 

· Disposal of stock no longer used or required.

· Reconciliation and stock take of items held.

· Forecasting demand and planning for peak periods such as recruitment intakes.

· To provide resilience for staff working in the stores, in particular in relation to tailoring staff. 

The review will compare the practices between each force in particular systems for recording stock and rationale in place for stock holding levels.

Lead force: Gwent Police

To include: Gwent Police, North Wales Police, possibly Dyfed Powys Police



		2

		Sustainability

		Assurance

		6

		The review will consider the implementation, monitoring and reporting on the sustainability and carbon reduction related strategies and policies. This will include:

· The governance and reporting arrangements for oversight and implementation of individual force action plans arising from the all Wales strategy.

· Development and implementation force specific strategies, policies and procedures relating to sustainability and carbon reduction.

· The arrangements in place to consider and approve business cases aligned to action plans and to measure and report upon the benefits and outcomes from completed projects.

· The arrangements in place for collating and calculating data on Scope 1, 2 and 3 omissions.

· The arrangements in place monitor and report omissions within force and to external bodies.

· The arrangements in place to promote and engage with officers and staff on sustainability, associated strategies and action plans.

The review will compare activity progress between each force, implementation of force-led projects in comparison to the All Wales Project for Electric Vehicle (EV) Charging which is considered best practice and also comparison of the communications strategies each force adopt. 

The review will not consider the completeness and accuracy of omissions data held. 

Lead force: Gwent Police

To include: Gwent Police, North Wales Police, Dyfed Powys Police



		3

		ISO Accreditation

		Assurance

		6

		To be confirmed (TBC)

Lead force: South Wales Police

To include: South Wales Police, Gwent Police, Dyfed Powys Police



		3

		Payroll

		Assurance

		5

		The review considers the arrangements for: the creation, amendment and deletion of payroll records accurately and on a timely basis; payment of allowances and pay awards; collection of overpayments; and payment of salaries. The review will also consider the arrangements for reviewing the payroll prior to authorisation including the review of exception reports and pay variations. The scope of the review does not include determination of salary scales, the HR arrangements for appointment and removal of staff, severance payments or reimbursement of travel and subsistence expenses, or pension arrangements

Lead force: Dyfed-Powys Police

To include All four forces



		4

		Connect Teams Channels

		Assurance

		6

		To be confirmed (TBC)

Lead force: Gwent Police

To include: All four forces



		

		

		Total days

		35

		

		

		












				Appendix C: Annual Plan – 2024/25













		Quarter

		Review

		Type

		Days

		High-level Scope



		1

		Risk Management – Mitigating Controls 

		Assurance

		5

		Two risks currently included in the organisation’s risk register will be selected and the effectiveness of the identified controls will be reviewed. The scope of the review does not include consideration of all potential mitigating arrangements or their effectiveness in minimising the opportunities for the identified risks to occur.



		1

		Risk Management – Embedding/Assurance Framework

		Assurance

		8

		The review will consider the arrangements to integrate risk management into business planning and the internal controls assurance framework. The scope of the review does not include providing assurance that all the business significant risks have been correctly prioritised.



		1

		Fleet Management – Fuel Usage

		Compliance

		5

		The review will consider compliance with fuel card policies and procedures and the effectiveness of the arrangements for oversight of fuel usage in order to provide value for money. The review will also the management of electric vehicles and electric vehicle charging points.



		1

		Vetting

		Assurance

		6

		The review will focus on the systems and processes for vetting new and existing staff, officers and contractors. The review will also look to ensure that individuals are vetted to the appropriate level and controls are in place to ensure that vetting is undertaken at the required frequency. 

The audit will focus on the following key areas:

· Policies and procedures.

· Governance arrangements.

· Monitoring and identification of staff that require vetting to ensure that vetting remains in date. 

· Appropriateness and timeliness of vetting.

· Reporting of performance.



		2

		ICT Change Management

		Assurance

		10

		The review will consider the documented arrangements to ensure that changes to IT systems and services are defined, risk assessed, authorised, tested, implemented and fully documented to ensure service delivery and security are not compromised. The review will also identify the requirements for a roll back plan where changes cause significant operational issues. The review will not consider the nature of any changes.



		2

		Crime Recording

		Assurance

		6

		Detailed scope to be agreed.



		2

		Firearms Licensing

		Assurance

		5

		The review will assess compliance with the regulatory requirements and Force Policy for Firearms Licencing including:

· Review of Application/Renewal/issue of temporary licences/revocation;

· Home and cold call and other Inspection processes for Registered Firearm Dealers (RFD’s);

· Review of dip sampling processes;

· Processes for promoting surrender and managing weapons surrendered;

· Review of the action taken by Firearms Licencing Department following a certificate holder coming to notice of the police; 

· Governance Arrangements.



		2

		HR Management – Wellbeing Strategy

		Assurance

		6

		The review will consider the Wellbeing Strategy and the arrangements for ensuring staff wellbeing and determine how the effectiveness of these arrangements is evaluated.



		2

		Follow-up (interim)

		Follow up

		3

		Follow-up of implementation of agreed priorities one and two actions from audit reports, ensuring recommendations are implemented, and providing reports to the Audit Committee.



		3

		Governance – Police and Crime Plan

		Assurance

		6

		The review will consider the production of the new Police and Crime Plan and will include steps taken to develop the Plan including consultation exercises and discussion groups and the governance arrangements for the delivery of the outcomes of the Plan. The scope will not comment on the content or the appropriateness of the stated outcomes.



		3

		Budgetary Control

		Assurance

		8

		The review will consider the budget preparation process, the monitoring arrangements, and reporting to the board. 

The scope of the review will not include consideration of the assumptions used in preparing the budgets; depreciation policies; apportionment of central costs; or financial information included in tenders prepared by the organisation.



		3

		General Ledger

		Assurance

		5

		The review will consider the arrangements for providing an effective audit trail for data entered onto the general ledger and the appropriateness of the reports generated. The scope of the review will not extend to the budgetary control arrangements and bank reconciliations.



		3

		Treasury Management

		Assurance

		5

		The review considers the arrangements for controlling the investment and borrowing arrangements; compliance with the organisation’s overall policy; banking arrangements; reconciliations and the reporting to committee. The scope of the review will not include consideration of the appropriateness of any individual financial institution or broker or of individual investment decisions made by the organisation.



		3

		Cyber Security

		Assurance

		8

		The scope of the review will assess the management processes in place to reduce the likelihood and impact of a cyber-incident: 

Cyber Risk Management, Asset Management, Engagement and Training, Architecture and Configuration, Vulnerability Management, Identity and access management, Data Security, Logging and Monitoring, Incident Management, and Supply Chain security.



		3

		HR Management – Leadership Skills

		Assurance

		6

		The review will appraise the effectiveness of the internal arrangements for ensuring that key staff have effective leadership skills and the plans in place to achieve and improve this area.



		4

		Governance – Strategic Planning, FMS and Data

		Assurance

		10

		The review will consider how the Demand led strategies inform the FMS (Force Management Statement) and how the FMS is linked into strategic planning. The review will consider where data comes from to determine the future Demand Strategy and how the data is used to plan the next few years.



		4

		Pensions

		Assurance

		5

		The review will consider the arrangements for the management and control of the administration of pensions.



		4

		Follow-up (year-end)

		Follow up

		4

		Follow-up of implementation of agreed priorities one and two actions from audit reports, ensuring recommendations are implemented, and providing reports to the Audit Committee.



		1-4

		Collaborative Audits (Appendix B)

		N/A

		35

		See Appendix B.



		3-4

		Liaison – Audit Wales

		N/A

		2

		Days for liaison with Audit Wales



		1-2

		Contingency

		N/A

		1

		Days for allocation to collaborative audits or for use as required during the year.



		3-4

		Contingency

		N/A

		1

		Days for allocation to collaborative audits or for use as required during the year.



		1

		Annual Planning

		Management

		2

		Assessing the annual audit needs.



		4

		Annual Report

		Management

		2

		Reporting on the overall conclusions and opinion based on the year’s audits and other information and providing input to the Annual Governance Statement.



		1 – 2

		Audit Management

		Management

		8

		This time includes meeting client management, overseeing the audit plan, reporting and supporting the Audit Committee, liaising with External Audit and Client briefings (including fraud alerts, fraud digests and committee briefings).



		3-4

		Audit Management

		Management

		8

		This time includes meeting client management, overseeing the audit plan, reporting and supporting the Audit Committee, liaising with External Audit and Client briefings (including fraud alerts, fraud digests and committee briefings).



		

		

		Total Days 

		170

		





Note – 	Timings for quarters 1 and 2 are provided for indicative purposes only.

	Reviews allocated for quarters 3 and 4 are to be agreed following the internal audit services tender.
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		Internal Audit Charter







The Need for a Charter

The Audit Charter formally defines internal audit’s purpose, authority and responsibility. It establishes internal audit’s position within Dyfed-Powys Police and defines the scope of internal audit activities. The establishment of the Audit Charter is a requirement of the Public Sector Internal Audit Standards (PSIAS) and approval of the charter is the responsibility of the Audit Committee. 

The Role of Internal Audit

The main objective of the internal audit activity carried out by TIAA is to provide, in an economical, efficient and timely manner, an objective evaluation of, and opinion on, the overall adequacy and effectiveness of the framework of governance, risk management and control. TIAA is responsible for providing assurance to Dyfed-Powys Police’s governing body (being the body with overall responsibility for the Dyfed-Powys Police) on the adequacy and effectiveness of the risk management, control and governance processes.

Standards and Approach

TIAA's work will be performed with due professional care, in accordance with the requirements of the PSIAS and the IIA standards which are articulated in the International Professional Practices Framework (IPPF).

Scope

All Dyfed-Powys Police activities fall within the remit of TIAA. TIAA may consider the adequacy of controls necessary to secure propriety, economy, efficiency and effectiveness in all areas. It will seek to confirm that Dyfed-Powys Police management has taken the necessary steps to achieve these objectives and manage the associated risks. It is not within the remit of TIAA to question the appropriateness of policy decisions; however, TIAA is required to examine the arrangements by which such decisions are made, monitored and reviewed.

TIAA may also conduct any special reviews requested by the board, Audit Committee or the nominated officer (being the post responsible for the day-to-day liaison with TIAA), provided such reviews do not compromise the audit service’s objectivity or independence, or the achievement of the approved audit plan.

Access

TIAA has unrestricted access to all documents, records, assets, personnel and premises of Dyfed-Powys Police and is authorised to obtain such information and explanations as they consider necessary to form their opinion. The collection of data for this purpose will be carried out in a manner prescribed by TIAA’s professional standards, Information Security and Information Governance policies.

Independence

TIAA has no executive role, nor does it have any responsibility for the development, implementation or operation of systems; however, it may provide independent and objective advice on risk management, control, governance processes and related matters, subject to resource constraints. For day-to-day administrative purposes only, TIAA reports to a nominated officer within Dyfed-Powys Police and the reporting arrangements must take account of the nature of audit work undertaken. TIAA has a right of direct access to the chair of the board, the chair of the Audit Committee and the responsible accounting officer (being the post charged with financial responsibility).

To preserve the objectivity and impartiality of TIAA’s professional judgement, responsibility for implementing audit recommendations rests with Dyfed-Powys Police management. 

Conflict of Interest

Consultancy activities are only undertaken with distinct regard for potential conflict of interest. In this role we will act in an advisory capacity and the nature and scope of the work will be agreed in advance and strictly adhered to. 

We are not aware of any conflicts of interest and should any arise we will manage them in line with TIAA’s audit charter and internal policies, the PSIAS/IIA standards and Dyfed-Powys Police’s requirements.

Irregularities, Including Fraud and Corruption

TIAA will without delay report to the appropriate regulator, serious weaknesses, significant fraud, major accounting and other breakdowns subject to the requirements of the Proceeds of Crime Act 2002.

TIAA will be informed when evidence of potential irregularity, including fraud, corruption or any impropriety, is discovered so that TIAA can consider the adequacy of the relevant controls, evaluate the implication of the fraud on the risk management, control and governance processes and consider making recommendations as appropriate. The role of TIAA is not to investigate the irregularity unless commissioned to do so.

Limitations and Responsibility

Substantive testing will only be carried out where a review assesses the internal controls to be providing ‘limited’ or ‘no’ assurance with the prior approval of Dyfed-Powys Police and additional time will be required to carry out such testing. Dyfed-Powys Police is responsible for taking appropriate action to establish whether any loss or impropriety has arisen as a result of the control weaknesses.

Internal controls can only provide reasonable and not absolute assurance against misstatement or loss. The limitations on assurance include the possibility of one or more of the following situations, control activities being circumvented by the collusion of two or more persons, human error, or the overriding of controls by management. Additionally, no assurance can be provided that the internal controls will continue to operate effectively in future periods or that the controls will be adequate to mitigate all significant risks that may arise in future. 

The responsibility for a sound system of internal controls rests with management and work performed by internal audit should not be relied upon to identify all strengths and weaknesses that may exist. Neither should internal audit work be relied upon to identify all circumstances of fraud or irregularity, should there be any, although the audit procedures have been designed so that any material irregularity has a reasonable probability of discovery. Even sound systems of internal control may not be proof against collusive fraud.

Reliance will be placed on management to provide internal audit with full access to staff and to accounting records and transactions and to ensure the authenticity of these documents.

The matters raised in the audit reports will be only those that come to the attention of the auditor during the course of the internal audit reviews and are not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. The audit reports are prepared solely for management's use and are not prepared for any other purpose.

Liaison with the External Auditor 

We will liaise with Dyfed-Powys Police’s External Auditor. Any matters in the areas included in the Annual Plan that are identified by the external auditor in their audit management letters will be included in the scope of the appropriate review. 

Reporting

Assignment Reports: A separate report will be prepared for each review carried out. Each report will be prepared in accordance with the arrangements contained in the Terms of Reference agreed with TIAA and which accord with the requirements of TIAA’s audit charter and PSIAS/IIA standards. 

Progress Reports: Progress reports will be prepared for each Audit Committee meeting. Each report will detail progress achieved to date against the agreed annual plan.

Follow-Up Reports: We will provide an independent assessment as to the extent that priority 1 and 2 recommendations have been implemented. Priority 3 recommendations are low-level/housekeeping in nature and it is expected that management will monitor and report on implementation as considered appropriate.

Annual Report: An Annual Report will be prepared for each year in accordance with the requirements set out in TIAA’s audit charter and PSIAS/IIA standards. The Annual Report will include a summary opinion of the effectiveness of Dyfed-Powys Police’s governance, risk management and operational control processes based on the work completed during the year.

Other Briefings: During the year Client Briefing Notes, Benchmarking and lessons learned digests will be provided. These are designed to keep the Dyfed-Powys Police abreast of in-year developments which may impact on the governance, risk and control assurance framework.

Assurance Assessment Gradings

We use four levels of assurance assessments as set out below.

		Substantial Assurance

		There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved.



		Reasonable Assurance

		The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed and process objectives achieved. 



		Limited Assurance

		The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are managed and process objectives achieved. 



		No Assurance

		There is a fundamental breakdown or absence of core internal controls requiring immediate action.





Data Protection

TIAA has policies, procedures and processes in place to comply with all associated regulation and legislation on information security, which is underpinned by mandatory annual awareness training for all staff. To carry out our role effectively, we need to obtain information that is reliable, relevant and sufficient to support our findings and recommendations. The collection of data, particularly sensitive personal data, is minimised and is not shared with unauthorised persons unless there is a valid and legal requirement to do so. We have clear policies on the retention of data and its appropriate, controlled disposal. TIAA has a fully robust Information Security Management System that meets all the requirements of ISO27001:2013.

Quality Assurance

TIAA recognises the importance of Internal Audit being controlled at each stage to ensure that we deliver a consistent and efficient Internal Audit service that is fully compliant with professional standards and also the conditions of contract. We operate a comprehensive internal operational quality review process to ensure that all Internal Audit work is carried out in accordance with these standards. These quarterly reviews are part of our quality management system which has IS0 9001:2015 accreditation. 

Audit Committee Responsibility

It is the responsibility of the Dyfed-Powys Police to determine that the number of audit days to be provided and the planned audit coverage are sufficient to meet the Committee’s requirements and the areas selected for review are appropriate to provide assurance against the key risks within the Dyfed-Powys Police.

By approving this document, the Audit Committee is also approving the Internal Audit Charter.

Disclaimer

The matters raised in this planning report, along with those raised in our audit and annual reports, are only those that came to the attention of the auditor during the course of our work and are not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.

Performance Standards

The following Performance Targets will be used to measure the performance of internal audit in delivering the Annual Plan:

		Performance Measure

		Target



		Completion of planned audits.

		100%



		Audits completed in time allocation.

		100%



		Final report issued within 10 working days of receipt of responses.

		100%



		Compliance with TIAA’s audit charter and PSIAS/IIA Standards.

		100%
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Dear Ed and Beverley,

[bookmark: Matters_arising_from_our_2022-23_audit]Matters arising from our 2022-23 audit

We have now completed our 2022-23 audits of the financial statements for the Police & Crime Commissioner for Dyfed Powys and Chief Constable for Dyfed Powys.

I can confirm that the Police & Crime Commissioner and Group’s financial statements and the Chief Constable’s financial statements were all given an unqualified opinion on 15 March 2024.

We did not identify any material weaknesses in your financial statements and processes as part of our work, but we have identified some areas for improvement. These are set out in Appendix 1.

[image: A close-up of a signature  Description automatically generated ]Should you have any queries please don’t hesitate to come back to us for clarification. Yours sincerely









Matthew Edwards Engagement Director
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Appendix 1



[bookmark: Areas_for_improvement]Areas for improvement





		



		

		Detail

		For Management to Consider

		Management Response



		

General items



		

1

		

Publishing the Statement of Accounts



The 2021-22 Statement of Accounts were certified 27th July 2023, but these were not published on the Force's website until October 2023.

In addition, the Accounts and Audit Regulations 2014 require the Annual Governance Statement (AGS) to be published alongside the Statement of Accounts but this was not published until December 2023.

		





The annual Statement of Accounts should be published on a timely basis soon after certification. This should include the AGS.

		





Recommendation accepted.
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		Detail

		For Management to Consider

		Management Response



		

System/ Process Issues



		

2

		

Month End Timetable



There is no month end timetable in place to ensure that key month end controls are undertaken.

		





A month end timetable should be prepared and evidenced as being completed to ensure key system processes are being adhered to.

		





Recommendation accepted. Monthly timetable is now in place.



		

Statement of Accounts Issues



		

3

		

Accounts preparation issues



The draft 2022-23 AGS was not submitted for audit alongside the draft Statement of Accounts.



A number of errors were identified during the audit, which we consider could be addressed by additional Quality Assurance of the accounts. These included:

		





The AGS should be provide for audit alongside the draft Statement of Accounts.









Quality assurance of the draft accounts and working papers should continue to be strengthened.

		





Recommendation accepted. Draft AGS will be provided for audit alongside the Draft Statement of Accounts in future.







We accept these findings and will continue to address the issues of Quality Assurance going forward.
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		Detail

		For Management to Consider

		Management Response



		

		· A number of casting and cross- casting errors;

· Inconsistencies between the main statements and supporting notes; and

· Changes made to comparative figures from previously reported accounts which had not been properly referenced.



We have referred to the need to strengthen the Quality Assurance of the draft accounts in our Audit of Financial Statements Report this year and also reported this each year since the 2017- 18 Statement of Accounts audit.

Whilst the number of these errors decreased in the 2022-23 compared to the prior year, there are still more than we would ordinarily expect.

		

		



		

4

		

Employee Pension Contributions



As reported within the ISA 260, out of 19 employees tested within the LPGS pension scheme 2 were found to be contributing on the incorrect pension

		





Officers should review all employees to ensure that they are paying pension contributions based on the correct banding rate.

		





Recommendation accepted and procedures will be implemented accordingly.











		



		

		Detail

		For Management to Consider

		Management Response



		

		rate. This has resulted in an underpayment of contributions of £594.

This was not amended for within the financial statements but is considered to be a weakness in controls.

		Additional procedures should be implemented to ensure that any change in salary prompts a check of the pension contribution rates.

		



		

5

		

Debtor ‘credit’ balances



Within the ISA260, we reported that amendments had been made to the Statement of Accounts due to a number of credit balances being incorrectly classified as debtors.

We also reported a similar issue in the 2021-22 Final Accounts Memo.

		





Officers should ensure that Debtors & Creditors balances are reviewed at year end to confirm that any incorrect credit and debit balances are correctly classified at year end.

		





Recommendation accepted and relevant checks will be built into the closure process going forward.



		

6

		

Provision Completeness



During the 2022-23 audit, amendments totalling £322,868 were made to the draft financial statements in respect of 2022- 23 provisions that were identified post year end but had not been included within the year end balance. This was

		





Officers should consider the completeness of provisions in the statement of accounts upto the date that the statements are finalised for audit.

		





Recommendation accepted.

A review of provisions will be carried out before the statements are finalised for audit and, if necessary, adjustments will be made for any further provisions identified post year-end.











		



		

		Detail

		For Management to Consider

		Management Response



		

		due to the draft accounts being prepared later than in prior years.

		

		



		

7

		

Expenditure accrual



Audit testing identified an expenditure accrual that had been included within the 2022-23 draft statement of accounts, totalling £23,760. On review of this transaction, the goods had not been received until April 2023.

This was not amended for in the 2022-23 financial statements.

		





Review for year-end accruals should be strengthened to ensure that the receipt of goods within the financial year is confirmed prior to the accrual being made.

		





Recommendation accepted.



		

8

		

Fixed Asset Register amendments



Audit testing identified that a new component of a building (the roof) had been entered onto the fixed asset register (FAR) for the first time as it exceeded the de-minimis threshold for individual recognition.

We identified that the entries made within the asset register were incorrect

		





DPP should ensure that the accounting entries in relation to components are accurately reflected.

		





Recommendation accepted.











		



		

		Detail

		For Management to Consider

		Management Response



		

		(the balances recognised within the revaluation reserve for the roof was overstated by £700k and the revaluation gain on the building was understated) as a result of the opening balance entries not being entered onto the FAR.



No amendments were required for the Statement of Accounts as the total revaluation reserve balance was unaffected. However, if not corrected, this could affect how any future losses are treated via the revaluation reserve or the Comprehensive Income and Expenditure Statement (CIES).

		

		



		

9

		

Note 29 - Other Employees Banding Disclosure

Other Employees disclosures within Note 29 were incorrectly compiled based on FTE salaries instead of actual remuneration. This issues was identified during the 2021-22 audit and Audit Wales spent time discussing the issue with officers to ensure the disclosure was prepared in accordance with the code.

		



Officers should ensure that where any amendments have been made during the annual audit, that these are built in to the following years working papers.

		



Recommendation accepted.











		



		

		Detail

		For Management to Consider

		Management Response



		

		The note for the draft 2022-23 statement of accounts was then compiled using the previous incorrect approach.

		

		



		

IT Recommendations



		

10

		

29 staff have Domain admin rights on the network.

Allowing staff to have elevated privileges such as domain admin rights on the network increases the risk of inappropriate use of and access to the network.

		

The number of staff with Domain admin rights should be reviewed to ensure that these remain appropriate.

		

Recommendation accepted.



		

11

		

ICT Disaster Recovery Plans are under development and not yet complete with some being out of date and some including “TBC”.

There is a risk that should there be a disaster or outage that appropriate plans are not in place.

		

ICT Disaster Recovery Plans should be finalised and implemented as a matter of priority.

		

Recommendation accepted.
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Police and Crime Commissioner for Dyfed Powys and Chief Constable of Dyfed Powys Police Annual Audit Letter 2023FF



This is our annual audit letter for the Police and Crime Commissioner for Dyfed Powys and Chief Constable of Dyfed Powys Police.

It summarises the key messages and conclusions arising from my statutory responsibilities under the Public Audit (Wales) Act 2004 and my reporting responsibilities under the Code of Audit Practice.

The Police and Crime Commissioner’s and Chief Constable’s responsibilities

It is the Police and Crime Commissioner’s (the Commissioner) and Chief Constable’s responsibility to:

· put systems of internal control in place to ensure the regularity and lawfulness of transactions and to ensure that their assets are secure;

· maintain proper accounting records;

· prepare a Statement of Accounts in accordance with relevant requirements; and

· establish and keep under review appropriate arrangements to secure economy, efficiency and effectiveness in their use of resources.



Police bodies in Wales prepare their financial statements in accordance with the requirements of the CIPFA/LASAAC Code of Practice on Local Authority Accounting in the United Kingdom. This Code is based on International Financial Reporting Standards.



My audit responsibilities and conclusions

Each year the Auditor General audits the Commissioner’s and Chief Constable’s financial statements to make sure that public money is being properly accounted for.



The Public Audit (Wales) Act 2004 requires me to:

· provide an audit opinion on the accounting statements;

· review the body’s arrangements to secure economy, efficiency and effectiveness in its use of resources; and

· issue a certificate confirming that I have completed the audit of the accounts.



The financial statements prepared by the Commissioner and Chief Constable present a true and fair view of their financial position and transactions

The draft statements were presented for audit on 8 December 2023. This was after the deadline of 31 July 2023 set by Welsh Government.



The draft statements presented for audit were of adequate quality - we did identify a larger than usual level of errors and have recommended that quality assurance arrangements for the statement of accounts are strengthened.



The Auditor General gave unqualified opinions on the financial statements on 15 March 2024, after the deadline agreed with Welsh Government of 30 November 2023. The audit was delivered later than in previous years mainly due to the impact of new auditing standard requirements. These were covered in our audit plan considered by the Joint Audit Committee on 8 November 2023. In addition, this year’s audit was delayed given that the draft statements were not presented for audit until 8 December 2023.



There were a number of changes made to the financial statements arising from our audit work, which were reported to the Joint Audit Committee in our Audit of Financial Statements Report in March 2024.



The Annual Governance Statements and Narrative Reports accompanying the annual accounts were prepared in line with the CIPFA Code and relevant guidance. They were consistent with the financial statements and with our knowledge of Dyfed Powys Police.



I am satisfied that the Commissioner and Chief Constable have appropriate arrangements in place to secure economy, efficiency and effectiveness in their use of resources

My consideration of the body’s arrangements to secure economy, efficiency and effectiveness has been based on:

· the audit work undertaken on the statement of accounts;

· the results of the audit work undertaken on the Commissioner’s and Chief Constable’s systems of internal control, as reported in the Annual Governance Statement;

· the results of other work carried out by the Auditor General including our review of collaboration of emergency services in Wales and between the four Welsh forces;

· the results of the work of other external review bodies, e.g. His Majesty’s Inspectorate of Constabulary and Fire & Rescue Services (HMICFRS), where relevant to my responsibilities; and

· any other work, including from Internal Audit, that I considered necessary to discharge my responsibilities.



For the purposes of my work, I evaluated the Commissioner’s and Chief Constable’s systems against a number of questions. This approach is set out in detail in Appendix 1 to this letter. For each question, I consider whether there are gaps in the arrangements expected to be in place, and the significance of those gaps.



Based on the work I have undertaken, I am satisfied that the Commissioner and Chief Constable have appropriate arrangements in place to secure economy, efficiency, and effectiveness in their use of resources.



I issued a certificate confirming that the audit of the accounts of the Commissioner and Chief Constable have been completed on 15 March 2024

I received no electors’ questions or objections in relation to the 2022-23 audit. Having given an audit opinion on the financial statements and concluded on the

Commissioner’s and Chief Constable’s arrangements to secure economy, efficiency and

effectiveness in its use of resources, I was able to certify that the audit was complete when I issued my audit opinion.







Financial audit fee



The financial audit fee for 2022-23 is expected to be approximately £97,000 which is consistent with the estimate reported in our Audit Plan.







Yours sincerely

[image: ]

Matthew Edwards Engagement Director

For and on behalf of the Auditor General for Wales



Appendix 1



Criteria to assess arrangements for securing economy, efficiency and effectiveness in the use of resources



Exhibit 1: criteria for assessing arrangements



		



		Corporate performance management and financial management arrangements

		Questions on arrangements



		

Establishing objectives determining policy and decision making

		

Has the Commissioner/Chief Constable put in place arrangements for setting, reviewing and implementing their strategic and operational objectives?



		

Meeting the needs of users, stakeholders and the local population

		

Has the Commissioner/Chief Constable put in place channels of communication with the local population, users of the service, and other stakeholders including partners, and are there monitoring arrangements to ensure that key messages about services are taken into account?



		

Monitoring and reviewing performance

		

Has the Commissioner/Chief Constable put in place arrangements for monitoring and scrutiny of performance, to identify potential variances against strategic objectives, standards and targets, for taking action where necessary and reporting to the Commissioner/Chief Constable?



		

Compliance with established policies

		

Has the Commissioner/Chief Constable put in place arrangements to maintain a sound system of internal control, including those for ensuring compliance with laws and regulations, and internal policies and procedures?



		

Operational and financial risks

		

Has the Commissioner/Chief Constable put in place arrangements to manage their significant business risks?









		



		Corporate performance management and financial management arrangements

		Questions on arrangements



		

Managing financial and other resources

		

Has the Commissioner/Chief Constable put in place arrangements to evaluate and improve the value for money they achieve in their use of resources?



		

		

Has the Commissioner/Chief Constable put in place arrangements to ensure that their spending matches their available resources?



		

		

Has the Commissioner/Chief Constable put in place arrangements for managing and monitoring performance against budgets, taking corrective action where appropriate, and reporting the results to senior management and the Commissioner/Chief Constable?



		

Proper standards of conduct etc.

		

Has the Commissioner/Chief Constable put in place arrangements for monitoring and scrutinising performance, to identify potential variances against strategic objectives, standards and targets for taking action?



		

		

Has the Commissioner/Chief Constable put in place arrangements that are designed to promote and ensure probity and propriety in the conduct of their business?









		



		Have auditors identified any indications that proper arrangements may not be in place from a review of the following sources during the course of their normal audit work?

		Findings and conclusion



Based on findings below there are no indications that proper arrangements may not be in places this.



		

Audit of accounts

		

Unqualified opinion issued on 15 March 2024.



		

Local and national Audit Wales reports

		

Review of collaboration of emergency services in Wales. Findings from this review were issued in January 2022.



The review concluded that that ‘blue light’ emergency service is slowly growing but requires a step change in activity to maximise impact and make the best use of resources.



		

Internal audit reports

		

During 2022/23, TIAA undertook 22 reviews (25 in 2021/22) including 11 undertaken collaboratively across Welsh Forces. Of the 22, 9 were assessed as providing substantial assurance (11 in 2021/22), 7 with reasonable assurance (10 in 2021/22), 2 were advisory reports, 2 with limited assurance (APR) (2 in 2021/22), and 3 were deferred to 2023/24.



The Head of Internal Audit opinion was: the Police and Crime Commissioner and the Chief Constable have adequate and effective management, control and governance processes in place to manage the achievement of their objectives.









		



		Have auditors identified any indications that proper arrangements may not be in place from a review of the following sources during the course of their normal audit work?

		Findings and conclusion



Based on findings below there are no indications that proper arrangements may not be in places this.



		

His Majesty's Inspectorate of Constabulary and Fire & Rescue Services (HMICFRS) Inspection reports

		

The Force was inspected by HMICFRS in 2021 and was re-visited during 2022, as part of an extended evidence gathering period for the new HMICFRS Continuous Assessment Police, Effectiveness, Efficiency and Legitimacy (PEEL) framework.



The 2021/2022 PEEL report was subsequently published in August 2022.. The Force were considered to be ‘Good’ in four areas, ‘Adequate’ in six areas and ‘Requiring Improvement’ in one area.



		

Review of key papers e.g. strategies, plans, meeting papers, etc

		

A review of the key papers is carried out as part of our audit process. We consider if the Financial Statements and the Annual Governance Statement are consistent with the information we have gathered from these sources.



		

Budget reporting

		

The Medium-Term Financial Strategy 2022/23 - 2026/27 outlines budget requirements and spending expectations. This strategy is (four-year forward view) refreshed annually to ensure forthcoming funding shortfalls are identified early and corrective action taken, thus ensuring resources match planned expenditure.











The Auditor General is independent of government, and was appointed by Her Majesty the Queen. The Auditor General undertakes his work using staff and other resources provided by the Wales Audit Office, which is a statutory board established for that purpose and to monitor and advise the Auditor General. The Wales Audit Office is held to account by the Senedd.

The Auditor General audits local government bodies in Wales, including unitary authorities, police, fire and rescue authorities, national parks and community councils. He also conducts local government value for money studies, assesses compliance with the remaining requirements of the Local Government (Wales) Measure 2009 and may undertake special inspections under the Local Government and Elections (Wales) Act 2021.

Beyond local government, the Auditor General is the external auditor of the Welsh Government and its sponsored and related public bodies, the Senedd Commission and National Health Service bodies in Wales.

Audit Wales is the non-statutory collective name for the Auditor General for Wales and the Wales Audit Office, which are separate legal entities with their own legal functions, as described above. Audit Wales is not a legal entity.

We welcome correspondence and telephone calls in Welsh and English. Corresponding in Welsh will not lead to delay. Rydym yn croesawu gohebiaeth a galwadau ffôn yn Gymraeg a Saesneg. Ni fydd gohebu yn Gymraeg yn arwain at oedi.

This document is also available in Welsh.
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		Annual Governance Statement Actions Table

		Year		Ref		Action		Status		 Carried Over Update/Response 2021/22		Actions/Direction		Update/Response		Timescales to Complete		Governance Board		Owner

		19/20		3.2		Accessibility and transparency of a number of HR processes		IN PROGRESS		All HR policies are in the process of being checked and updated in readiness for switch over to DPPi2 in March 2023. All force policies are subject to checks and reviews prior to this date and to be completed by September 2022. The new policy template was completed, and all policies are being transferred at point of review into the new template. There is in addition a simple process/flowchart that has been created as a guide for policy writers/reviewers.
Annual review of policies is standard requirement. 
Smarter working completed end March 2022.
Policy reviews are now a standing agenda items on senior leader boards, also reporting to the DCC Chaired, Recovery, Change and Transformation Board.		Review all outstanding HR policies and prioritise action to bring up to date
Review where policies can be combined, reduce any policies that are no longer required
Separate policy from procedure (where currently combined) in line with force practice/requirements
Report progress via the People, Ethics & Culture Board
Ensure policies are accessible to staff on the force Intranet
		Update May 2024
There are twenty-three (23) HR policies available to police officers, police staff and volunteers via the DPPi2 platform. The policies were transferred from DPPi in 2022 and are accessible to staff.
A number of policies that required significant reworking will be presented at Joint Negotiating & Consultative Committee (JNCC) on the 6th June for approval. These include Attendance Management and Performance Management.
An update was provided on HR owned policies at the People, Culture & Ethics Board on 10th May 2024. It was agreed Federation and Unison would be asked for feedback on remaining policies overdue for review. Where policies remain legislatively compliant (HR believe this is the case) and Federation and Unison agree they remain fit for purpose and do not require any amendment the policies will be transferred to the new policy template and republished. 
As part of the review of compliance highlighted above the new EIA  (Equality Impact Assessment) will be completed.
Work is ongoing to upload/replace policies to the force Intranet and where appropriate, internet as part of the wider Force Publication Scheme. Of note, all Force policies require translation on completion of review prior to publication.
A request for an extension to the timescales to complete the action by September 2024 has been submitted.		Sep-24		People, Ethics & Culture Board		Steve Cadenne
Human Resources

		19/20		3.3		Co-ordination of engagement activity between the Office of the Police and Crime Commissioner and force		Complete		Regular meetings take place between the Force and OPCC with the Force Head of Corporate Communications also attending Policing Board.  Content that there is more synergy between OPCC and Force activity.  
The Connecting with Communities Group continues to meet to ensure coordination of community engagement between the force and OPCC takes place.  To further improve the work of this group, clear reporting of information, concerns and good practice should take place within the joint governance structure.

		19/20		3.5		A more structured and consistent approach to learning from problem solving, mistakes and lessons learned.  		COMPLETE		Problem-solving plans have a case owner (OIC) and are subsequently supervised accordingly. Plans are reviewed by the Safer Communities Hub at intervals, offering support and guidance, then evaluated before closure. 
The quality and impact of problem-solving is assessed and evaluated by the Force Problem Solving Co-ordinator, drawing on lessons and best practice. Best practice is shared through various communications channels.
The force has adopted the OSARA model to support and inform the Chief Constables' priority areas of DA, RASSO and Illicit Drugs programmes. Prior to this the OSARA has been used in a number of areas to include the E2E project.
Audits and reviews across a significant number of areas of policing has and continues to be undertaken and is a continuous process and informs the forces commitment to continuous improvement and a problem-solving approach.				May 2023: A Strategic Learning the Lessons Board was established in October 2022. A new online learning the lessons solution has been created to support learning and lessons in the force that is due to launch in the summer of 2023.

		19/20		3.6		Governance and 
financial management of collaboration arrangements.		COMPLETE		Considerable progress has been made with a detailed action plan having been developed and reported to JAC.  The implementation of actions will be overseen through the All-Wales Collaboration Management Board and Welsh Police Finance and Resources Group.
A new pillar has been added to the force governance Chaired by the force Head of Finance. The Finance, Productivity and Efficiency Group is the local group reporting into the Regional Productivity and Efficiency Group. Collaboration is a standing agenda item on this group, along with any new business case proposals/submissions, force risk and benefits. A new benefit register that includes collaboration benefits is currently in draft (awaiting national templates to complete).				May 2023: A benefits strategy is being developed by NWP along with a benefits reporting and management tool for collaborations. The anticipated national benefits templates have not materialised. Dyfed Powys Police have developed a benefits framework to support the identification and managment of benefits locally that has been shared with the other Welsh forces. The financial management of collaboration arrangements is well established within the regional collaboration governance and via Finance JAG.

		19/20		3.1		Evaluation of Commissioned Services		COMPLETE		Further evaluation activity has been undertaken during 2020/21 but has been impacted by Covid-19 restrictions. Work is ongoing to ensure a fully embedded process is in place that ensures there is a clear understanding of the impact and return on investment of such services.  This further supports the work undertaken through the OPCC Commissioning Board which provides a greater level of scrutiny of commissioned services.



		20/21		4.2		Establish and monitor a recovery plan in order to identify new and improved organisational and operational delivery of services and to understand lessons learnt from our response to the coronavirus pandemic.		COMPLETE		All portfolios and business areas now report into the Recovery, Change and Transformation Board and this will continue as business as usual coming out of the pandemic.
In addition, all business continuity plans are being reviewed to align to smarter working.
The former business improvement team are now the change team and are being upskilled in project and change management and are supporting a number of priority projects in force.
NOTE: Term 'Recovery' removed from Board in 2022 (post pandemic)				May 2023: Business Continuity Plans are currently being refreshed/updated. New and improved organisational and operational delivery of services is a continuous process. Lessons Learned from the force response to the coronavirus pandemic have been gained from post pandemic reviews (local, regional and national reviews)

		20/21		4.4		Set out the process by which the Business Improvement and Information Management Department carries out its audit functions which aim to drive improvement to data integrity. Ensure that where gaps are identified through HMIC inspections, Force deep-dive activity and the FMS, these are monitored and addressed through the appropriate mechanisms.		COMPLETE		Work has been undertaken to map the various audits undertaken that inform our understanding of data integrity.  The next steps will be to consider whether these functions continue to be undertaken as they are, or whether there is centralised coordination or indeed centralised auditing.				May 2023: Following recent restructures, a request to undertake CI events for Information Management are due to take place. Following HMIC Inspection with regard Crime Data Integrity, the force has taken a number of actions and improvements to include an increase in 4 resources into the CDIU to manage demand. New and additional training, process improvements ensuring compliance and accuracy with the guidance. Since October 2022 there is an upward trajectory in relation to CDI compliance which is continuously monitored by the CAT.



		21/22		5.1		A process must be determined by which force policies are reviewed, refined, approved, and discharged.  It must clearly document the responsibilities for ownership, authorisation, and consultation.		COMPLETE		A new policy framework, process and guidance has been completed. 

		21/22		5.2		A holistic review of all force policies must be undertaken to determine those that require review as well as enabling the identification of gaps in policy areas.  This includes but is not limited to:
Whistleblowing policy
Procurement policy
Counter fraud policy
Changing for Special Police Services		COMPLETE		A new policy framework, process and guidance has been completed.

		21/22		5.3		To develop an Information Sharing Protocol between the Force and OPCC that underpins the principles set out in the Policing Protocol Order		Request to discharge		The force and the OPCC have signed up to the WASPI (Wales Accord on the Sharing of Personal Information). The WASPI framework provides a practical approach to sharing personal information, common standards, and templates for developing Information Sharing Protocols (ISPs) and Data Disclosure Agreements (DDAs).		Develop Information Sharing Protocol		The principles as set out in the Policing Protocol Order 2023 (updated) with regard to information sharing are clear and specific in sections 17 (k); 19;  23(e & l); 24(f) & 31.
There are common standards in place for sharing of information between the Force and the OPCC to include the requirements set out by the Data Protection Act 1998, the Police Reform and Social Responsibility Act 2011, Freedom of Information Act 2000 and the Policing and Crime Act 2017. The Force and OPCC follow the principles of management of police information (MOPI) that ensures both corporations comply with the law and manage risk associated with police information. 		May-24		Information Assurance Board		OPCC/Information Management (TBC)

		21/22		5.4		To develop the principles of a Board Assurance Framework that supports in the identification of corporate governance risks, thus informing the AGS, FMS and any other related documentation.		COMPLETE		Corporate risks are a standing agenda item on all boards and a new corporate risk register has been developed and risk processes reviewed and streamlined to meet the requirements. All risks are reported and reviewed by the JAC and via the force governance into the DCC Chaired Recovery, Change and Transformation Board. The supporting governance for all corporate risk is via the Finance, Productivity and Efficiency Board, that also reports on audit, inspection, and FMS matters.				May 2023: Force Risk was subject to internal Audit in 2022 with substantial reassurance and no recommendations. A Risk Frameowrk has been developed in force that is recognised as best practice nationally.

		21/22		5.5		To ensure the processes designed to address the reported causes for concern as regards to Crime Data Integrity mitigate the risks identified and improve data integrity significantly.		COMPLETE		A new Crime Data integrity and Victims Board has been added to the governance with new boards due to commence in June 2022. Draft Terms of Reference have been completed and are currently out for input/review. This board brings together the former SCRUG and other interdependent areas into one board.
End2End interim report completed with final report (Business as Usual) due to report in July 2022.				May 2023: The Crime Data Integrity and Victims Board has been moved to a Group following annual review of governance and force leadership restructure. 

		21/22		5.6		To establish and embed a robust approach to Change and Programme Management in both the Force and OPCC ensuring appropriate governance is in place.		COMPLETE		New templates have been developed for project and programme management with business improvement staff currently being upskilled to support projects and change in force. Training and development of OPCC staff in projects and change is available.
A new Head of Programmes and Change was appointed into force in January 2022.				
October 2023: The Change and Transformation Board (TOR) has been developed ensuring any business cases and/or case for change are now submitted via the board prior to any approvals being given.						Service Improvement Unit (SIU)



		22/23		6.1		To embed the new governance framework and group responsibilities, ensuring they support good governance and effective organisational management		Complete						May 2023: The annual review of Governance was reviewed and reported in February 2023.

		22/23		6.2		To develop and implement the Chief Constable’s Delivery Plan, ensuring delivery of Police and Crime Commissioner’s Police and Crime Plan and Chief Constable’s priorities.		Complete						May 2023: The Chief Constables Delivery Plan is published

		22/23		6.3		To restructure the OPCC, ensuring appropriate resources and processes are in place to support the delivery of the Commissioner’s responsibilities in line with his Police and Crime Plan.   		COMPLETE						May 2023: The restructure is complete. Awaiting the appointment of a small number of roles/posts to complete this action.
October 2023: COMPLETE						OPCC

		22/23		6.4		Develop force performance arrangements to ensure efficient performance reporting at all levels in the force		COMPLETE		The Introduction of Niche and creation of PowerBI Dashboards completes this action.		Development of Performance reporting products and dashboards		May 2023: The Introduction of Niche and creation of BI Dashboards completes this action

February 2024: Now that Niche RMS and BI tools are established, performance reporting and the development of products and dashboards is a continuous process as business as usual (BAU)		Dec-24		Force Performance Board		Service Improvement Unit (SIU)

		22/23		6.5		Review arrangements in place to deliver statutory and non-statutory surveys, ensuring feedback from local communities influences changes in service delivery		Request sign  off Complete		Under review, interim arrangements in place post COVID. 		The force is awaiting national guidance on changes proposed to surverys (victim satisfaction).
Non-statutory surveys involving feedback from local communities with the OPCC		The National survey following pilot was not rolled out wider following pilot. 
HDPP extended contract with ORS for another year, there was no break in service and the survey is now linked to a Power-Bi reporting tool. This is subject to scrutiny at LPA and DCC victim focused performance meetings. A quarterly thematic report drawing all quality assurance activity will be reported at the CC Performance Board. 
During 2023-24, the OPCC have continued to utilise their Victim Engagement Forum for feedback. They have consulted with forum members on the following;
•            Barriers that Victims face in reporting DA & RASSO crimes
•            ISVA Recommissioning
•            Domestic Abuse Alarms
The Precept Consultation in an annual survey that the OPCC conduct to seek the views and opinion of residents and tax payers on the PCC’s proposals for expenditure in that financial year.
In addition to the Precept Consultation, the OPCC consulted with Young People for their views on policing and crime in their area in 2023-24.  Feedback was shared with partners at a Youth Conference organised by the PCC’s Youth Ambassadors.
From May to August 2024, the OPCC will be consulting with the public via an online questionnaire and a series of Focus Groups on what people view the PCC should consider as key priorities for Dyfed-Powys Police in his new Police and Crime plan.		Apr-24		Force Executive Board
OPCC (non-statutory)		OPCC
Service Improvement Unit (SIU)

		22/23		6.6		Review governance and financial management arrangements in place for the GoSafe Partnership		IN PROGRESS		Under Review. Cuts to funding and financial challenges in this area currently.		Review		A strategic finance review is being undertaken by Ian Williams, Assistant Director Corporate Finance, South Wales Police with ACC Meyrick (Swp) leading for an All-Wales perspective.		Apr-24		Strategic Finance & MTFP Board		Finance

		22/23		6.7		To consider the organisation’s   Corporate Services function and whether it adequately supports organisational business. 		COMPLETE						23.08.2023 The forces corporate services functions are now aligned under the new Service Improvement Unit (SIU) following the Force Review.						Service Improvement Unit (SIU)

		22/23		6.8		As identified as part of the self-assessment of compliance to the CIPFA Financial Management Code, further develop financial resilience indicators and sensitivity analysis in relation to service demand changes, which will be considered through the Medium-Term Financial Planning process.		COMPLETE						May 2023: Details included in 2020/21 AGS (See end statement)

		22/23		6.8		As identified as part of the self-assessment of compliance to the CIPFA Financial Management Code, further develop financial resilience indicators and sensitivity analysis in relation to service demand changes, which will be considered through the Medium-Term Financial Planning process.		COMPLETE		The force undertook due diligence to include options for future delivery of internal audit services. 
Improvements have been made to the planning of audits and audit themes. Internal audit is seen as an important resource that supports good governance in Force.



		23/24		7.1		Planning and Assurance Cycle review		IN PROGRESS		New		Improvements to the Force Annual Planning and Assurance Cycle (PAC), to include alignment of performance, workforce, operating model andMTFP schedules and reporting requirements.		PAC is being presented to JAC June 2024 - no update required		Apr-24		Force Executive Board (general)
Force Performance Board (demand/performance)		Service Improvement Unit (SIU)

		23/24		7.2		Digital Forensics review		Request sign  off Complete		New		Action to be undertaken to reduce backlogs and develop new triage process for the management of demand.		The number of cases and devices in the backlog have significantly reduced since the start of 2023 (From 448 to 80 device backlog representing an 82% reduction) following the implementation of several long-term changes within the DFU Action plan, which include:
- 	An increase in the number of staff examining devices and the introduction of a two-tier resource structure (new Technician roles) maximising processing efficiencies.
- 	Replacement hardware allowing faster processing times.
- 	Implementation of Improved storage infrastructure allowing efficient data storage and transfer.
- 	Acquisition of new software reducing manual review times.
- 	Refining processes and ensuring proportionate forensic examination strategies.
The draft independent review of DFU by TIAA received an overall assessment of 'substantial assurance' with good practice identified with no recommendations for improvement required.		Apr-24		Strategic Vulnerability Board		Digital Forensics Unit

		23/24		7.3		Use of Stop and Search/Use of Force		COMPLETE		New		Following HMICFRS recommendation, improvements to be made on how the force scrutinises stop and search data and use of force.		March 2024
Please see attached link to published reports demonstrating improvements in the process and reporting of stop search data and information.

https://www.dyfed-powys.police.uk/police-forces/dyfed-powys-police/areas/stats-and-data/stats-and-data/stop-and-search2/		Apr-24		Criminal Justice, Custody, Investigations & Intelligence Board		Operations

		23/24		7.4		Domestic Abuse/Stalking and Harassment (DASH)		Request sign  off Complete		New		Following HMICFRS recommendation, improvements to be made in the Forces response to DASH through.
Improving response from initial contact to finalistation
Future proof processes to continuously improve services to victims
Develop new training and improve knowledge		DASH -Secondary reviews of all DASH are being undertaken as opposed to reviews on High Risk which was the case during the inspection. Staffing within the SRAU has changed to 10.45 FTE instead of the established posts of 7. It is clear that the increase in demand and the challenges of NICHE mean that the department is unable to manage with demand with less than 11 staff. The Robotic solution is due to land in June 2024, and we will revaluate at that point. All issues have been raised in FMS. A new DARA risk gradings are in the process of being rolled out and significant training has been undertaken for secondary assessors and DAO's. A vulnerability hub training package has been developed and will be rolled out to staff in the Summer. Performance data is captured within the hub to monitor and manage queues within the CRU and SRAU allowing greater focus on backlogs in addition there is reporting at ACC's weekly. The stalking coordinator post has been filled and there is a new civil orders officer, helping us to improve the response to victims. The force has delivered Safer lives training to frontline staff with the hope this will improve the service delivery to victims.		Apr-24		Strategic Vulnerability Board		Public Protection/CID

		23/24		7.5		Internal Audit		IN PROGRESS		New		The Force to undertake due diligence to include options for future delivery of internal audit services.		The Force has gone out to tender to appoint a new contract.  The contract will run from 1st September 2024.  There will be key measures within the scope of the contract to ensure all aspects on service delivery are reviewed and are up to standard		Sep-24		Strategic Finance & MTFP Board		Finance

		23/24		7.6		CIPFA FM Code Compliance - Financial Resilience		IN PROGRESS		New		Further work on Financial Resilience Assessment to be undertaken to include scenario planning and consideration of mitigations		The Force has undertaken a further assessment against the Financial Resilience Assessment criteria which will be discussed at the next Strategic Finance and MTFP meeting in June 24		Sep-24		Strategic Finance & MTFP Board		Finance

		23/24		7.7		CIPFA FM Code Compliance - Options Appraisal		IN PROGRESS		New		Further work on ensuring option appraisals, benefits realisation, guidance, and communication with stronger links between Change & Transformation Board and Force Efficiency Plan		Closer working is required between the service improvement unit and finance teams to coordinate the benefits and efficiencies of any change projects being undertaken in the Force.  Project Accountant post to support the SIU in terms of the financial aspects		Sep-24		Strategic Finance & MTFP Board		Finance

































Actions March 2024

		Annual Governance Statement Actions Table

		Year		Ref		Action		Status		 Carried Over Update/Response 2021/22		Actions/Direction		Update/Response		Timescales to Complete		Governance Board		Owner

		19/20		3.2		Accessibility and transparency of a number of HR processes		Ongoing		All HR policies are in the process of being checked and updated in readiness for switch over to DPPi2 in March 2023. All force policies are subject to checks and reviews prior to this date and to be completed by September 2022. The new policy template was completed, and all policies are being transferred at point of review into the new template. There is in addition a simple process/flowchart that has been created as a guide for policy writers/reviewers.
Annual review of policies is standard requirement. 
Smarter working completed end March 2022.
Policy reviews are now a standing agenda items on senior leader boards, also reporting to the DCC Chaired, Recovery, Change and Transformation Board.		Review all outstanding HR policies and prioritise action to bring up to date
Review where policies can be combined, reduce any policies that are no longer required
Separate policy from procedure (where currently combined) in line with force practice/requirements
Report progress via the People, Ethics & Culture Board
Ensure policies are accessible to staff on the force Intranet
		AGS 2022/23 Update
HR have transferred all their policies into the new DPPi2 Policies and Procedures template and are accessible to all staff.
A policy review schedule is in place and progress is tracked at JNCC for terms and conditions related policies and People, Culture & Ethics Board for other people related policies owned by People & Organisational Development Teams.
Policy updates are a continuous process and based on.
Changes in employment legislation
Force need e.g. Recruitment and Change Policies in 2022 updated to support Force Review requirements
Lesson learned from practical application of policies
Requests for change from staff side (Unison/Federation)

9th February 2024
A complete list of HR policies was submitted to board highlighting any out or compliance or out of review.
In updates the policies had been reviewed and a priority list created (RAG) with 6 red, 5 amber and 3 green. 
It was identified that some policies can be combined and some require more detailed work regarding processes and procedure changes.
The deadline to complete the work was confirmed in Board as June 2024.
		Jun-24		People, Ethics & Culture Board		Steve Cadenne
Human Resources

		19/20		3.3		Co-ordination of engagement activity between the Office of the Police and Crime Commissioner and force		Complete		Regular meetings take place between the Force and OPCC with the Force Head of Corporate Communications also attending Policing Board.  Content that there is more synergy between OPCC and Force activity.  
The Connecting with Communities Group continues to meet to ensure coordination of community engagement between the force and OPCC takes place.  To further improve the work of this group, clear reporting of information, concerns and good practice should take place within the joint governance structure.

		19/20		3.5		A more structured and consistent approach to learning from problem solving, mistakes and lessons learned.  		COMPLETE		Problem-solving plans have a case owner (OIC) and are subsequently supervised accordingly. Plans are reviewed by the Safer Communities Hub at intervals, offering support and guidance, then evaluated before closure. 
The quality and impact of problem-solving is assessed and evaluated by the Force Problem Solving Co-ordinator, drawing on lessons and best practice. Best practice is shared through various communications channels.
The force has adopted the OSARA model to support and inform the Chief Constables' priority areas of DA, RASSO and Illicit Drugs programmes. Prior to this the OSARA has been used in a number of areas to include the E2E project.
Audits and reviews across a significant number of areas of policing has and continues to be undertaken and is a continuous process and informs the forces commitment to continuous improvement and a problem-solving approach.				May 2023: A Strategic Learning the Lessons Board was established in October 2022. A new online learning the lessons solution has been created to support learning and lessons in the force that is due to launch in the summer of 2023.

		19/20		3.6		Governance and 
financial management of collaboration arrangements.		COMPLETE		Considerable progress has been made with a detailed action plan having been developed and reported to JAC.  The implementation of actions will be overseen through the All-Wales Collaboration Management Board and Welsh Police Finance and Resources Group.
A new pillar has been added to the force governance Chaired by the force Head of Finance. The Finance, Productivity and Efficiency Group is the local group reporting into the Regional Productivity and Efficiency Group. Collaboration is a standing agenda item on this group, along with any new business case proposals/submissions, force risk and benefits. A new benefit register that includes collaboration benefits is currently in draft (awaiting national templates to complete).				May 2023: A benefits strategy is being developed by NWP along with a benefits reporting and management tool for collaborations. The anticipated national benefits templates have not materialised. Dyfed Powys Police have developed a benefits framework to support the identification and managment of benefits locally that has been shared with the other Welsh forces. The financial management of collaboration arrangements is well established within the regional collaboration governance and via Finance JAG.

		19/20		3.1		Evaluation of Commissioned Services		COMPLETE		Further evaluation activity has been undertaken during 2020/21 but has been impacted by Covid-19 restrictions. Work is ongoing to ensure a fully embedded process is in place that ensures there is a clear understanding of the impact and return on investment of such services.  This further supports the work undertaken through the OPCC Commissioning Board which provides a greater level of scrutiny of commissioned services.



		20/21		4.2		Establish and monitor a recovery plan in order to identify new and improved organisational and operational delivery of services and to understand lessons learnt from our response to the coronavirus pandemic.		COMPLETE		All portfolios and business areas now report into the Recovery, Change and Transformation Board and this will continue as business as usual coming out of the pandemic.
In addition, all business continuity plans are being reviewed to align to smarter working.
The former business improvement team are now the change team and are being upskilled in project and change management and are supporting a number of priority projects in force.
NOTE: Term 'Recovery' removed from Board in 2022 (post pandemic)				May 2023: Business Continuity Plans are currently being refreshed/updated. New and improved organisational and operational delivery of services is a continuous process. Lessons Learned from the force response to the coronavirus pandemic have been gained from post pandemic reviews (local, regional and national reviews)

		20/21		4.4		Set out the process by which the Business Improvement and Information Management Department carries out its audit functions which aim to drive improvement to data integrity. Ensure that where gaps are identified through HMIC inspections, Force deep-dive activity and the FMS, these are monitored and addressed through the appropriate mechanisms.		COMPLETE		Work has been undertaken to map the various audits undertaken that inform our understanding of data integrity.  The next steps will be to consider whether these functions continue to be undertaken as they are, or whether there is centralised coordination or indeed centralised auditing.				May 2023: Following recent restructures, a request to undertake CI events for Information Management are due to take place. Following HMIC Inspection with regard Crime Data Integrity, the force has taken a number of actions and improvements to include an increase in 4 resources into the CDIU to manage demand. New and additional training, process improvements ensuring compliance and accuracy with the guidance. Since October 2022 there is an upward trajectory in relation to CDI compliance which is continuously monitored by the CAT.



		21/22		5.1		A process must be determined by which force policies are reviewed, refined, approved, and discharged.  It must clearly document the responsibilities for ownership, authorisation, and consultation.		COMPLETE		A new policy framework, process and guidance has been completed. 

		21/22		5.2		A holistic review of all force policies must be undertaken to determine those that require review as well as enabling the identification of gaps in policy areas.  This includes but is not limited to:
Whistleblowing policy
Procurement policy
Counter fraud policy
Changing for Special Police Services		COMPLETE		A new policy framework, process and guidance has been completed.

		21/22		5.3		To develop an Information Sharing Protocol between the Force and OPCC that underpins the principles set out in the Policing Protocol Order		Ongoing		The force and the OPCC have signed up to the WASPI (Wales Accord on the Sharing of Personal Information). The WASPI framework provides a practical approach to sharing personal information, common standards, and templates for developing Information Sharing Protocols (ISPs) and Data Disclosure Agreements (DDAs).		Develop Information Sharing Protocol		27th February 2024
CFO awaiting update.		May-24		Information Assurance Board		OPCC/Information Management (TBC)

		21/22		5.4		To develop the principles of a Board Assurance Framework that supports in the identification of corporate governance risks, thus informing the AGS, FMS and any other related documentation.		COMPLETE		Corporate risks are a standing agenda item on all boards and a new corporate risk register has been developed and risk processes reviewed and streamlined to meet the requirements. All risks are reported and reviewed by the JAC and via the force governance into the DCC Chaired Recovery, Change and Transformation Board. The supporting governance for all corporate risk is via the Finance, Productivity and Efficiency Board, that also reports on audit, inspection, and FMS matters.				May 2023: Force Risk was subject to internal Audit in 2022 with substantial reassurance and no recommendations. A Risk Frameowrk has been developed in force that is recognised as best practice nationally.

		21/22		5.5		To ensure the processes designed to address the reported causes for concern as regards to Crime Data Integrity mitigate the risks identified and improve data integrity significantly.		COMPLETE		A new Crime Data integrity and Victims Board has been added to the governance with new boards due to commence in June 2022. Draft Terms of Reference have been completed and are currently out for input/review. This board brings together the former SCRUG and other interdependent areas into one board.
End2End interim report completed with final report (Business as Usual) due to report in July 2022.				May 2023: The Crime Data Integrity and Victims Board has been moved to a Group following annual review of governance and force leadership restructure. 

		21/22		5.6		To establish and embed a robust approach to Change and Programme Management in both the Force and OPCC ensuring appropriate governance is in place.		COMPLETE		New templates have been developed for project and programme management with business improvement staff currently being upskilled to support projects and change in force. Training and development of OPCC staff in projects and change is available.
A new Head of Programmes and Change was appointed into force in January 2022.				
October 2023: The Change and Transformation Board (TOR) has been developed ensuring any business cases and/or case for change are now submitted via the board prior to any approvals being given.						Service Improvement Unit (SIU)



		22/23		6.1		To embed the new governance framework and group responsibilities, ensuring they support good governance and effective organisational management		Complete						May 2023: The annual review of Governance was reviewed and reported in February 2023.

		22/23		6.2		To develop and implement the Chief Constable’s Delivery Plan, ensuring delivery of Police and Crime Commissioner’s Police and Crime Plan and Chief Constable’s priorities.		Complete						May 2023: The Chief Constables Delivery Plan is published

		22/23		6.3		To restructure the OPCC, ensuring appropriate resources and processes are in place to support the delivery of the Commissioner’s responsibilities in line with his Police and Crime Plan.   		COMPLETE						May 2023: The restructure is complete. Awaiting the appointment of a small number of roles/posts to complete this action.
October 2023: COMPLETE						OPCC

		22/23		6.4		Develop force performance arrangements to ensure efficient performance reporting at all levels in the force		Request to Discharge		The Introduction of Niche and creation of PowerBI Dashboards completes this action.		Development of Performance reporting products and dashboards		May 2023: The Introduction of Niche and creation of BI Dashboards completes this action

February 2024: Now that Niche RMS and BI tools are established, performance reporting and the development of products and dashboards is a continuous process as business as usual (BAU)		Dec-24		Force Performance Board		Service Improvement Unit (SIU)

		22/23		6.5		Review arrangements in place to deliver statutory and non-statutory surveys, ensuring feedback from local communities influences changes in service delivery		IN PROGRESS		Under review, interim arrangements in place post COVID. 		The force is awaiting national guidance on changes proposed to surverys (victim satisfaction).
Non-statutory surveys involving feedback from local communities with the OPCC		October 2023:In terms of Victim Satisfaction Surveys, the force is in contract with ORS to deliver survey provisions until February 2024 (surveying victims of DA, Stalking, crime and ASB). The Home Office have been piloting a national survey with some volunteer forces and are currently reviewing the results of that process. The OPCC use an online service to manage communications and obtain feedback from a number of stakeholders to include.
Individuals who are in the public domain i.e. Local Councillors, AMs,PMs
Colleagues from external organisations
General public who have given consent to receive correspondence to include staff at engagement events and activities i.e. community engagement public meetings and via newsletters
		Apr-24		Force Executive Board
OPCC (non-statutory)		OPCC
Service Improvement Unit (SIU)

		22/23		6.6		Review governance and financial management arrangements in place for the GoSafe Partnership		IN PROGRESS		Under Review. Cuts to funding and financial challenges in this area currently.		Review		28/09/2023
Query received from the OPCC with regards to the Welsh Government funding and the GO Safe Programme.  Risk to be re-evaluated.  Maining a watching brief.  Edwin HARRIES will be advised via ACC Travis SWP if there is a change to the funding for this area in due course.		Apr-24		Strategic Finance & MTFP Board		Finance

		22/23		6.7		To consider the organisation’s   Corporate Services function and whether it adequately supports organisational business. 		COMPLETE						23.08.2023 The forces corporate services functions are now aligned under the new Service Improvement Unit (SIU) following the Force Review.						Service Improvement Unit (SIU)

		22/23		6.8		As identified as part of the self-assessment of compliance to the CIPFA Financial Management Code, further develop financial resilience indicators and sensitivity analysis in relation to service demand changes, which will be considered through the Medium-Term Financial Planning process.		COMPLETE						May 2023: Details included in 2020/21 AGS (See end statement)

		22/23		6.8		As identified as part of the self-assessment of compliance to the CIPFA Financial Management Code, further develop financial resilience indicators and sensitivity analysis in relation to service demand changes, which will be considered through the Medium-Term Financial Planning process.		COMPLETE		The force undertook due diligence to include options for future delivery of internal audit services. 
Improvements have been made to the planning of audits and audit themes. Internal audit is seen as an important resource that supports good governance in Force.



		23/24		7.1		Planning and Assurance Cycle review		IN PROGRESS		New		Improvements to the Force Annual Planning and Assurance Cycle (PAC), to include alignment of performance, workforce, operating model andMTFP schedules and reporting requirements.		Jan 2024
A new planning and assurance cycle (PAC) was presented to FEB in December 2023.
Feb 2024
Consultation on the new process has been completed with minor adjustments/inclusions made.
March 2024
Presentations to CCG and JAC scheduled.		Apr-24		Force Executive Board (general)
Force Performance Board (demand/performance)		Service Improvement Unit (SIU)

		23/24		7.2		Digital Forensics review		IN PROGRESS		New		Action to be undertaken to reduce backlogs and develop new triage process for the management of demand.		July 2023
The unit reported operating at 58% in May 2022 but this increased to 88% in May 2023. There was one reported vacancy and a period of time to train the new DFI's but there was a significant downward trajectory of demand reporting with backlogs reducing from 377 to 247 for number of cases and 112 to 61 for number of backlog devices.
The new server requirement is complete and additional software purchased, and new triage process introduced with the added benefit of reduced examination times.
		Apr-24		Strategic Vulnerability Board		Digital Forensics Unit

		23/24		7.3		Use of Stop and Search/Use of Force		COMPLETE		New		Following HMICFRS recommendation, improvements to be made on how the force scrutinises stop and search data and use of force.		March 2024
Please see attached link to published reports demonstrating improvements in the process and reporting of stop search data and information.

https://www.dyfed-powys.police.uk/police-forces/dyfed-powys-police/areas/stats-and-data/stats-and-data/stop-and-search2/		Apr-24		Criminal Justice, Custody, Investigations & Intelligence Board		Operations

		23/24		7.4		Domestic Abuse/Stalking and Harassment (DASH)		IN PROGRESS		New		Following HMICFRS recommendation, improvements to be made in the Forces response to DASH through.
Improving response from initial contact to finalistation
Future proof processes to continuously improve services to victims
Develop new training and improve knowledge				Apr-24		Strategic Vulnerability Board		Public Protection/CID

		23/24		7.5		Internal Audit		IN PROGRESS		New		The Force to undertake due diligence to include options for future delivery of internal audit services.				Sep-24		Strategic Finance & MTFP Board		Finance

		23/24		7.6		CIPFA FM Code Compliance - Financial Resilience		IN PROGRESS		New		Further work on Financial Resilience Assessment to be undertaken to include scenario planning and consideration of mitigations				Sep-24		Strategic Finance & MTFP Board		Finance

		23/24		7.7		CIPFA FM Code Compliance - Options Appraisal		IN PROGRESS		New		Further work on ensuring option appraisals, benefits realisation, guidance, and communication with stronger links between Change & Transformation Board and Force Efficiency Plan				Sep-24		Strategic Finance & MTFP Board		Finance

































Actions October 2023

		Annual Governance Statement Actions Table

		Year		Ref		Action		Status		 Carried Over Update/Response 2021/22		Update/Response		Owner

		19/20		3.2		Accessibility and transparency of a number of HR processes		Ongoing		All HR policies are in the process of being checked and updated in readiness for switch over to DPPi2 in March 2023. All force policies are subject to checks and reviews prior to this date and to be completed by September 2022. The new policy template was completed, and all policies are being transferred at point of review into the new template. There is in addition a simple process/flowchart that has been created as a guide for policy writers/reviewers.
Annual review of policies is standard requirement. 
Smarter working completed end March 2022.
Policy reviews are now a standing agenda items on senior leader boards, also reporting to the DCC Chaired, Recovery, Change and Transformation Board.		
October 2023: The force Policy Officer post remained vacant from the 26th February 2023. The position was filled 2nd October 2023 with the new postholder currently reviewing all policies for compliance that will be reporting non-compliance to Boards from end November 2023. 		Human Resources		Adele working with HR - there is schedule being developed.

		19/20		3.3		Co-ordination of engagement activity between the Office of the Police and Crime Commissioner and force		Complete		Regular meetings take place between the Force and OPCC with the Force Head of Corporate Communications also attending Policing Board.  Content that there is more synergy between OPCC and Force activity.  
The Connecting with Communities Group continues to meet to ensure coordination of community engagement between the force and OPCC takes place.  To further improve the work of this group, clear reporting of information, concerns and good practice should take place within the joint governance structure.

		19/20		3.5		A more structured and consistent approach to learning from problem solving, mistakes and lessons learned.  		COMPLETE		Problem-solving plans have a case owner (OIC) and are subsequently supervised accordingly. Plans are reviewed by the Safer Communities Hub at intervals, offering support and guidance, then evaluated before closure. 
The quality and impact of problem-solving is assessed and evaluated by the Force Problem Solving Co-ordinator, drawing on lessons and best practice. Best practice is shared through various communications channels.
The force has adopted the OSARA model to support and inform the Chief Constables' priority areas of DA, RASSO and Illicit Drugs programmes. Prior to this the OSARA has been used in a number of areas to include the E2E project.
Audits and reviews across a significant number of areas of policing has and continues to be undertaken and is a continuous process and informs the forces commitment to continuous improvement and a problem-solving approach.		May 2023: A Strategic Learning the Lessons Board was established in October 2022. A new online learning the lessons solution has been created to support learning and lessons in the force that is due to launch in the summer of 2023.

		19/20		3.6		Governance and 
financial management of collaboration arrangements.		COMPLETE		Considerable progress has been made with a detailed action plan having been developed and reported to JAC.  The implementation of actions will be overseen through the All-Wales Collaboration Management Board and Welsh Police Finance and Resources Group.
A new pillar has been added to the force governance Chaired by the force Head of Finance. The Finance, Productivity and Efficiency Group is the local group reporting into the Regional Productivity and Efficiency Group. Collaboration is a standing agenda item on this group, along with any new business case proposals/submissions, force risk and benefits. A new benefit register that includes collaboration benefits is currently in draft (awaiting national templates to complete).		May 2023: A benefits strategy is being developed by NWP along with a benefits reporting and management tool for collaborations. The anticipated national benefits templates have not materialised. Dyfed Powys Police have developed a benefits framework to support the identification and managment of benefits locally that has been shared with the other Welsh forces. The financial management of collaboration arrangements is well established within the regional collaboration governance and via Finance JAG.

		19/20		3.1		Evaluation of Commissioned Services		COMPLETE		Further evaluation activity has been undertaken during 2020/21 but has been impacted by Covid-19 restrictions. Work is ongoing to ensure a fully embedded process is in place that ensures there is a clear understanding of the impact and return on investment of such services.  This further supports the work undertaken through the OPCC Commissioning Board which provides a greater level of scrutiny of commissioned services.



		20/21		4.2		Establish and monitor a recovery plan in order to identify new and improved organisational and operational delivery of services and to understand lessons learnt from our response to the coronavirus pandemic.		COMPLETE		All portfolios and business areas now report into the Recovery, Change and Transformation Board and this will continue as business as usual coming out of the pandemic.
In addition, all business continuity plans are being reviewed to align to smarter working.
The former business improvement team are now the change team and are being upskilled in project and change management and are supporting a number of priority projects in force.
NOTE: Term 'Recovery' removed from Board in 2022 (post pandemic)		May 2023: Business Continuity Plans are currently being refreshed/updated. New and improved organisational and operational delivery of services is a continuous process. Lessons Learned from the force response to the coronavirus pandemic have been gained from post pandemic reviews (local, regional and national reviews)

		20/21		4.4		Set out the process by which the Business Improvement and Information Management Department carries out its audit functions which aim to drive improvement to data integrity. Ensure that where gaps are identified through HMIC inspections, Force deep-dive activity and the FMS, these are monitored and addressed through the appropriate mechanisms.		COMPLETE		Work has been undertaken to map the various audits undertaken that inform our understanding of data integrity.  The next steps will be to consider whether these functions continue to be undertaken as they are, or whether there is centralised coordination or indeed centralised auditing.		May 2023: Following recent restructures, a request to undertake CI events for Information Management are due to take place. Following HMIC Inspection with regard Crime Data Integrity, the force has taken a number of actions and improvements to include an increase in 4 resources into the CDIU to manage demand. New and additional training, process improvements ensuring compliance and accuracy with the guidance. Since October 2022 there is an upward trajectory in relation to CDI compliance which is continuously monitored by the CAT.



		21/22		5.1		A process must be determined by which force policies are reviewed, refined, approved, and discharged.  It must clearly document the responsibilities for ownership, authorisation, and consultation.		COMPLETE		A new policy framework, process and guidance has been completed. 

		21/22		5.2		A holistic review of all force policies must be undertaken to determine those that require review as well as enabling the identification of gaps in policy areas.  This includes but is not limited to:
Whistleblowing policy
Procurement policy
Counter fraud policy
Changing for Special Police Services		COMPLETE		A new policy framework, process and guidance has been completed.

		21/22		5.3		To develop an Information Sharing Protocol between the Force and OPCC that underpins the principles set out in the Policing Protocol Order		COMPLETE		The force and the OPCC have signed up to the WASPI (Wales Accord on the Sharing of Personal Information). The WASPI framework provides a practical approach to sharing personal information, common standards, and templates for developing Information Sharing Protocols (ISPs) and Data Disclosure Agreements (DDAs).

		21/22		5.4		To develop the principles of a Board Assurance Framework that supports in the identification of corporate governance risks, thus informing the AGS, FMS and any other related documentation.		COMPLETE		Corporate risks are a standing agenda item on all boards and a new corporate risk register has been developed and risk processes reviewed and streamlined to meet the requirements. All risks are reported and reviewed by the JAC and via the force governance into the DCC Chaired Recovery, Change and Transformation Board. The supporting governance for all corporate risk is via the Finance, Productivity and Efficiency Board, that also reports on audit, inspection, and FMS matters.		May 2023: Force Risk was subject to internal Audit in 2022 with substantial reassurance and no recommendations. A Risk Frameowrk has been developed in force that is recognised as best practice nationally.

		21/22		5.5		To ensure the processes designed to address the reported causes for concern as regards to Crime Data Integrity mitigate the risks identified and improve data integrity significantly.		COMPLETE		A new Crime Data integrity and Victims Board has been added to the governance with new boards due to commence in June 2022. Draft Terms of Reference have been completed and are currently out for input/review. This board brings together the former SCRUG and other interdependent areas into one board.
End2End interim report completed with final report (Business as Usual) due to report in July 2022.		May 2023: The Crime Data Integrity and Victims Board has been moved to a Group following annual review of governance and force leadership restructure. 

		21/22		5.6		To establish and embed a robust approach to Change and Programme Management in both the Force and OPCC ensuring appropriate governance is in place.		Request to discharge/
Complete		New templates have been developed for project and programme management with business improvement staff currently being upskilled to support projects and change in force. Training and development of OPCC staff in projects and change is available.
A new Head of Programmes and Change was appointed into force in January 2022.		
October 2023: The Change and Transformation Board (TOR) has been developed ensuring any business cases and/or case for change are now submitted via the board prior to any approvals being given.		Service Improvement Unit (SIU)



		22/23		6.1		To embed the new governance framework and group responsibilities, ensuring they support good governance and effective organisational management		Complete				May 2023: The annual review of Governance was reviewed and reported in February 2023.

		22/23		6.2		To develop and implement the Chief Constable’s Delivery Plan, ensuring delivery of Police and Crime Commissioner’s Police and Crime Plan and Chief Constable’s priorities.		Complete				May 2023: The Chief Constables Delivery Plan is published

		22/23		6.3		To restructure the OPCC, ensuring appropriate resources and processes are in place to support the delivery of the Commissioner’s responsibilities in line with his Police and Crime Plan.   		COMPLETE				May 2023: The restructure is complete. Awaiting the appointment of a small number of roles/posts to complete this action.
October 2023: COMPLETE		OPCC

		22/23		6.4		Develop force performance arrangements to ensure efficient performance reporting at all levels in the force		Complete				May 2023: The Introduction of Niche and creation of BI Dashboards completes this action

		22/23		6.5		Review arrangements in place to deliver statutory and non-statutory surveys, ensuring feedback from local communities influences changes in service delivery		IN PROGRESS				October 2023:In terms of Victim Satisfaction Surveys, the force is in contract with ORS to deliver survey provisions until February 2024 (surveying victims of DA, Stalking, crime and ASB). The Home Office have been piloting a national survey with some volunteer forces and are currently reviewing the results of that process. The OPCC use an online service to manage communications and obtain feedback from a number of stakeholders to include.
Individuals who are in the public domain i.e. Local Councillors, AMs,PMs
Colleagues from external organisations
General public who have given consent to receive correspondence to include staff at engagement events and activities i.e. community engagement public meetings and via newsletters
		OPCC
Service Improvement Unit (SIU)

		22/23		6.6		Review governance and financial management arrangements in place for the GoSafe Partnership		IN PROGRESS				28/09/2023
Query received from the OPCC with regaurds to the Welsh Government funding and the GO Safe Programme.  Risk to be re-evaluated.  Maining a watching brief.  Edwin HARRIES will be advised via ACC Travis SWP if there is a change to the funding for this area in due course.		Finance

		22/23		6.7		To consider the organisation’s   Corporate Services function and whether it adequately supports organisational business. 		COMPLETE				23.08.2023 The forces corporate services functions are now aligned under the new Service Improvement Unit (SIU) following the Force Review.		Service Improvement Unit (SIU)

		22/23		6.8		As identified as part of the self-assessment of compliance to the CIPFA Financial Management Code, further develop financial resilience indicators and sensitivity analysis in relation to service demand changes, which will be considered through the Medium-Term Financial Planning process.		COMPLETE				May 2023: Details included in 2020/21 AGS (See end statement)

		22/23		6.8		As identified as part of the self-assessment of compliance to the CIPFA Financial Management Code, further develop financial resilience indicators and sensitivity analysis in relation to service demand changes, which will be considered through the Medium-Term Financial Planning process.		COMPLETE		The force undertook due diligence to include options for future delivery of internal audit services. 
Improvements have been made to the planning of audits and audit themes. Internal audit is seen as an important resource that supports good governance in Force.



		23/24		7.1		Planning and Assurance Cycle review		IN PROGRESS		Following changes introduced 2022/23 improvements to the Force annual Planning and Assurance Cycle, to include alignment of performance, workforce, operating model and MTFP schedules and reporting requirements.				Service Improvement Unit (SIU)

		23/24		7.2		Digital Forensics review		IN PROGRESS		Report on actions taken to reduce backlogs and develop new triage process for the management of demand				Digital Forensics Unit

		23/24		7.3		Use of Stop and Search/Use of Force		IN PROGRESS		HMICFRS area requiring improvement on how the Force scrutinises stop and search data and use of force.				Operations

		23/24		7.4		Domestic Abuse/Stalking and Harassment (DASH)		IN PROGRESS		HMICFRS area requiring improvements in response to DASH through
	Improving response from initial contact to finalisation
	Future proof processes to continuously improve services to victims
	Develop new training and improve knowledge				Public Protection/CID

		23/24		7.5		Internal Audit		IN PROGRESS		Review internal audit provision (follows CiPFA report)				Finance





































Actions August 2023

		Annual Governance Statement Actions Table

		Year		Ref		Action		Status		 Carried Over Update/Response 2021/22		Update/Response		Owner

		19/20		3.2		Accessibility and transparency of a number of HR processes		Request to discharge/
Complete		All HR policies are in the process of being checked and updated in readiness for switch over to DPPi2 in March 2023. All force policies are subject to checks and reviews prior to this date and to be completed by September 2022. The new policy template was completed, and all policies are being transferred at point of review into the new template. There is in addition a simple process/flowchart that has been created as a guide for policy writers/reviewers.
Annual review of policies is standard requirement. 
Smarter working completed end March 2022.
Policy reviews are now a standing agenda items on senior leader boards, also reporting to the DCC Chaired, Recovery, Change and Transformation Board.		
August 2023: HR policies were reviewed and updated as part of the Force Review. Changes to a number of HR processes was also introduced as part of the Force Review. 

		19/20		3.3		Co-ordination of engagement activity between the Office of the Police and Crime Commissioner and force		Complete		Regular meetings take place between the Force and OPCC with the Force Head of Corporate Communications also attending Policing Board.  Content that there is more synergy between OPCC and Force activity.  
The Connecting with Communities Group continues to meet to ensure coordination of community engagement between the force and OPCC takes place.  To further improve the work of this group, clear reporting of information, concerns and good practice should take place within the joint governance structure.

		19/20		3.5		A more structured and consistent approach to learning from problem solving, mistakes and lessons learned.  		COMPLETE		Problem-solving plans have a case owner (OIC) and are subsequently supervised accordingly. Plans are reviewed by the Safer Communities Hub at intervals, offering support and guidance, then evaluated before closure. 
The quality and impact of problem-solving is assessed and evaluated by the Force Problem Solving Co-ordinator, drawing on lessons and best practice. Best practice is shared through various communications channels.
The force has adopted the OSARA model to support and inform the Chief Constables' priority areas of DA, RASSO and Illicit Drugs programmes. Prior to this the OSARA has been used in a number of areas to include the E2E project.
Audits and reviews across a significant number of areas of policing has and continues to be undertaken and is a continuous process and informs the forces commitment to continuous improvement and a problem-solving approach.		May 2023: A Strategic Learning the Lessons Board was established in October 2022. A new online learning the lessons solution has been created to support learning and lessons in the force that is due to launch in the summer of 2023.

		19/20		3.6		Governance and 
financial management of collaboration arrangements.		COMPLETE		Considerable progress has been made with a detailed action plan having been developed and reported to JAC.  The implementation of actions will be overseen through the All-Wales Collaboration Management Board and Welsh Police Finance and Resources Group.
A new pillar has been added to the force governance Chaired by the force Head of Finance. The Finance, Productivity and Efficiency Group is the local group reporting into the Regional Productivity and Efficiency Group. Collaboration is a standing agenda item on this group, along with any new business case proposals/submissions, force risk and benefits. A new benefit register that includes collaboration benefits is currently in draft (awaiting national templates to complete).		May 2023: A benefits strategy is being developed by NWP along with a benefits reporting and management tool for collaborations. The anticipated national benefits templates have not materialised. Dyfed Powys Police have developed a benefits framework to support the identification and managment of benefits locally that has been shared with the other Welsh forces. The financial management of collaboration arrangements is well established within the regional collaboration governance and via Finance JAG.

		19/20		3.1		Evaluation of Commissioned Services		COMPLETE		Further evaluation activity has been undertaken during 2020/21 but has been impacted by Covid-19 restrictions. Work is ongoing to ensure a fully embedded process is in place that ensures there is a clear understanding of the impact and return on investment of such services.  This further supports the work undertaken through the OPCC Commissioning Board which provides a greater level of scrutiny of commissioned services.



		20/21		4.2		Establish and monitor a recovery plan in order to identify new and improved organisational and operational delivery of services and to understand lessons learnt from our response to the coronavirus pandemic.		COMPLETE		All portfolios and business areas now report into the Recovery, Change and Transformation Board and this will continue as business as usual coming out of the pandemic.
In addition, all business continuity plans are being reviewed to align to smarter working.
The former business improvement team are now the change team and are being upskilled in project and change management and are supporting a number of priority projects in force.
NOTE: Term 'Recovery' removed from Board in 2022 (post pandemic)		May 2023: Business Continuity Plans are currently being refreshed/updated. New and improved organisational and operational delivery of services is a continuous process. Lessons Learned from the force response to the coronavirus pandemic have been gained from post pandemic reviews (local, regional and national reviews)

		20/21		4.4		Set out the process by which the Business Improvement and Information Management Department carries out its audit functions which aim to drive improvement to data integrity. Ensure that where gaps are identified through HMIC inspections, Force deep-dive activity and the FMS, these are monitored and addressed through the appropriate mechanisms.		COMPLETE		Work has been undertaken to map the various audits undertaken that inform our understanding of data integrity.  The next steps will be to consider whether these functions continue to be undertaken as they are, or whether there is centralised coordination or indeed centralised auditing.		May 2023: Following recent restructures, a request to undertake CI events for Information Management are due to take place. Following HMIC Inspection with regard Crime Data Integrity, the force has taken a number of actions and improvements to include an increase in 4 resources into the CDIU to manage demand. New and additional training, process improvements ensuring compliance and accuracy with the guidance. Since October 2022 there is an upward trajectory in relation to CDI compliance which is continuously monitored by the CAT.



		21/22		5.1		A process must be determined by which force policies are reviewed, refined, approved, and discharged.  It must clearly document the responsibilities for ownership, authorisation, and consultation.		COMPLETE		A new policy framework, process and guidance has been completed. 

		21/22		5.2		A holistic review of all force policies must be undertaken to determine those that require review as well as enabling the identification of gaps in policy areas.  This includes but is not limited to:
Whistleblowing policy
Procurement policy
Counter fraud policy
Changing for Special Police Services		COMPLETE		A new policy framework, process and guidance has been completed.

		21/22		5.3		To develop an Information Sharing Protocol between the Force and OPCC that underpins the principles set out in the Policing Protocol Order		COMPLETE		The force and the OPCC have signed up to the WASPI (Wales Accord on the Sharing of Personal Information). The WASPI framework provides a practical approach to sharing personal information, common standards, and templates for developing Information Sharing Protocols (ISPs) and Data Disclosure Agreements (DDAs).

		21/22		5.4		To develop the principles of a Board Assurance Framework that supports in the identification of corporate governance risks, thus informing the AGS, FMS and any other related documentation.		COMPLETE		Corporate risks are a standing agenda item on all boards and a new corporate risk register has been developed and risk processes reviewed and streamlined to meet the requirements. All risks are reported and reviewed by the JAC and via the force governance into the DCC Chaired Recovery, Change and Transformation Board. The supporting governance for all corporate risk is via the Finance, Productivity and Efficiency Board, that also reports on audit, inspection, and FMS matters.		May 2023: Force Risk was subject to internal Audit in 2022 with substantial reassurance and no recommendations. A Risk Frameowrk has been developed in force that is recognised as best practice nationally.

		21/22		5.5		To ensure the processes designed to address the reported causes for concern as regards to Crime Data Integrity mitigate the risks identified and improve data integrity significantly.		COMPLETE		A new Crime Data integrity and Victims Board has been added to the governance with new boards due to commence in June 2022. Draft Terms of Reference have been completed and are currently out for input/review. This board brings together the former SCRUG and other interdependent areas into one board.
End2End interim report completed with final report (Business as Usual) due to report in July 2022.		May 2023: The Crime Data Integrity and Victims Board has been moved to a Group following annual review of governance and force leadership restructure. 

		21/22		5.6		To establish and embed a robust approach to Change and Programme Management in both the Force and OPCC ensuring appropriate governance is in place.		Request to discharge		New templates have been developed for project and programme management with business improvement staff currently being upskilled to support projects and change in force. Training and development of OPCC staff in projects and change is available.
A new Head of Programmes and Change was appointed into force in January 2022.		May 2023: The changes in the force governance structures introduced in 2022 are now well established and were reviewed in February 2023. Guidance and Frameworks that support project and programme mangement have been developed to include; Risk, Benefits, Continuous Improvement & Policy. The use of five case business case methodologies is being introduced for business cases and a series of standard project documents have been created into a single workbook to support projects and change.



		22/23		6.1		To embed the new governance framework and group responsibilities, ensuring they support good governance and effective organisational management		Complete				May 2023: The annual review of Governance was reviewed and reported in February 2023.

		22/23		6.2		To develop and implement the Chief Constable’s Delivery Plan, ensuring delivery of Police and Crime Commissioner’s Police and Crime Plan and Chief Constable’s priorities.		Complete				May 2023: The Chief Constables Delivery Plan is published

		22/23		6.3		To restructure the OPCC, ensuring appropriate resources and processes are in place to support the delivery of the Commissioner’s responsibilities in line with his Police and Crime Plan.   		Request to discharge/
Complete				May 2023: The restructure is complete. Awaiting the appointment of a small number of roles/posts to complete this action.

		22/23		6.4		Develop force performance arrangements to ensure efficient performance reporting at all levels in the force		Complete				May 2023: The Introduction of Niche and creation of BI Dashboards completes this action

		22/23		6.5		Review arrangements in place to deliver statutory and non-statutory surveys, ensuring feedback from local communities influences changes in service delivery		In Progress				August 2023: Update required

		22/23		6.6		Review governance and financial management arrangements in place for the GoSafe Partnership		Awaiting further details				28/09/2023
Query received from the OPCC with regaurds to the Welsh Government funding and the GO Safe Programme.  Risk to be re-evaluated.  Maining a watching brief.  Edwin HARRIES will be advised via ACC Travis SWP if there is a change to the funding for this area in due course.

		22/23		6.7		To consider the organisation’s   Corporate Services function and whether it adequately supports organisational business. 		Request to discharge/
Complete				23.08.2023 The forces corporate services functions are now aligned under the new Service Improvement Unit (SIU) following the Force Review.

		22/23		6.8		As identified as part of the self-assessment of compliance to the CIPFA Financial Management Code, further develop financial resilience indicators and sensitivity analysis in relation to service demand changes, which will be considered through the Medium-Term Financial Planning process.		COMPLETE				May 2023: Details included in 2020/21 AGS (See end statement)



















































Actions May 2023

		Annual Governance Statement Actions Table

		Year		Ref		Action		Status		 Carried Over Update/Response 2021/22		Update/Response		Owner

		19/20		3.2		Accessibility and transparency of a number of HR processes		In Progress		All HR policies are in the process of being checked and updated in readiness for switch over to DPPi2 in March 2023. All force policies are subject to checks and reviews prior to this date and to be completed by September 2022. The new policy template was completed, and all policies are being transferred at point of review into the new template. There is in addition a simple process/flowchart that has been created as a guide for policy writers/reviewers.
Annual review of policies is standard requirement. 
Smarter working completed end March 2022.
Policy reviews are now a standing agenda items on senior leader boards, also reporting to the DCC Chaired, Recovery, Change and Transformation Board.		Update required

		19/20		3.3		Co-ordination of engagement activity between the Office of the Police and Crime Commissioner and force		Complete		Regular meetings take place between the Force and OPCC with the Force Head of Corporate Communications also attending Policing Board.  Content that there is more synergy between OPCC and Force activity.  
The Connecting with Communities Group continues to meet to ensure coordination of community engagement between the force and OPCC takes place.  To further improve the work of this group, clear reporting of information, concerns and good practice should take place within the joint governance structure.

		19/20		3.5		A more structured and consistent approach to learning from problem solving, mistakes and lessons learned.  		In progress		Problem-solving plans have a case owner (OIC) and are subsequently supervised accordingly. Plans are reviewed by the Safer Communities Hub at intervals, offering support and guidance, then evaluated before closure. 
The quality and impact of problem-solving is assessed and evaluated by the Force Problem Solving Co-ordinator, drawing on lessons and best practice. Best practice is shared through various communications channels.
The force has adopted the OSARA model to support and inform the Chief Constables' priority areas of DA, RASSO and Illicit Drugs programmes. Prior to this the OSARA has been used in a number of areas to include the E2E project.
Audits and reviews across a significant number of areas of policing has and continues to be undertaken and is a continuous process and informs the forces commitment to continuous improvement and a problem-solving approach.		May 2023: A Strategic Learning the Lessons Board was established in October 2022. A new online learning the lessons solution has been created to support learning and lessons in the force that is due to launch in the summer of 2023.

		19/20		3.6		Governance and 
financial management of collaboration arrangements.		Request to move to Complete		Considerable progress has been made with a detailed action plan having been developed and reported to JAC.  The implementation of actions will be overseen through the All-Wales Collaboration Management Board and Welsh Police Finance and Resources Group.
A new pillar has been added to the force governance Chaired by the force Head of Finance. The Finance, Productivity and Efficiency Group is the local group reporting into the Regional Productivity and Efficiency Group. Collaboration is a standing agenda item on this group, along with any new business case proposals/submissions, force risk and benefits. A new benefit register that includes collaboration benefits is currently in draft (awaiting national templates to complete).		May 2023: A benefits strategy is being developed by NWP along with a benefits reporting and management tool for collaborations. The anticipated national benefits templates have not materialised. Dyfed Powys Police have developed a benefits framework to support the identification and managment of benefits locally that has been shared with the other Welsh forces. The financial management of collaboration arrangements is well established within the regional collaboration governance and via Finance JAG.

		19/20		3.1		Evaluation of Commissioned Services		COMPLETE		Further evaluation activity has been undertaken during 2020/21 but has been impacted by Covid-19 restrictions. Work is ongoing to ensure a fully embedded process is in place that ensures there is a clear understanding of the impact and return on investment of such services.  This further supports the work undertaken through the OPCC Commissioning Board which provides a greater level of scrutiny of commissioned services.



		20/21		4.2		Establish and monitor a recovery plan in order to identify new and improved organisational and operational delivery of services and to understand lessons learnt from our response to the coronavirus pandemic.		Request to move to Complete		All portfolios and business areas now report into the Recovery, Change and Transformation Board and this will continue as business as usual coming out of the pandemic.
In addition, all business continuity plans are being reviewed to align to smarter working.
The former business improvement team are now the change team and are being upskilled in project and change management and are supporting a number of priority projects in force.
NOTE: Term 'Recovery' removed from Board in 2022 (post pandemic)		May 2023: Business Continuity Plans are currently being refreshed/updated. New and improved organisational and operational delivery of services is a continuous process. Lessons Learned from the force response to the coronavirus pandemic have been gained from post pandemic reviews (local, regional and national reviews)

		20/21		4.4		Set out the process by which the Business Improvement and Information Management Department carries out its audit functions which aim to drive improvement to data integrity. Ensure that where gaps are identified through HMIC inspections, Force deep-dive activity and the FMS, these are monitored and addressed through the appropriate mechanisms.		Request to move to Complete		Work has been undertaken to map the various audits undertaken that inform our understanding of data integrity.  The next steps will be to consider whether these functions continue to be undertaken as they are, or whether there is centralised coordination or indeed centralised auditing.		May 2023: Following recent restructures, a request to undertake CI events for Information Management are due to take place. Following HMIC Inspection with regard Crime Data Integrity, the force has taken a number of actions and improvements to include an increase in 4 resources into the CDIU to manage demand. New and additional training, process improvements ensuring compliance and accuracy with the guidance. Since October 2022 there is an upward trajectory in relation to CDI compliance which is continuously monitored by the CAT.



		21/22		5.1		A process must be determined by which force policies are reviewed, refined, approved, and discharged.  It must clearly document the responsibilities for ownership, authorisation, and consultation.		COMPLETE		A new policy framework, process and guidance has been completed. 

		21/22		5.2		A holistic review of all force policies must be undertaken to determine those that require review as well as enabling the identification of gaps in policy areas.  This includes but is not limited to:
Whistleblowing policy
Procurement policy
Counter fraud policy
Changing for Special Police Services		COMPLETE		A new policy framework, process and guidance has been completed.

		21/22		5.3		To develop an Information Sharing Protocol between the Force and OPCC that underpins the principles set out in the Policing Protocol Order		Request to move to Complete		The force and the OPCC have signed up to the WASPI (Wales Accord on the Sharing of Personal Information). The WASPI framework provides a practical approach to sharing personal information, common standards, and templates for developing Information Sharing Protocols (ISPs) and Data Disclosure Agreements (DDAs).

		21/22		5.4		To develop the principles of a Board Assurance Framework that supports in the identification of corporate governance risks, thus informing the AGS, FMS and any other related documentation.		Request to move to Complete		Corporate risks are a standing agenda item on all boards and a new corporate risk register has been developed and risk processes reviewed and streamlined to meet the requirements. All risks are reported and reviewed by the JAC and via the force governance into the DCC Chaired Recovery, Change and Transformation Board. The supporting governance for all corporate risk is via the Finance, Productivity and Efficiency Board, that also reports on audit, inspection, and FMS matters.		May 2023: Force Risk was subject to internal Audit in 2022 with substantial reassurance and no recommendations. A Risk Frameowrk has been developed in force that is recognised as best practice nationally.

		21/22		5.5		To ensure the processes designed to address the reported causes for concern as regards to Crime Data Integrity mitigate the risks identified and improve data integrity significantly.		Request to move to Complete		A new Crime Data integrity and Victims Board has been added to the governance with new boards due to commence in June 2022. Draft Terms of Reference have been completed and are currently out for input/review. This board brings together the former SCRUG and other interdependent areas into one board.
End2End interim report completed with final report (Business as Usual) due to report in July 2022.		May 2023: The Crime Data Integrity and Victims Board has been moved to a Group following annual review of governance and force leadership restructure. 

		21/22		5.6		To establish and embed a robust approach to Change and Programme Management in both the Force and OPCC ensuring appropriate governance is in place.		In progress		New templates have been developed for project and programme management with business improvement staff currently being upskilled to support projects and change in force. Training and development of OPCC staff in projects and change is available.
A new Head of Programmes and Change was appointed into force in January 2022.		May 2023: The changes in the force governance structures introduced in 2022 are now well established and were reviewed in February 2023. Guidance and Frameworks that support project and programme mangement have been developed to include; Risk, Benefits, Continuous Improvement & Policy. The use of five case business case methodologies is being introduced for business cases and a series of standard project documents have been created into a single workbook to support projects and change.



		22/23		6.1		To embed the new governance framework and group responsibilities, ensuring they support good governance and effective organisational management		Complete				May 2023: The annual review of Governance was reviewed and reported in February 2023.

		22/23		6.2		To develop and implement the Chief Constable’s Delivery Plan, ensuring delivery of Police and Crime Commissioner’s Police and Crime Plan and Chief Constable’s priorities.		Complete				May 2023: The Chief Constables Delivery Plan is published

		22/23		6.3		To restructure the OPCC, ensuring appropriate resources and processes are in place to support the delivery of the Commissioner’s responsibilities in line with his Police and Crime Plan.   		In Progress				May 2023: The restructure is complete. Awaiting the appointment of a small number of roles/posts to complete this action.

		22/23		6.4		Develop force performance arrangements to ensure efficient performance reporting at all levels in the force		Complete				May 2023: The Introduction of Niche and creation of BI Dashboards completes this action

		22/23		6.5		Review arrangements in place to deliver statutory and non-statutory surveys, ensuring feedback from local communities influences changes in service delivery		In Progress				Update required

		22/23		6.6		Review governance and financial management arrangements in place for the GoSafe Partnership		In Progress				Update required

		22/23		6.7		To consider the organisation’s   Corporate Services function and whether it adequately supports organisational business. 		In Progress				Update required

		22/23		6.8		As identified as part of the self-assessment of compliance to the CIPFA Financial Management Code, further develop financial resilience indicators and sensitivity analysis in relation to service demand changes, which will be considered through the Medium-Term Financial Planning process.		Request to move to Complete				May 2023: Details included in 2020/21 AGS (See end statement)



















































2023 Amendments

		Date		Page		Comment/Query		Amendment

		21.02.2024		5		Chief of Staff 		Changed to Chief Executive

				9		Photovoltaic		h in red changed to black

				12		The Force follows the CIPFA published Financial Management (FM) Code (2020) supporting good practice in financial management, demonstrating financial resilience and sustainability.  The FM Code is based upon seven financial management standards covering leadership, accountability, transparency, standards, assurance, and sustainability, each with a number of underpinning facets.  		The CIPFA Financial Management (FM) Code (2020) is a principles based approach to support good practice in financial management to demonstrating financial resilience and sustainability.  The FM Code is based upon seven financial management standards covering leadership, accountability, transparency, standards, assurance, and sustainability.  An annual self-assessment is undertaken across the 17 underpinning facets and 68 questions to consider the arrangements in place, assess compliance and identify areas for improvement.  This assessment is considered by the Joint Audit as part of their assurance work. The most recent assessment demonstrates improved compliance with a few areas for improvement as identified in the action plan.

						Areas attracting Limited Assurance and given require additional scrutiny including requiring attendance from Heads of Service at Joint Audit Committee to provide greater context and to respond to questions.		Areas attracting Limited Assurance require additional scrutiny including requiring attendance from Heads of Service at Joint Audit Committee to provide greater context and to respond to questions.

				21		The programme for 2022/23 was presented to the Joint Audit Committee on 11th April 2023		The Audit Committee agreed the 2022/23 plan on 23rd April 2023.

				22		Shouldn’t be in italics		Amended

						Word review (was missing ‘w’)		Amended

						2023 added after the month ‘January’		Amended

						Mid-November 2023 date changed to December 2023		Amended

						Date change from July to December in last para of page 22		Amended
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By email



Reference: AMH/NG

Date issued: 10 May 2024


1 Capital Quarter Tyndall Street Cardiff / Caerdydd

CF10 4BZ Tel / Ffôn: 029 2032 0500

Fax / Ffacs: 029 2032 0600

Textphone / Ffôn testun: 029 2032 0660 info@audit.wales / post@archwilio.cymru



[image: ]To:

Local Government Section 151 Officers

Local Government Finance Policy and Sustainability Division – Welsh Government WLGA





Dear Colleague



[bookmark: Local_Government_–_Audit_of_Accounts_202]Local Government – Audit of Accounts 2023-24

The Auditor General and I were delighted to be able to attend the recent Society of Welsh Treasurers ‘Closure of Accounts’ workshop held in Llandrindod Wells. We came away encouraged by the importance placed by Treasurers on the annual accounts process and the commitment to working with Audit Wales to return to a more traditional timetable for the preparation and audit of accounts. As Adrian set out on the day, one of the key priorities in the recently published Audit Wales Annual Plan is our commitment to a phased plan to bring forward the timetable for delivering the audits, but we can only achieve that with your support.

Planning work has recently commenced on our 2023-24 accounts audit work for all local government (LG) bodies, this includes unitary authorities, fire authorities, police and crime commissioners and chief constables, national parks, and the LG pension funds. We therefore thought it was useful to write to you to reiterate some of the key messages from the ‘Closure of Accounts’ session and further information on how we will undertake your audit.

Within this letter, we consider the following:

· the timeliness of preparation of the draft 2022-23 accounts;

· the timeliness of 2022-23 audits;

· a consideration of the current position;







· common themes arising during the audits;

· the proposed timetable for 2023-24 and future years;

· a look forward to key issues impacting on the 2023-24 accounts and other developments; and

· an update on audit fees.



[bookmark: Timeliness_of_the_preparation_of_draft_2]Timeliness of the preparation of draft 2022-23 accounts

The Welsh Government set 31 July 2023 as the deadline for the production of draft 2022-23 accounts. In terms of the 32 primary local government bodies (councils, police, fire and parks) 22 (68%) published draft accounts by this date. Looking only at the councils, the percentage was the same, with 15 councils (68%) providing accounts for audit by 31 July.

The draft accounts not published by 31 July were published between August and December 2023, and one body has yet to publish a 2022-23 draft accounts.

We recognise the significant financial and workforce capacity pressures currently being experienced by LG bodies, and the delays in completing audits arising since the pandemic. However, timely publication of high-quality draft accounts and working papers remains critical for the sector.

All 8 LG Pension Fund accounts were prepared on time.



[bookmark: Timeliness_of_the_audit_of_2022-23_accou]Timeliness of the audit of 2022-23 accounts

Our audits of LG accounts for the year ended 31 March 2023 were carried out under revised Auditing Standard, ISA 315. In planning our audit at individual LG bodies, we were required to undertake more detailed and extensive risk assessment procedures to identify the risks of material misstatement and to develop an audit approach designed to address those risks.

This revised standard had a significant impact on our audit methodology, and we are grateful to finance teams for their engagement and the support they provided to our audit teams.

The Welsh Government set 30 November 2023 as the deadline for the publication (audit) of the 2022-23 accounts. In terms of the 32 primary local government bodies, 12 (38%) had audited accounts by this date. Looking only at the councils, 7 (32%) had audited accounts by 30 November.



Page 2 of 8 - LG – Audit of Accounts 2023-24 - Please contact us in Welsh or English / Cysylltwch â ni’n Gymraeg neu’n Saesneg.







At the date of publication of this letter, there are 7 bodies (6 councils) where 2022-23 accounts remain uncertified. The audits for the majority of these will be completed shortly.

All 8 LG Pension Fund accounts were audited by the prescribed deadline.

A consideration of the current position

The analysis set out above in terms of accounts preparation and audit reinforces the need for both LG bodies and Audit Wales to work together to get us back on track. And this was the commitment we made jointly at the recent workshop.

In terms of accounts preparation, in a number of cases, a complete set of working papers to support the accounts were not available at the time the draft accounts were provided for audit. This undoubtedly makes the audit process far more difficult and protracted. We will continue to work with LG bodies to facilitate improvements to accounts and working papers where these are required.

I recognise that the availability of Audit Wales has been a challenge; there is no doubt that auditors are in demand across the industry which has impacted on our ability to recruit and retain qualified staff. We are working hard on a number of fronts to return our staffing numbers to pre-pandemic levels and have recently made significant progress on this. Our trainee programme continues to provide us with a pipeline of high-calibre auditors and we have recently been successful in recruiting a number of new trainees who will join us over the coming months.

We have held a number of meetings with key LG finance groups during the year and we intend to continue with these meetings going forward where we will discuss both the delivery of draft accounts/working papers and audits and how the themes identified can be addressed going forward.



[bookmark: Common_themes_arising_during_the_audit]Common themes arising during the audit

Preparation of LG accounts remains technically challenging and this, combined with capacity issues and other pressures on bodies, has resulted in audit adjustments being made to all bodies’ draft accounts. Whilst these adjustments varied in terms of size and impact, we did identify some common themes:

· Property, plant, and equipment transactions and balances – our work resulted in material amendments in many cases for a variety of reasons including:

‒	carrying values of assets were not always updated to reflect current economic conditions;







‒	disclosures did not reflect underlying evidence; and

‒	technical accounting requirements were not always followed.

· Senior Officer Remuneration disclosures – material amendments were made in many bodies to ensure that disclosures reflected underlying evidence and complied with the statutory requirements.

· Related Party disclosures – disclosures were not always consistent with underlying evidence and, in some cases, declarations of interest were not available for all relevant officers and members.

· Accounting for joint operations – the increasing complexity of some joint committees means that principal bodies’ draft statements are often prepared using information that subsequently requires update. (Looking ahead to the 2023-24 accounts the transactions of the South East Wales CJC/City Deal, in particular, will likely be material even when disaggregated across the 10 participating bodies. The accounts for the CJC/City Deal will need to be produced and audited on a timely basis to avoid creating consequential delays on council audits).



[bookmark: The_proposed_timetable_for_2023-24_and_o]The proposed timetable for 2023-24 and onwards

We understand that the Welsh Government are proposing a 30 June deadline for the preparation of draft accounts for 2023-24 and future years. The proposed deadline for audit is 30 November for 2023-24.

We aim therefore to certify by 30 November all accounts that:

· have been received by 30 June;

· are of good quality and fully supported; and

· have no significant audit matters either remaining from the prior year or arising in year.

We understand that proposals for future years are:

· Audit of Accounts 2024-25 – certification by 31 October 2025; and

· Audit of Accounts 2025-26 and future years – certification by 30 September 2026.

Our understanding is that these dates are consistent with Welsh Government’s planned update to the Accounts and Audit (Wales) Regulations.







The achievement of the timetable for 2023-24 is not without its challenges, however with a collective renewed focus I believe they are achievable. We will be working closely with LG finance teams over the next few months to agree the required supporting working papers and the timetable for audit.

For information, the dates above remain ahead of the planned dates for English bodies which are currently subject to consultation1. The consultation in England proposes a gradual plan to move the certification date to 30 November 2028 for 2027-28 accounts as follows:

· Year ends 31 March 23 and previous: 30 September 2024

· Year end 31 March 2024: 31 May 2025

· Year end 31 March 2025: 31 March 2026

· Year end 31 March 2026: 31 January 2027

· Year end 31 March 2027: 30 November 2027

· Year end 31 March 2028: 30 November 2028



[bookmark: A_look_forward_to_key_issues_impacting_o]A look forward to key issues impacting on the 2023-24 accounts audit and other developments

As well as reflecting on last year, it is important to have a look at some of the issues that could impact on the 2023-24 and future years accounts.

Technical accounting changes

At this point in time, we are not anticipating any new significant issues for 2023-24, but we will continue to liaise with the Society of Welsh Treasurers and Chief Accountants groups and will discuss issues as they arise.





















[bookmark: _bookmark0]1 Addressing the local audit backlog in England: Consultation – Department of Levelling Up, Housing and Communities.







Implementation of IFRS16 Leased assets

A new accounting standard relating to leased assets will be implemented in the 2024-25 financial statements. This is likely to have a significant impact for most

bodies. There are some disclosure requirements relating to this for 2023-24 accounts and bodies will likely need to undertake preparatory work for full implementation alongside the preparation and audit of the 2023-24 accounts. We have begun discussing the practical implementation issues with the Chief Accountants Group.

Groups and joint arrangements

Arrangements for service delivery are becoming increasingly complex resulting in most bodies being part of joint arrangements and/or formal group structures. These are having an increasing impact on LG accounts. In addition, the auditing standard for group arrangements will be significantly revised for 2024-25 audits. We are currently working through what this means for our audits, but it is likely that changes to our audit process will be required with more focus on groups and other joint arrangements.

Governance

The Auditor General places significant importance to seeing high standards of governance and financial management and will continue to shine a light and report on weaknesses in these areas.



[bookmark: Update_on_audit_fees]Update on audit fees

As a result of ISA 315, the revised audit approach applied in 2022-23 required us to employ more experienced, professionally qualified, staff on the audits, resulting in the larger than usual increase in your audit fee last year. We estimated that fee increase required to support the implementation of this new approach would be around 10.2%. In addition, we also applied a 4.8% fee increase last year in respect of inflation resulting in a combined average fee increase of 15%.

In terms of this year, our Fee Scheme for 2024-25 is now available. Our fee rates are increasing on average by 6.4% next year. Some further context is provided in the consultation foreword, but we have incorporated the key message into this letter.

Like the rest of the public sector, we are facing significant staff cost pressures. These are exacerbated by a global shortage of audit and finance professionals, which we are seeing reflected in our ability to recruit and retain qualified staff.

To help offset increasing staff costs, we are taking difficult decisions to reduce our non-staff expenditure. We have moved to smaller, cheaper offices in both South and







North Wales, have significantly reduced our travel and associated costs, and removed financial allowances previously paid to staff.

It is worth pointing out that audit fees have increased significantly across the whole audit profession in response to regulatory pressures, new auditing standards (including, but not limited to, ISA 315) and rising staff costs. The table in Appendix 1 summarises current Public Sector Audit Appointment (PSAA) rates and then compares them to current Audit Wales fee rates. The table illustrates the very substantial change in PSAA rates over the past four years (following the Redmond Review) and highlights the very marked difference between current local government rates in England and those of Audit Wales.

Legislation requires that the fees we charge may not exceed the full cost of exercising the function to which the fee relates. We set our audit fees based on our estimated cost base, the estimated skills mix for audit work and the estimated number of days required to complete the work. We do not, and cannot, make a profit from our work. Our fees are set at a level to recover the estimated full cost but no more.

We are also mindful of us moving into the second year of our new audit approach and methodology. On the basis that we are more familiar with the new approach, we are expecting to see some level of efficiency. As stated above, as our fees are set at a level to only recover the full cost, where the full cost is less than the estimated fee, we will issue a refund to individual bodies. In this context, we remain determined to minimise audit fees whilst ensuring that our audit quality continues to meet rigorous standards.

Your Engagement Director will discuss the proposed fee for your audit once the audit commences and the risk assessment for your organisation has been completed.

We remain committed to working collaboratively with you to successfully navigate the challenges set out in this letter, building on our shared experiences.

Thank you to you and your teams for continuing to work so well with us. Yours sincerely

[image: ]

Ann-Marie Harkin

Executive Director Audit Services



Appendix 1







[bookmark: A_comparison_of_current_Public_Sector_Au]A comparison of current Public Sector Audit Appointment (PSAA) fee rates with Audit Wales







		



		Grade

		

Audit Wales Fee Rates

		Public Sector Audit Appointments (PSAA) Rate Cards



		

		

2023-24

£

		

2023-24

£

		

2018-20

£



		

Partner / Director

		

168

		

414

		

132



		

Senior Manager / Manager

		

129

		

228

		

73



		

Audit Lead

		

106

		

148

		

47



		

Other

		

40 - 85

		

113

		

36
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PURPOSE: Joint Audit Committee Scrutiny 





Timing: In advance of completing the draft statutory accounts for 2023/24







Title: Accounting Policies





                            

Category of Decision / Business Area Impact: Finance





Executive Summary: 



The 2023/24 Statements of Accounts will summarise the Chief Constable’s, Commissioner’s and Group’s transactions for the financial year and its position at the year ended 31 March 2024.  The Accounting Policies are included in each Statement of Account and are the specific principles, bases, conventions, rules and practices applied when preparing and presenting the financial statements.  They are included to provide a fuller explanation and description of specific figures as an aid to the reader’s understanding of the accounts.  



The 2023/24 draft Statement of Accounts will be presented to Members at the Finance Seminar, date of which is to be confirmed. These draft Accounting Policies have been prepared in advance of that, to allow the opportunity to review and consider this element of the Statement of Accounts at an earlier stage.  



These are the Draft Accounting Policies for the Group Statement of Accounts.  The relevant policies only will be extracted from the Group’s Draft Accounting Policies for inclusion in the Chief Constable’s Statement of Accounts. 































	





































Recommendation:



JAC to consider the draft accounting policies for the 2023/24 accounts.  



















[bookmark: _Toc514922018][bookmark: _Toc160708363]Accounting policies

General Principles 

The Statement of Accounts summarises the Group’s transactions for the 2023/24 financial year and the position at the year-end of 31 March 2024. The Commissioner is required to prepare an annual Statement of Accounts for himself and the Group by the Accounts and Audit (Wales) Regulations 2014 as amended, which require them to be prepared in accordance with proper accounting practice. This practice primarily comprises the Code of Practice on Local Authority Accounting in the United Kingdom 2023/24, supported by International Financial Reporting Standards (IFRS). 

The accounting convention adopted in the Statement of Accounts is principally historical cost, modified by the revaluation of certain categories of non-current assets and financial instruments. 

Prior Period Adjustments, Changes in Accounting Policies and Estimates and Errors

Prior period adjustments may arise as a result of a change in accounting policies or to correct a material error. Changes in accounting estimates are accounted for prospectively, i.e., in the current and future years affected by the change and do not give rise to a prior period adjustment. 

Changes in accounting policies are only made when required by proper accounting practices or where the change provides more reliable or relevant information about the effect of transactions, other events and conditions on the financial position or financial performance of the Group. Where a change is made, it is applied retrospectively (unless stated otherwise) by adjusting opening balances and comparative amounts for the prior period as if the new policy had always been applied. 

Material errors discovered in prior period figures are corrected retrospectively by amending opening balances and comparative amounts for the prior period. 

Accruals of Income and Expenditure 

Activity is accounted for in the year that it takes place, not simply when cash payments are made or received. In particular: 

Revenue from the sale of goods is recognised when the Group transfers the significant risks and rewards of ownership to the purchaser, and it is probable that economic benefits or service potential associated with the transaction will flow to the Group. 

Revenue from the provision of services is recognised when the Group can measure reliably the percentage of completion of the transaction, and it is probable that economic benefits or service potential associated with the transaction will flow to the Group.

Supplies are recorded as expenditure when they are consumed – where there is a gap between the date supplies are received and their consumption they are carried as inventories on the Balance Sheet.

Expenses in relation to services received (including services provided by employees) are recorded as expenditure when the services are received rather than when payments are made.

Interest receivable on investments and payable on borrowings is accounted for respectively as income and expenditure on the basis of the effective interest rate for the relevant financial instrument rather than the cash flows fixed or determined by the contract.

Where revenue and expenditure have been recognised but cash has not been received or paid, a debtor or creditor for the relevant amount is recorded in the Balance Sheet. Where debts may not be settled, the balance of debtors is written down and a charge made to revenue for the income that might not be collected.

Overheads and Support Services 

[bookmark: _Toc391369497]The costs of overheads and support services are charged to service segments in accordance with the Group’s arrangements for accountability and financial performance. 

Exceptional Items 

When items of income and expense are material, their nature and amount is disclosed separately, either on the face of the Comprehensive Income and Expenditure Statement (CIES) or in the notes to the accounts, depending on how significant the items are to an understanding of the financial performance of the Group.

Events after the Balance Sheet date 

Events after the Balance Sheet date are those events, both favourable and unfavourable, that occur between the end of the reporting period and the date when the Statement of Accounts is authorised for issue. Two types of events can be identified: 

Those that provide evidence of conditions that existed at the end of the reporting period – the Statement of Accounts is adjusted to reflect such events. 

Those that are indicative of conditions that arose after the reporting period – the Statement of Accounts is not adjusted to reflect such events, but where a category of events would have a material effect, disclosure is made in the notes of the nature of the events and their estimated financial effect. 

Events taking place after the date of authorisation for issue are not reflected in the Statement of Accounts. 

Property, plant and equipment 

Expenditure on the acquisition, creation or enhancement of property, plant and equipment is capitalised on an accruals basis. Expenditure that maintains but does not add to an asset’s potential to deliver future economic benefits or service potential (i.e., repairs and maintenance) is charged as an expense when it incurred. 

Expenditure falling below a de-minimis level of £6,000 per item is treated as Revenue and charged when it is incurred. 

Assets are initially measured at cost and are then carried in the Balance Sheet using the following measurement bases: 

Land – fair value;

Assets under construction – historic cost; 

Operational buildings – fair value. Non-specialised assets – Existing use value (EUV), Specialised assets – Depreciated replacement cost (DRC);

Surplus assets – fair value – reviewed annually;

Assets held for sale – fair value – reviewed annually; 

Investment properties – fair value - reviewed annually; 

All other fair value assets – revalued every four years and determined as the amount that would be paid for the asset in its existing use;

Vehicles, equipment and furniture – historic cost.

Increases in valuations are matched by credits to the Revaluation Reserve to recognise unrealised gains. The Revaluation Reserve contains revaluation gains recognised since 1 April 2007 only, the date of its formal implementation. Gains arising before that date have been consolidated into the Capital Adjustment Account. 

Assets are assessed at each year-end as to whether there is any indication that an asset may be impaired. Where indications exist and any possible differences are estimated to be material, the recoverable amount of the asset is estimated and, where this is less than the carrying amount of the asset, an impairment loss is recognised for the shortfall. 

Where impairment losses are identified, they are accounted for as follows: 

Where there is a balance of revaluation gains for the asset in the Revaluation Reserve, the carrying amount of the asset is written down against that balance (up to the amount of the accumulated gains). 

Where there is no balance in the Revaluation Reserve or an insufficient balance, the carrying amount of the asset is written down against the relevant service lines in the CIES. 



Depreciation

Depreciation is provided for on all Property, Plant and Equipment assets by the systematic allocation of their depreciable amounts over their useful lives on a straight-line basis. The useful economic lives of assets and their residual values are summarised in the table below:



		Asset Category

		Useful Economic Life

		Residual Value



		Property

		

		



		Land

		No depreciation 

		No depreciation



		Operational buildings

		10-155 years

		Nil



		Investment properties

		No depreciation

		No depreciation



		Surplus assets

		10-155 years

		Nil



		Assets under construction

		No depreciation

		No depreciation



		Assets held for sale

		No depreciation

		No depreciation



		Boats

		

		



		Boat 1 - Hull

		32 years

		Nil



		Boat 2 - Engine

		12 years

		Nil



		Boat 2

		10 years

		Nil



		Vehicles

		

		



		Rapid response 

		3 years

		Nil



		Other

		3-5 years

		Nil



		Equipment

		

		



		Computer & other equipment

		5 years

		Nil



		Intangible assets

		

		



		Other

		3-5 years

		Nil







Where an item of Property, Plant and Equipment has major components whose cost is significant in relation to the total cost of the item, the components are depreciated separately. 

The Group has applied the following de-minimis limits, below which, the component is not separately quantified: 



		Life of component (years)

		0-10

		10-15

		15-20

		20-30

		30-40

		Over 40 



		De-minimis (£’000)

		50

		100

		200

		300

		750

		1,000







Revaluation gains are also depreciated, with an amount equal to the difference between current value depreciation charged on assets and the depreciation that would have been chargeable based on their historical cost being transferred each year from the Revaluation Reserve to the Capital Adjustment Account. 



Surplus Assets

Surplus assets are those that are not being actively used in the business (such as vacant properties) and that cannot be classed as “assets held for sale”. Surplus assets will be measured at fair value at each reporting date, based on the amount at which the asset could be exchanged between knowledgeable parties at arm’s-length. Gains and losses on revaluation are posted to the Financing and Investment Income and Expenditure line in the CIES. The same treatment is applied to gains and losses on disposal. 



Disposals and Assets Held for Sale 

When it becomes probable that the carrying amount of an asset will be recovered principally through a sale transaction rather than through its continuing use, it is reclassified as an Asset Held for Sale. The asset is revalued immediately before reclassification and then carried at the lower of this amount and fair value less costs to sell. Where there is a subsequent decrease to fair value less costs to sell, the loss is posted to the Other Operating Expenditure line in the CIES. 

Gains in fair value are recognised only up to the amount of any previous losses recognised in the Surplus or Deficit on Provision of Services. Depreciation is not charged on Assets Held for Sale. 

Amounts received for a disposal of any asset in excess of £10,000 are categorised as capital receipts. The balance of receipts is required to be credited to the Capital Receipts reserve and can only be used for new capital investment (or set aside to reduce the Group’s underlying need to borrow – the capital financing requirement). 



Charges to Revenue for Non-Current Assets 

The Comprehensive Income and Expenditure Statement is debited with the following amounts to record the cost of holding non-current assets during the year: 

· Depreciation attributable to the assets used by the relevant service. 

· Revaluation and impairment losses on assets used by the service where there are no accumulated gains in the Revaluation Reserve against which the losses can be written off.

Investment property 

Investment properties are those that are used solely to earn rentals and/or for capital appreciation. Investment properties are measured initially at cost and subsequently at fair value, based on the amount at which the asset could be exchanged between knowledgeable parties at arm’s-length. Gains and losses on revaluation are posted to the Financing and Investment Income and Expenditure line in the CIES. The same treatment is applied to gains and losses on disposal. 

Accounting for Annual Contribution from Revenue

The Group is not required to raise council tax to fund depreciation, revaluation and impairment losses or amortisations. However, it is required to make an annual contribution from revenue towards the reduction in their overall borrowing requirement. Depreciation, revaluation and impairment losses and amortisation are therefore replaced by the contribution in the General Fund Balance by way of an adjusting transaction with the Capital Adjustment Account in the Movement in Reserves Statement for the difference between the two. 

Intangible assets 

Expenditure on non-monetary assets that do not have physical substance but are controlled by the Group as a result of past events (e.g., software licences) is capitalised when it is expected that future economic benefits or service potential will flow from the intangible asset to the Group.

Intangible assets are measured initially at cost. Amounts are only revalued where the fair value of the assets held by the Group can be determined by reference to an active market. In practice, no intangible asset held by the Group meets this criterion, and they are therefore carried at amortised cost. 

Minimum Revenue Provision 

The Local Authorities (Capital Finance and Accounting) Regulations 2003 requires the Commissioner to set aside an amount from revenue each year to provide for the repayment of debt. This is known as Minimum Revenue Provision (MRP). The MRP is measured by the underlying need to borrow rather than the actual debt. Commissioners are required to prepare an annual statement of their policy on making MRP in accordance with statutory guidance and should be calculated on a prudent basis. The policy for 2023/24 includes:





		ANNUAL MINIMUM REVENUE PROVISION (MRP) STATEMENT



		The following policy has been set by the Commissioner in relation to MRP for 2023/24.



		Prudential Borrowing - Depreciation Method



		MRP is to be equal to the provision required in accordance with depreciation accounting in respect of the asset on which expenditure has been financed by prudential borrowing or unsupported credit arrangements. This reflects the useful life of the asset which has been estimated at 50 years in respect of Estates assets, 10 years in respect of IT infrastructure assets (e.g., Control Room, RMS) and 5 years for other IT assets.



		(a) MRP will continue to be made annually until the cumulative amount of such provision is equal to the expenditure originally financed.



		(b) On disposal of the asset, the amount of the capital receipt will not be taken to the revenue account and the Commissioner will comply with the normal requirements of the 2003 Act on the use of capital receipts.



		(c) Where the percentage of the expenditure on the asset financed by prudential borrowing or unsupported credit arrangements is less than 100%, MRP will be equal to the same percentage of the provision required under depreciation accounting.



		







Financial Instruments

Financial Liabilities 

These are initially measured at fair value and are carried at their amortised cost. Annual charges to the Income and Expenditure Statement for interest payable are based on the carrying amount of the liability, multiplied by the effective rate of interest for the instrument. The amount presented in the Balance Sheet is the outstanding principal plus accrued interest. 



Financial Assets 

Loans and Receivables are initially measured at fair value and carried at their amortised cost. Annual credits to the Income and Expenditure Statement for interest receivable are based on the carrying amount of the asset multiplied by the effective rate of interest for the instrument. For most of the loans that the Group has made, this means that the amount presented in the Balance Sheet is the outstanding principal receivable plus accrued interest.  

Foreign currency translation 

Where the Group has entered into a transaction denominated in a foreign currency, the transaction is converted into sterling at the exchange rate applicable on the date the transaction was effective. 

Inventories 

Inventories are included in the Balance Sheet at current cost price. International Accounting Standard (IAS) 2 states that Inventories should be measured at the lower of cost and net realisable value. The policy does not therefore comply with IAS 2, but the difference is not material. 

Cash and Cash Equivalents

Cash is represented by cash in hand and deposits with financial institutions repayable without penalty on notice of not more than 24 hours. 

Cash equivalents are highly liquid investments that mature in three months or less from the date of acquisition and that are readily convertible to known amounts of cash with insignificant risk of change in value. 

Provisions

Provisions are made where an event has taken place that gives the Group a legal or constructive obligation that probably requires settlement by a transfer of economic benefits or service potential, and a reliable estimate can be made of the amount of the obligation. 

Reserves 

Amounts set aside for purposes falling outside the definition of provisions are considered as reserves. Revenue reserves are available to finance expenditure. Certain capital reserves created as a result of the capital accounting scheme are not available to meet current expenditure and include:

Revaluation Reserve which records the accumulated gains on the fixed assets held by the Group arising from increases in value, to the extent that these gains have not been consumed by subsequent downward movements in value;

Capital Adjustment Account, which provides a balancing mechanism between the different rates at which assets are depreciated and are financed through the capital controls system, by accumulating:

· On the debit side – the write-down of the historical cost of fixed assets as they are consumed by depreciation and impairments or written off on disposal;

· On the credit side – the resources that have been set aside to finance capital expenditure.

Joint arrangements - Accounting for the consolidation of joint arrangements 

Where the Commissioner or Chief Constable have entered into collaborative arrangements with other Commissioners and Chief Constables, an assessment has been made against IFRS 11 Joint Arrangement to determine the appropriate accounting treatment. IFRS 11 requires all such arrangements to be classed as either Joint Ventures or Joint Operations. All such arrangements are classed as Joint Operations where the Commissioner or Chief Constable is entitled to their fair share of the Joint Operation’s Assets and Liabilities.

Further details can be found under the Collaborative Arrangements note.



Employee benefits 

Benefits Payable During Employment 

Short-term employee benefits are those due to be settled within 12 months of the year-end. They include such benefits as wages and salaries, paid annual leave and paid sick leave, bonuses and non-monetary benefits (e.g., cars) for current employees and are recognised as an expense for services in the year in which the employees render service. An accrual is made for the cost of holiday entitlements (including time off in lieu and flexi leave) earned by employees but not taken before the year-end, which employees can carry forward into the next financial year. The accrual is made at salary rates applicable in the following accounting year, being the period in which the employee takes the benefit. The accrual is charged to Surplus or Deficit on the Provision of Services, but then reversed out through the Movement in Reserves Statement so that holiday benefits are charged to revenue in the financial year in which the holiday absence occurs. 



Termination Benefits 

Termination benefits are amounts payable as a result of a decision by the Commissioner and Chief Constable to terminate an officer’s employment before the normal retirement date or an officer’s decision to accept voluntary redundancy. 

Where termination benefits involve the enhancement of pensions, statutory provisions require the General Fund balance to be charged with the amount payable by the Group to the pension fund or pensioner in the year, not the amount calculated according to the relevant accounting standards. In the Movement in Reserves Statement, appropriations are required to and from the Pensions Reserve to remove the notional debits and credits for pension enhancement termination benefits and replace them with debits for the cash paid to the pension fund and pensioners, and any such amounts payable but unpaid at the year-end. 



Post-Employment Benefits 

Police officers and police staff have the option of belonging to one of two separate pension schemes relevant to them:

Police Officers Pension Scheme, administered through a Police Pension Fund. 

Local Government Pensions Scheme, administered by Carmarthenshire County Council. 

Both schemes provide defined benefits to members (retirement lump sums and pensions), earned as employees having worked for the Group. 

This Police Officer Pension scheme is “unfunded” which means that no investment assets are built up to pay pensions and other benefits in the future, and therefore no provision to meet the liability for future payments of benefits is included in the Balance Sheet. The liabilities of the Local Government Scheme that are attributable to the Group are included in the Balance Sheet on an actuarial basis using the projected unit method – i.e., an assessment of the future payments that will be made in relation to retirement benefits earned to date by employees, based on assumptions about mortality rates, employee turnover rates etc., and projections of earnings for current employees. 



Discretionary Benefits

The Commissioner and Chief Constable also have restricted powers to make discretionary awards of retirement benefits in the event of early retirements. Any liabilities estimated to arise as a result of an award to any member of staff are accrued in the year of the decision to make the award and accounted for using the same policies as are applied to the Local Government Pension Scheme. 

Government grants and contributions 

Whether paid on account, by instalments or in arrears, government grants and third-party contributions and donations are recognised as due to the Group when there is reasonable assurance that: 

The Group will comply with the conditions attached to the payments; and 

The grants or contributions will be received. 

Monies advanced as grants and contributions for which conditions have not been satisfied are carried in the Balance Sheet as creditors. When conditions are satisfied, the grant or contribution is credited to the relevant service (attributable revenue grants and contributions) or Taxation and Non-Specific Grant Income (non-ring-fenced revenue grants and all capital grants) in the CIES. 

Where capital grants are credited to the CIES, they are reversed out of the General Fund Balance in the Movement in Reserves Statement. Where the grant has yet to be used to finance capital expenditure, it is posted to the Capital Grants Unapplied reserve. Where it has been applied, it is posted to the Capital Adjustment Account. Amounts in the Capital Grants Unapplied reserve are transferred to the Capital Adjustment Account once they have been applied to fund capital expenditure. 

Leases 

Costs are charged to the Comprehensive Income and Expenditure Statement over the life of the lease.

Value Added Tax (VAT) 

VAT payable is included as an expense only to the extent that it is not recoverable from Her/His Majesty’s Revenue and Customs by the Group. VAT receivable is excluded from income.
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This document has been prepared as part of work performed in accordance with statutory functions. Further information can be found in our Statement of Responsibilities.



Audit Wales is the non-statutory collective name for the Auditor General for Wales and the Wales Audit Office, which are separate legal entities each with their own legal functions as described above. Audit Wales is not a legal entity and itself does not have any functions.



No responsibility is taken by the Auditor General, the staff of the Wales Audit Office or, where applicable, the appointed auditor in relation to any member, director, officer or other employee in their individual capacity, or to any third party.



In the event of receiving a request for information to which this document may be relevant, attention is drawn to the Code of Practice issued under section 45 of the Freedom of Information Act 2000. The section 45 Code sets out the practice in the handling of requests that is expected of public authorities, including consultation with relevant third parties. In relation to this document, the Auditor General for Wales, the Wales Audit Office and, where applicable, the appointed auditor are relevant third parties. Any enquiries regarding disclosure or re-use of this document should be sent to the Wales Audit Office at infoofficer@audit.wales.



We welcome correspondence and telephone calls in Welsh and English. Corresponding in Welsh will not lead to delay. Rydym yn croesawu gohebiaeth a galwadau ffôn yn Gymraeg a Saesneg. Ni fydd gohebu yn Gymraeg yn arwain at oedi.



Mae’r ddogfen hon hefyd ar gael yn Gymraeg. This document is also available in Welsh.



About Audit Wales
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I have now largely completed my planning work.

This Audit Plan specifies my statutory responsibilities as your external auditor and to fulfil my obligations under the Code of Audit Practice.

It sets out the work my team intends undertaking to address the audit risks identified and other key areas of focus during 2024.

It also sets out my estimated audit fee, details of my audit team and key dates for delivering my audit team’s activities and planned outputs.

[image: Photo of Adrian Crompton, Auditor General for Wales. ]
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I am required to issue a report on your financial statements including the Police Pension Fund which includes an opinion on their ‘truth and fairness’ and the proper preparation in accordance with accounting requirements.

I will also report by exception on a number of matters which are set out in more detail in our Statement of Responsibilities.

In addition to my responsibilities for auditing the Police and Crime Commissioner for Dyfed Powys (the Commissioner) and Chief Constable of Dyfed Powys Police (the Chief Constable)’s financial statements, I also have responsibility for:

· responding to questions and objections about the accounts from local electors (additional fees will be charged for this work, if necessary); and

· auditing Dyfed Powys Police Pension Fund accounts.

I do not seek to obtain absolute assurance on the truth and fairness of the financial statements and related notes but adopt a concept of materiality. My aim is to identify material misstatements, that is, those that might result in a reader of the accounts being misled. The levels at which I judge such misstatements to be material is set out later in this plan.

There have been no limitations imposed on me in planning the scope of this audit.



[bookmark: Value_for_Money_work]Value for Money work

I must satisfy myself that the Commissioner and Chief Constable:

· have made proper arrangements for securing economy, efficiency, and effectiveness in their use of resources; and

· are acting in accordance with the sustainable development principle when setting and taking steps to meet their well-being objectives.



[bookmark: _TOC_250008]Your audit at a glance









		

[image: Icon  Description automatically generated ]

		

My financial statements audit will concentrate on your risks and other areas of focus



		My audit planning has identified the following risks:



		Significant financial statement risk

· Risk of Management Override



		Other areas of audit focus

· Accounts Preparation

· Valuation of pension fund net liability

· Valuation of land and buildings

· Senior Officer Remuneration



		

[image: A calculator with different colors  Description automatically generated ]

		

Materiality







Materiality

Police and Crime Commissioner	£2.202 million

Chief Constable	£2.202 million

Police Pension Fund	£0.792 million







		Reporting Threshold

		



		Police and Crime Commissioner

		£110,000



		Chief Constable

		£110,000



		Police Pension

		£40,000







		

Group



		We will also perform an audit of the Police and Crime Commissioner Group.
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Materiality £2.202 million (Commissioner and Chief Constable) Materiality £0.792 million (Police Pension Fund)



		My aim is to identify and correct material misstatements, that is, those that might otherwise mislead the user of the accounts.

For the basis of the materiality, I have used the lower of the Police and Crime Commissioner Group gross expenditure and the Chief Constable gross expenditure.



Materiality is calculated using:



		· 2022-23 actual Commissioner gross expenditure of £220.175 million



· Materiality percentage of 1%



A separate materiality is applied to the Police Pension Fund. Materiality is calculated using:

· 2022-23 actual Police Pension Fund gross expenditure of £39.590 million



· Materiality percentage of 2% (to reflect the smaller body)



I report to those charged with governance any misstatements above a trivial level (set at 5% of materiality ie £110,000 (Commissioner and Chief Constable) and £40,000

(Police Pension Fund)).









		



Areas of specific interest



		There are some areas of the accounts that may be of more importance to the user of the accounts, and we have set a lower materiality level for these:



		· Remuneration disclosures £1,000



· Related party disclosures £10,000 (individuals), £110,000 (other bodies)
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Significant risks are identified risks of material misstatement for which the assessment of inherent risk is close to the upper end of the spectrum of inherent risk or those which are to be treated as a significant risk in accordance with the requirements of other ISAs. The ISAs require us to focus more attention on these significant risks.



Exhibit 1: significant financial statement risks



		



		Significant risk

		Our planned response



		

Risk of Management Override

The risk of management override of controls is present in all entities. Due to the unpredictable way in which such override could occur, it is viewed as a significant risk [ISA 240.32-33].

		

The audit team will:

· test the appropriateness of journal entries and other adjustments made in preparing the financial statements;

· review accounting estimates for bias; and

· evaluate the rationale for any significant transactions outside the normal course of business.
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I set out other identified risks of material misstatement which, whilst not determined to be significant risks as above, I would like to bring to your attention.



Exhibit 2: other areas of focus



		



		Audit risk

		Our planned response



		

Accounts Preparation

In previous years, we reported to you that the arrangements to ensure quality assurance of the draft accounts and working papers submitted for audit needed to be improved. There is a risk that the quality of the accounts and supporting working papers may be compromised leading to an increased incidence of errors.

		

We will discuss your closedown process and quality monitoring arrangements with the accounts preparation team. The audit team will monitor the closedown plan and review the draft financial statements and working papers following receipt, to identify whether there are any issues that could impact on the audit timetable.



		

Valuation of pension fund net liability

The Local Government Pension scheme (LGPS) and Police Pension Scheme pension fund liability as reflected in the financial statements are material estimates.

The nature of this estimate means that it is subject to a high degree of estimation uncertainty as it is sensitive to small adjustments in the assumptions used in its calculation.

The impact of economic conditions, particularly interest rate levels, also has a significant impact on the liability (at 31 March 2023, for example, the LGPS liability was in fact zero, primarily due to higher interest rates).

There are also several legal cases potentially impacting on the valuation of the net liability.

		

The audit team will:

· evaluate the instructions issued by management to their management experts (actuary) for this estimate and the scope of the actuary’s work;

· assess the competence, capabilities and objectivity of the actuary who carried out the valuations;

· assess the accuracy and completeness of the information provided by the Authority to the actuary to estimate the liability;

· test the accuracy of the pension fund net liability and disclosures in the financial statements with the actuarial report from the actuary;

· assess the reasonableness of the assumptions made by the actuary by reviewing the report of the consulting actuary (auditor’s expert) and undertaking any additional procedures required; and

· assess whether any legal cases could have a material impact on the net liability, and, if so, confirm that this has been appropriately recognised and disclosed within the financial statements.













		



		Audit risk

		Our planned response



		

Valuation of land and buildings The value of land and buildings reflected in the balance sheet and

notes to the accounts are material

estimates.

Land and buildings are required to be held on a valuation basis which is dependent on the nature and use of the assets. This estimate is subject to a high degree of subjectivity, depending on the specialist and management assumptions, and changes in these can result in material changes to valuations.

Assets are required to be revalued every five years, but values may also change year on year, and there is a risk that the carrying value of assets reflected in the accounts could be materially different to the current value of assets as at 31 March 2024, particularly in the current economic environment.

		

The audit team will:

· review the information provided to the valuer to assess for completeness;

· evaluate the competence, capabilities and objectivity of the professional valuer;

· test a sample of assets revalued in the year to ensure the valuation basis, key data and assumptions used in the valuation process are reasonable, and the revaluations have been correctly reflected in the financial statements; and

· test the reconciliation between the financial ledger and the asset register.



		

Senior Officer Remuneration There is a risk that these are not appropriately disclosed in the

financial statements as remuneration

paid to senior officers continues to be of high interest and is material by nature.

Even though there are no significant changes in senior officers for 2023- 24, remuneration paid to senior officers continues to be of high interest and is material by nature.

Therefore, even low value errors in the disclosure could result in a material misstatement.

		

The audit team will:

· understand any movements in the senior management team during 2023-24;

· ensure that remuneration disclosed is consistent with supporting evidence; and

· ensure that amounts paid are consistent with those approved by the Authority.
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I set out below key dates for delivery of my accounts audit work and planned outputs.



Exhibit 3: key dates for delivery of planned outputs



		



		Planned output

		Work undertaken

		Report finalised



		

2024 Audit Plan

		

March – May 2024

		

May 2024



		

Audit of financial statements work:

· Audit of Financial Statements Report

· Opinion on the Financial Statements

		

July – November 2024

		

November 2024
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In addition to the audit of the accounts, I have statutory responsibilities to receive questions and objections to the accounts from local electors. These responsibilities are set out in the Public Audit (Wales) Act 2004:

· Section 30 Inspection of documents and questions at audit; and

· Section 31 Right to make objections at audit.



As this work is reactive, I have made no allowance in the fee below. If I do receive questions and objections, I will discuss potential audit fees at the time.
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In January 2024, we published our Fee Scheme for the 2024-25 year as approved by the Senedd Finance Committee. My fee rates for 2024-25 have increased by an average of 6.4%, as a result of unavoidable inflationary pressures and the ongoing need to invest in audit quality.



I estimate your total audit fee will be £102,957.



Planning will be ongoing, and changes to my programme of audit work, and therefore my fee, may be required if any key new risks emerge. I shall make no changes without first discussing them with the Commissioner and the Chief Constable.



Our financial audit fee is based on the following assumptions:

· the agreed audit deliverables set out the expected working paper requirements to support the financial statements and include timescales and responsibilities; and

· no matters of significance, other than as summarised in this plan, are identified during the audit.





Exhibit 4: breakdown of audit fee



		Audit area

		Proposed fee for 2024 (£)1

		Estimated] fee for 2023 (£)



		Audit of financial statements2

		97,457

		91,599



		Use of Resources3

		5,500

		5,166



		Total fee

		102,957

		96,765



































[bookmark: _bookmark0]1 The fees shown in this document are exclusive of VAT, which is not charged to you.

[bookmark: _bookmark1]2 Payable November 2023 to October 2024.

[bookmark: _bookmark2]3 Payable April 2024 to March 2025.











The main members of my team, together with their contact details, are summarised in

Exhibit 5.



Exhibit 5: my local audit team



		



		Name

		Role

		Contact details



		

Matthew Edwards

		

Engagement Director

		

matthew.edwards@audit.wales



		

Jason Blewitt

		

Audit Manager (Financial Audit)

		

jason.blewitt@audit.wales



		

Aneesa Ali

		

Audit Lead (Financial Audit)

		

aneesa.ali@audit.wales







I can confirm that my team members are all independent of the Commissioner and Chief Constable and your officers.
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Our commitment to audit quality in Audit Wales is absolute. We believe that audit quality is about getting things right first time.

We use a three lines of assurance model to demonstrate how we achieve this. We have established an Audit Quality Committee to co-ordinate and oversee those arrangements. We subject our work to independent scrutiny by QAD* and our Chair, acts as a link to our Board on audit quality. For more information see our Audit Quality Report 2023.

[image: Infographic on audit quality at Audit Wales. ]
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Audit Wales has developed a range of resources to support the scrutiny of Welsh public bodies, and to support those bodies in continuing to improve the services they provide to the people of Wales.



[bookmark: Visit_our_website_to_find:]Visit our website to find:
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		our Good Practice work where we share emerging practice and insights from our audit work in support of our objectives to assure, to explain and to inspire.
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		our newsletter which provides you with regular updates on our public service audit work, good practice, and events.
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		our publications which cover our audit work completed at public bodies.
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		information on our forward performance audit work programme 2023-2026 which is shaped by stakeholder engagement activity and our picture of public services analysis.
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		various data tools and infographics to help you better understand public spending trends including a range of other insights into the scrutiny of public service delivery.







You can find out more about Audit Wales in our Annual Plan 2024-25 and Our Strategy 2022-27.



































































Audit Wales

Tel: 029 2032 0500

Fax: 029 2032 0600

Textphone: 029 2032 0660



E-mail: info@audit.wales Website: www.audit.wales



We welcome correspondence and telephone calls in Welsh and English. Rydym yn croesawu gohebiaeth a galwadau ffôn yn Gymraeg a Saesneg.
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Our People

The first line of assurance is formed by our staff and
management who are individually and collectively

responsible for achieving the standards of audit quality
m to which we aspire.

« Selection of right team
* Use of specialists
+ Supervisions and review

Arrangements for achieving audit quality

The second line of assurance is formed by the policies,
tools, learning & development, guidance, and leadership
we provide to our staff to support them in achieving
those standards of audit quality.

+ Audit platform

« Ethics

* Guidance

* Culture

* Learning and development

« Leadership

¢ Technical support

Independent assurance

The third line of assurance is formed by those
activities that provide independent assurance over the
effectiveness of the first two lines of assurance.

+ EQCRs

* Themed reviews

» Cold reviews

* Root cause analysis

* Peer review

+ Audit Quality Committee
+ External monitoring

* QAD is the quality monitoring arm of ICAEW.
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Archwilio Cymru
Audit Wales
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