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Date: 22nd January 2025	

TO:	The Police and Crime Commissioner, Chief Constable and Members of the Joint Audit Committee (Ms K Curran, Mr D Macgregor, Mr Farhan Shakoor, Ms Julie James & Ms Caroline Wheeler) 

Copy to:	Ms B Peatling, Chief Finance Officer
		Ms N Davies, T/ Chief Finance Officer
ACPO and Senior Officers/Staff 
		Representatives from TIAA and Audit Wales

		

Dear Sir/Madam,

A meeting of the Joint Audit Committee will be held on Wednesday 29th January 2025 at 10am via Microsoft Teams for the transaction of the business on the attached agenda. Members of the Press and Public may attend this meeting.  
To participate through the medium of Welsh, Members of the Public are required to provide at least 7 days’ notice to guarantee such provision as notified on our website.  Should we receive late notification we will do our best to provide this service but cannot guarantee.
Yours faithfully
[image: ]
Mrs Carys F Morgans
Chief Executive 

Encl.


A G  E  N  D  A
1. Apologies for absence 
2. Declarations of interest
3. To confirm the minutes of the meeting held on the 5th December 2024


4. Review of actions – 5th December 2024
5. Joint Audit Committee Work Plan (Business Manager OPCC – Neil Evans)


[bookmark: _MON_1799062438]
Matters for Scrutiny
6. [bookmark: _Hlk113543023]To receive an update from the Audit Governance Group meeting held on the 14th January 2025 to include the KPI Performance report on Internal Audit Responses (Head of Finance – Michelle Reynolds) 



7. To consider the actions of the Corporate Governance Group meeting held on the 21st January 2025 (Director of Finance – Edwin Harries)

8. To consider the following reports of the internal auditors: (Internal Auditor)
[bookmark: _Hlk98148499]
a. To consider the Summary Internal controls Assurance (SICA) Report 2023/24



b. To consider the collaborative review of Uniform Stores




c. To consider the assurance review of Vetting



d. To consider the assurance review of HR Management – Wellbeing Strategy



e. To consider the assurance review of HR Management – Leadership Skills 

		
f. To consider the assurance review of ICT and Cyber Security



g. To consider the assurance review of the Police and Crime Plan




9. To consider the revise Collaborative Review of Data Protection (Director of TIAA – Fiona Roe)



10. To consider a report on the Audit Governance Standards (Director of TIAA – Fiona Roe)


11. To consider an update report on the Human Resources Internal Audit Recommendations – (Director of People and Organisational Development – Linda Williams Head of HR Service Delivery – Steve Cadenne)



12. To consider an update report in relation to the Telematics Review – (Head of Fleet Services – Gareth Parry)




13.  To consider an update report in relation to the Health and Safety Collaborative Review – (Senior Manager Health and Safety and Sustainability – Steve Bergiers)


[bookmark: _Hlk95830877]


[bookmark: _Hlk95839142]Break 10mins

The information contained in the report below has been subjected to the requirements of the Freedom of Information Act 2000, Data Protection Act 1998 and the Office of the Police and Crime Commissioner for Dyfed-Powys’ public interest test and is deemed to be exempt for publication under section 13 of Schedule 12A Local Government Act 1972.

14. To consider an update report on Information Management – (Information Manager – Debby Jones)


15. To consider the Force Risk Register – (Senior Manager – Governance & Change – Gaynor Maddox)

16. To consider the OPCC Corporate Risk Register – (Business Manager OPCC – Neil Evans)

17. Update on Fraud Activity (Business Manager – Neil Evans)
18. Members Updates – 15 minutes
19. Any other business

Date of next meeting: 26th March 2025
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Meeting: Joint Audit Committee

Venue: Hydra 119 & Teams

Date:  5th December

10.30am – 1.30pm



		Members:

		Ms Kate Curran (KC) Chairperson

Mr Farhan Shakoor (FS)

Ms Julie James (JJ)

David Macgregor (DM)





		JAC Attendees

		DCC Ifan Charles, Deputy Chief Constable (IC)

Mr Dafydd Llywelyn, Police and Crime Commissioner (DLl)

Ms Carys Morgans, Chief Executive Officer (CM)

Mr Edwin Harries, Director of Finance (EH)

Ms Nicola Davies, T-Chief Finance Officer (ND)

Mr Jason Blewitt, Audit Wales (JB)

Ms Fiona Roe, TIAA (FR)

Ms Gaynor Maddox, Head of Programmes and Change (GM)

Ms Michelle Reynolds, T-Head of Finance (MR)

Mr Neil Evans, Business Manager OPCC (NE)







		Apologies

		Ms Caroline Wheeler (CW)

Dr Richard Lewis, Chief Constable 

Ms Beverley Peatling, Chief Finance Officer

Mr Jonathon Maddock, TIAA (JM)





		Declarations of Interest:

		None











		ACTION SUMMARY FROM MEETING ON 31st July 2024



		Action No

		Action Summary

		To be progressed by

		 Progress



		A14

		That the Committee undertake a self-assessment of the Internal Audit process undertaken by TIAA in 12-18 months’ time.

		CFO

		In Progress – a self-assessment of the internal audit process will be undertaken and reported back to the Committee during 2025/2026



		A17

		That TIAA review the outcomes contained within the Collaborative review of the Data Protection Act to understand the rationale behind the outcomes and a revised report is presented to the next Committee meeting.

		FR

		Complete – the report is included on the agenda for 29th January 2025.



		A19

		That the Joint Audit Committee review progress of  implementing the recommendations contained within the Collaborative review of Telematics in January 2025.

		JAC

		Complete – the report is included on the agenda for 29th January 2025.



		A24

		That consideration is given to include a review of the Whistleblowing policy and procedures in the Internal Audit Annual Plan 2025/26

		Audit Governance Group

		In Progress – This will be considered by the Audit Governance Group





		

		ACTION SUMMARY FROM MEETING ON 2nd October 2024



		Action No

		Action Summary

		To be progressed by

		 Progress



		A 27

		That an additional document is developed to complement the current workplan that includes a mechanism for Members to see any agenda changes.

		NE

		Complete: A new document has been prepared for Members consideration.



		A 28

		That a report on the performance of KPI’s in relation to the 10 day target on internal audit responses is provided to the Committee on a quarterly basis.

		Audit Governance Group

		Complete: This is included within the report on the agenda.



		A 29

		That TIAA considers the number of days allocated to specific reviews to ensure timescales are practical for the area under review.

		FR/JM

		Complete: Members received this information on 22nd January 2025



		A 30

		That a report is presented to Members to highlight the changes to Audit Governance Standards and what it means for reporting standards.

		FR

		Complete: This is included on the agenda for the meeting on 29th January 2025.



		A31

		That the OPCC take a lead role in ensuring that the recommendations contained within the assurance review of Crime Recording are progressed whilst ensuring there is no duplication of review mechanisms.

		OPCC

		In progress: Meeting scheduled for January.



		A32

		That the report of the assurance review of risk management is brought back to the next meeting with an update on management comments and information on how the recommendations will be addressed.



		GM

		Complete: An update will be provided to the Committee on 29th January 2025.



		A35 

		That the Committee receives an update report in 6 months on progress being made against actions contained within the CIPFA Management Checklist.

		DoF

		In Progress: a report will be included on the agenda for the meeting to be held in March 2025.









3. To confirm the minutes of the meetings held on the 2nd October 2024 and 27th November 2024



The minutes of the meetings held on 2nd October 2024 and 27th November 2024 were accepted as a true record by the Committee.



4. Review of Outstanding Actions 

The Committee discussed the following outstanding actions from previous meetings : - 

A17– Following  a meeting between FR and FS the report of the Data Protection Collaborative review will be reissued.

A 29 – Due to conflicting priorities will consider the number of days allocated to specific reviews to ensure timescales are practical for the area under review in due course and an update provided to the next meeting.

A32 – GM advised that with regards the assurance review of Risk Management a meeting has been held with staff in relation to the management comments that were provided to  the meeting and an update will be presented to the next meeting.



5. Joint Audit Committee Work Plan 

NE advised that following the last meeting a new document has been developed that highlights the reports that are due to each meeting. It was noted that the Excel document would continue to be included on the agenda to allow Members to have assurance that standard reports would be considered in a timely manner.



It was noted that there is a need to set up a private meeting between the Committee, TIAA and Audit Wales in the New Year. 



KC requested that an update report on Information Management be included on the agenda for the foreseeable future to allow the Committee to monitor progress.



The Committee requested that the Excel document be revised to remove the Members requested items as these have already been considered and any future requests would form part of the newly developed document.



ACTION A38 - That a meeting is set up between the Joint Audit Committee Members, TIAA and Audit Wales.



ACTION A39 - That an Information Management Update reports is included on the agenda for future meetings to allow the Committee to monitor the progress being made.



ACTION A40 - To remove Members requests from the generic work plan, namely the Estates Statutory Compliance report and Pension Investigations report. Requests of this nature will be captured within the actions and included on the newly developed work plan document.





6. To receive an update from the Audit Governance Group Meeting held on the 11th November 2024.



MR provided an update from the Audit Governance meeting held on the 11th  November. MR advised that all audits are planned, and good progress is being made. 7 Audits have been completed, 5 of which have received substantial assurance. There is monitoring of the KPI’s in relation to the number of days between the exit meeting and the draft report.

FS noted that it was pleasing to see the KPI’s included on the document but suggested that it would be beneficial for Members to see a flag or a colour to highlight the reviews where KPI’s are not being met. This would assist in focussing discussions.

DM asked whether the Ammanford Disaster Recovery site was now live. EH confirmed that the site is now live, and GM further advised that there are good recovery plans in place from the Cyber and IT side as these have been built in to  the business continuity plans.

JJ asked for an update in relation to the open recommendations for Human Resources and the fact that the implementation dates have been revised. MR advised that she would be holding a meeting with the Director of People and Organisational Development shortly. The Committee requested that the Director attend the next Committee meeting to provide an update.



Action A41 - That a flag/colour status is included within the Audit Governance Group to allow members to identify those reviews that have longer delays.

Action A42- That the Director of People and Organisational Development attends the next meeting to provide an update in relation to the Human Resources Internal Audit Recommendations.





7. To consider the actions of the Corporate Governance Group meeting held on the 20th November 2024 (Director of Finance)



The Committee received an update from EH on the actions of the Corporate Governance Group that met on the 20th November. EH advised Members that there had been discussion in relation to the custody health care contract which was due to go live. Further discussions were held in relation to issues in around the vetting process.



Following a discussion in relation to an ISO Accreditation Audit being postponed, FS asked for clarity in relation to what type  of ISO accreditation. EH advised that this was in relation to accreditation from the Forensic Alliance rather than specific ICT Accreditation.





8. To consider the following reports of the internal auditors: 

a. To consider the Summary Internal Controls Assurance (SICA) Report 2023/24



The Committee considered the Summary Internal Controls Assurance report. FR summarised the audits in terms of the overall outcomes and the number of recommendations. FR advised that there have been discussions within TIAA to ensure that resources have been allocated to ensure that the reviews are undertaken in time. FR advised that, as mentioned previously there was new global internal audit standards that will come in to effect in January. However, at a National Police audit group a few weeks it was suggested that public sector version of the standards will be coming into effect in April next year. FR continued that guidance will be issued in due course once the public sector elements are launched.



One of the key points coming in to effect is the governance of internal audit but it was agreed that Dyfed Powys Police are in a good position on this front. A key component will be the meetings between the Committee and TIAA. 



b. To consider the Interim Follow Up Review 2024/2025



FR presented the report that gave Members an overview of the progress achieved against the Internal Audit Plan for 2024/2025. Members noted that most of the reports so far had received substantial assurance. FR noted that this was to be expected with many of the reviews that had been undertaken as they were in relation of financial processes which are audited on an annual basis.

Members were advised that 26 recommendations have been implemented with a further 15 outstanding. Those outstanding all have revised implementation dates and will be included in future follow up reports.  The reasons behind some of the revisions are due to awaiting system updates or policy revisions and are not areas of concern.









c. To consider the Collaborative Review of Health and Safety Management





The Committee considered the collaborative review of Health and Safety Management that received reasonable assurance and included 4 important recommendations and 5 routine recommendations.



Members noted that 2 of the recommendations had not been agreed by management. The first was in relation to fire drills and the fact that there were 6 overdue drills. Management stated that the drills had been completed in time but had not been recorded due to staff leave. The second was in relation to Health and Safety inspections and that a formula calculation error had been identified on the Health and Safety Audit Fire Drills master spreadsheet. Management stated that they were uncertain why this had been raised as it was a formula glitch on the spreadsheet that was rectified at the time of notification. Members noted their concerns that in relation to these two recommendations they felt they should have been discussed at the exit meeting and this would have negated the need to be included within the final report.



Members raised further concern that there were 3 pages of additional findings in relation to Dyfed Powys Police and in light of this requested that an update report be presented to the next meeting of the Committee so Members can be appraised of the progress being made since the review was undertaken.



FS asked whether there was continuity in relation to the auditors who undertake the collaborative reviews. It was felt that it would be beneficial if the same auditors were utilised to ensure a consistent approach and commentary across the review.



KC questioned the use of spreadsheets to record health and safety information and asked whether there is a specific Health and Safety system that could be used. KC further noted that it may be beneficial to benchmark Dyfed-Powys against North Wales as they have been given substantial assurance and there may be an opportunity to learn from their processes.



Action A43 - That members are advised if the same auditors undertake the audits in each force when there is a collaborative review as there is a need to ensure consistency in relation to comments made as part of a review.



Acton A44 – That an update report in relation to the Health and Safety Review is brought back to the next meeting which should also include up to date information in relation to Health and Safety training.



Action A 45 – That a review of recording systems within Health and Safety is undertaken and contact is made with North Wales Police to identify possible best practice.





d. To consider the Assurance Review of Risk Management – Mitigating Controls.



The Committee considered the Assurance Review of Risk Management – Mitigating Controls, which was given Substantial Assurance. The Committee noted there were two priority three recommendations. The first was in relation to  the review of the Corporate Risk Register and recommended a target score be considered. The second was in relation to a specific risk and a recommendation that the title should be reviewed to ensure the true cause of risk was listed. This recommendation was not agreed as it was stated that given the nature of the risk the title was sufficient.



FS asked whether risks that had been raised in 2022/2023 were still relevant and should they still be included on the risk register. GM advised that there are some risks contained on the register that despite the Force implementing mitigating controls for example the risk in relation to the Police Funding Formula. This risk has been included for a long period of time but whilst we await the Government’s decision on whether to review the funding formula it must remain a risk as when it does eventually happen it is likely to have an effect on the finances of Dyfed-Powys Police.



GM further advised Members that as part of the Performance Assurance Cycle updates on specific risks are required by the relevant boards to ensure the risk and associated score remains relevant.





e. To consider the Assurance Review of Treasury Management



The Committee considered the Assurance Review of Treasury Management and noted the Substantial Assurance that was provided. 



f. To consider the Assurance Review of General Ledger



The Committee considered the Assurance Review of General Ledger and noted the Substantial Assurance that was provided. 



g.  To consider the  Assurance Review of Budgetary Control 



The Committee considered the Assurance Review of Budgetary Control and noted the Substantial Assurance that was provided. 



h. To consider the Assurance review of ICT Change Management



The Committee considered the Assurance Review of ICT Change Management and noted the Substantial Assurance that was provided. 



9. Treasury Management Mid-Year Report 2024/2025

ND presented to the Committee the Treasury Management Mid-Year Report for 2024/2025 and advised Members that this was a snap shot of the position at the end of September. 



Members questioned the information contained under the heading Prudential Indicator 7 – Ratio of Financing Costs to Net Revenue Stream and queried whether capital expenditure is charged directly to the revenue budget or are other aspects charged to revenue. ND advised that this would be amended in the final year end report to provide more clarity.



Action A47 – That the wording in relation to the Prudential Indicator 7 within the Treasury Management report is made clearer in the end of year report.



10. To consider an update on the Corporate Governance Framework

Members were reminded that a comprehensive review of governance arrangements had been undertaken within the OPCC and those new arrangements were now included in the Corporate Governance Framework. Members were asked to note that the responsibilities of the Chief Executive were now included within the main part of the document.



The CEO also advised that  there are incoming changes to procurement guidelines that will need to be incorporated within the framework within the new financial year, therefore a further revised framework will be presented to the Committee for their comments in 2025.



Members welcomed the document and requested sight of a document that highlights the changes to allow them to fully understand what changes have been made. One point was raised and that to ensure consistency across the document it should be decided whether to use staff or employees. 



Action A47 – That Members receive a copy of the Corporate Governance Framework that highlights the changes made to allow them to make any additional comments.



11. Force Risk Register 



GM presented to Members the Force’s Corporate Risk Register and noted the Committee’s earlier comments in relation to the length and wording of some of the risks.

Members were satisfied with the content of the report.







12.  OPCC Corporate Risk Register



NE presented the OPCC Corporate Risk Register and advised that two risks had been closed and removed from the register namely the Goleudy risk due to the fact that the contract ceased on 31st October 2024. The second risk that had been closed was in relation to the new Victims Services contract which was now in place and running following the TUPE transfer of staff on 14th November 2024.



Members were also advised that the score in relation to the Sexual Assault Referral Centre in Aberystwyth had been reduced in response to the fact that Welsh Government funding has been agreed.



NE further advised that the risk in relation to Ministry of Justice funding currently remains on the agenda however, confirmation had been received in the last week that an annual funding settlement had been announced. The funding was a reduction of circa £24k on the previous year by the OPCC was confident it had sufficient funding to deal with this.





13.  Fraud and Anti-Corruption Policy

Members were provided with an updated Fraud and Anti-Corruption Policy and were advised that the changes made were minimal. The Policy has been reviewed by the Professional Standards Department.



KC asked whether Money Laundering policy is a separate policy, and it was confirmed that it is covered by the Fraud and Anti-Corruption Policy. IC advised that in relation to the vetting policy it is linked to the Authorised Professional Practice of vetting. It was noted that Money Laundering should be included within the policy.



The Committee agreed the policy with the caveat that consideration be given to including Money Laundering within the policy.



Action A48 – That consideration be given to including Money Laundering Policy within the Fraud and Anti-Corruption Policy





14.  Update on Fraud Activity



NE advised that there were no current updates in relation to fraud activity. 







15.  Members Updates



Members had no additional updates to provide over and above what had already been mentioned during the meeting.



Date of next meeting: 



29th January 2025 – Joint Audit Committee

		

		ACTION SUMMARY FROM MEETING ON (5th December 2024)



		Action No

		Action Summary

		To be progressed by

		 Progress



		A 38

		That a meeting is set up between the Joint Audit Committee Members, TIAA and Audit Wales

		NE

		In Progress: Convenient meetings dates are being identified prior to a suitable date being set.



		A 39

		That an Information Management Update reports is included on the agenda for future meetings to allow the Committee to monitor the progress being made.

		DJ

		Complete: An update report will be included on  the agenda for future meetings until further notice.



		A 40

		To remove Members requests from the generic work plan, namely the Estates Statutory Compliance report and Pension Investigations report. Requests of this nature will be captured within the actions and included on the newly developed work plan document.

		NE

		Complete: The reports have been removed from the generic work plan.



		A 41 

		That a flag/colour status is included within the Audit Governance Group to allow members to identify those reviews that have longer delays.

		MR

		Complete: this information is included within reports. 



		A 42

		That the Director of People and Organisational Development attends the next meeting to provide an update in relation to the Human Resources Internal Audit Recommendations.

		NE

		Complete: The Director of People and Organisational Development will attend the next meeting on 29th January 2025.



		A 43

		That members are advised if the same auditors undertake the audits in each force when there is a collaborative review as there is a need to ensure consistency in relation to comments made as part of the reviews.

		FR

		Complete: Information was circulated to Members on 21st January 2025.



		A 44

		That an update report in relation to the Health and Safety Review is brought back to the next meeting that should also include up to date information in relation to Health and Safety training.

		SB

		Complete: The report is included on the agenda for 29th January 2025.



		A 45

		That a review of the use of spreadsheets as a means of recording information within Health and Safety is undertaken and contact is made with North Wales Police to identify possible best practice.

		SB

		In Progress: Links will be made with North Wales Police to identify possible best practice and an update provided to the Committee.



		A 46

		That the wording in relation to Prudential Indicator 7 within the Treasury Management report is made clearer in the end of year report.

		MR

		In Progress: this will be included within the end of year Treasury Management Report



		A 47

		That Members receive a copy of the Corporate Governance Framework that highlights the changes made to allow them to make comments.

		CEO

		Complete: The revised Corporate Governance Framework was circulated to Members on 22nd January 2025.



		A48

		That Money Laundering policy is mentioned within the Fraud and Anti-Corruption Policy.

		HD

		In Progress:  The Fraud Policy is currently under review and Money laundering will be included within the revised policy.
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JAC%20Workplan%2024-25.xlsx
Sheet1

		JAC Terms of Reference		JAC Duty Discharge		March 		June		July 		September		December		January 

		Review Corporate Govervance Issues and Consider the Corporate Governance Framework		Consider the Corporate Governance Framework		Y								Y

				Annual Governance Statement - Review Prior to approval by PCC and CC						Y

				Annual Governance Statement - Consider the Annual Evaluation of AGS						Y

				Updates from Corporate Governance Board		Y		Y		Y		Y		Y		Y

				Updates from Audit Governance Board		Y		Y		Y		Y		Y		Y



		Monitor the effective development and Operation of Risk Management		Consider Risk management Policy on a Cyclical Basis		Y

				Consider Risk registers		Y				Y				Y		Y



		Consider reports on the effectiveness of internal controls and monitor the implementation of agreed actions		Internal Audit reports		Y		Y		Y		Y		Y		Y

				Summary Internal Controls Assurance (SICA) Report		Y		Y		Y		Y		Y		Y

				Internal Audit - External Quality Assessment (PSIAS Review) Considered on a 5 year basis once an assessment has been undertaken						Y

				Annual Summary report of timeliness of audit reports								Y



		Consider reports on the financial effectiveness of financial  management arrangements		Consider the Mid Term Financial Plan, Reserves and Capital Strategy		Y

				Consider Treasury Management Strategy		Y

				Mid Year Treasury Management Reporting								Y

				Consider CIPFA Financial Management Checklist Plus update on Actions						Y						Y



		Review the Assessment of Fraud risks and Potential Harm		Consider Fraud and Anti-Corruption Policy								Y

				Receive Reports on Fraud		Y		Y		Y		Y		Y		Y



		Review Annual Statement of Accounts specifically to consider whether appropriate accounting policies have been followed		Statement of Accounts Timeline		Y

				Finance Seminar to consider draft statement- at appropriate time

				Consider and recommend approval of Statement of Accounts								Y

				Consider the Letters of representation of PCC and CC								Y



		Consider the external auditor reports to the PCC and CC on issues arising from the Audit of Accounts		ISA620 Report								Y

				Annual Audit Report								Y

				Final Accounts Memorandum								Y

				Value for Money Checklist will be considered with the Statement of Accounts Seminar						Y



		Consider the External Auditors annual letter, relevant reports and the report to those charged with governance		Audit enquiries to those charged with governance						Y

				Audit Wales fees consultation						Y

				Consider other relevant correspondence		Y		Y		Y		Y		Y		Y



		Consider the Risk based internal audit plan		Consider and approve the annual internal audit plan		Y



		Terms of Reference		Agree JAC Terms of Reference		Y



		Annual Report		Produce an Annual Report including a conclusion on compliance with CIPFA Statement						Y



		HMICFRS Update		Provide the Committee with an update on HMICFRS Activity that the Force has been involved in and progress against recommendations made in the PEEL inspections		Y						Y



		Data Breaches		Provide the Committee with an update on any Data Breaches		Y						Y



		Member Updates		Provide the Committee with an update on other meetings attended as part of their role		Y		Y		Y		Y		Y		Y



		Business Continuity Plans		To consider the Business Continuity Plans and associated policies										Y



		Governance and Assurance arrangements for significant partnerships or collaborations		Ad hoc reporting - needs to be considered with GM - Area of Internal Audit Review.

		Please note that the above are indicative timeframes and may change depending on the preperation of accounts and statutory audits 
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Joint Audit Committee – Meeting Planner 

		29th January 2025

		26th March 2025

		31st July 2025

		29th October 2025

		2nd December 2025

		29th January 2026



		Telematics Review – Update report

		CIPFA Management Checklist – progress update

		Annual Evaluation of Annual Governance Statement

		2024/2025 Statement of Accounts – Group and Chief Constable

		JAC Self Assessment of Internal Audit Processes

		



		Internal Audit Responses KPI Performance Report

		JAC Draft Annual Report

		Audit Enquiries to those charged with governance

		Draft Letters of Representation from PCC and CC

		

		



		Audit - Vetting

		Corporate Governance Framework

		Audit Wales Fees Consultation

		Annual Governance Statement

		

		



		Audit – HR Management – Wellbeing Strategy

		CIPFA Management Checklist Update Report

		

		Audit Wales ISA 260 Report

		

		



		Audit – HR Management – Leadership Skills

		Audit – Police and Crime Plan 

		

		

		

		



		Update report on outstanding HR Recommendations

		Audit – Sustainability 

		

		

		

		



		Audit – Uniform Stores

		Summary Internal Controls Assurance (SICA) Report

		Summary Internal Controls Assurance (SICA) Report

		Summary Internal Controls Assurance (SICA) Report

		Summary Internal Controls Assurance (SICA) Report

		Summary Internal Controls Assurance (SICA) Report



		Update Report on Health and Safety Audit Recommendations

		Interim Follow Up Review Report

		Interim Follow Up Review Report

		Interim Follow Up Review Report

		Interim Follow Up Review Report

		Interim Follow Up Review Report



		Audit – Police and Crime Plan 

		Updates from Corporate Governance Board

		Updates from Corporate Governance Board

		Updates from Corporate Governance Board

		Updates from Corporate Governance Board

		Updates from Corporate Governance Board



		Audit – ICT and Cyber Security

		Updates from Audit Governance Group

		Updates from Audit Governance Group

		Updates from Audit Governance Group

		Updates from Audit Governance Group

		Updates from Audit Governance Group



		Summary Internal Controls Assurance (SICA) Report

		Dyed Powys Police Corporate Risk Register

		Dyed Powys Police Corporate Risk Register

		Dyed Powys Police Corporate Risk Register

		Dyed Powys Police Corporate Risk Register

		Dyed Powys Police Corporate Risk Register



		Interim Follow Up Review Report

		OPCC Corporate Risk Register

		OPCC Corporate Risk Register

		OPCC Corporate Risk Register

		OPCC Corporate Risk Register

		OPCC Corporate Risk Register



		Updates from Corporate Governance Board

		Member Updates

		Member Updates

		Member Updates

		Member Updates

		Member Updates



		Updates from Audit Governance Group

		Fraud Updates

		Fraud Updates

		Fraud Updates

		Fraud Updates

		Fraud Updates



		Dyed Powys Police Corporate Risk Register

		

		

		

		

		



		OPCC Corporate Risk Register

		

		

		

		

		



		Member Updates

		

		

		

		

		



		Fraud Updates
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Audit Governance Group



2024/25

Updated 9th January 2025
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Audit Plan – 2024/25
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Audit Plan – 2024/25
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Audit Plan 2024/25 – Current Status
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22 Open Recommendations









Since the last reporting period, 13 has been implemented/closed and a further 1 recommendation has been added to the existing 34.  Out of the 22 open recommendations, 9 are within original due date and 13 within revised implementation dates.
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Open Recommendations











Mar-23	Oct-23	Jan-24	Feb-24	Jun-24	Sep-24	Nov-24	Jan-25	22	31	30	43	26	38	21	21	7	3	15	13	29	29	34	34	22	







Summary of Open Recommendations

6

There are no remaining open recommendations relating to priority 1 (urgent).  There are 9 recommendations overdue by  6+ months. Comments and revised implementation dates have been provided by management – see open recommendation report provided separately.  Sufficient explanations have been given around delays and assurance has been given that progress is being made.  Should further information be required on any of the open recommendations, we can invite the relevant managers to future group meetings.



3 of the open recommendations overdue by 6-12 months relate to the Business Continuity Audit 23-24. The timescales to meet the Business Continuity Audit have been extended to Mar 25



3 of the open recommendations overdue by 6-12 months relate to the HR Management – Absence and other leave Audit.  Updates are required from the department on the position with these recommendations.  A verbal update will be provided in the meeting by HR.







Highlights since the last report

7

		12 audit days unallocated – due to cancelled audits x 2
Details received from Service Improvement Unit for consideration of an internal audit on data storage across the force.  (This relates to across the force so the management and storage of data (and governance) so our file storage paper and online, and information within DPPI2).  We currently have a query in with Tiaa for them to confirm if it can be fitted in, in the remaining months of 24-25, how many days would be required and if/when they could pencil it in.


		Audit plan 2025-26
Planning for audits for 2025-26 is progressing well.  We are in the process of pulling together a final draft to share with the Audit Governance Group.  Input has been received and is on-going from Service Improvement Unit, Professional standards, OPCC and Force Finance team, includes findings from internal and external audit recommendations.







2024/25 Completed audits (Timeliness - KPI)

8











Highlights


9

Slides from Collaborative pack (Dec 24) incs individual Forces performance – to be discussed in January meeting with Welsh Forces lead accountants – internal audit.  First table needs updating – I will raise this in the next meeting









Cont: Slides from Collaborative pack (Dec 24)
Individual Welsh Forces Performance 2024-25 to date (excluding collaborative audits)


10

*SWP – no audits to report at this stage in 24-25
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Index Type Title


Planned 


quarter


Status Assurance


Days 


Assigned


Business Lead From To


1 Governance Police and Crime Plan 3 Awaiting Draft 6 Claire Bryant 17/12/2024 20/12/2024


2 Governance Strategic Planning, FMS and Data 4 Audit Pending 10


13/1/25, 17/1/25, 


20/1/25


21/01/2025


3 Risk


Risk Management – Mitigating 


Controls (Collaborative)


1 Complete Substantial 5 Dionne Collins 09/09/2024 13/09/2024


4 Risk


Risk Management – 


Embedding/Assurance Framework


1 Complete Reasonable 8


Gaynor Maddox / 


Dionne Collins


29/07/2024 01/08/2024


5 ICT Cyber-Security 3 Awaiting Final Reasonable 8 Mark Hall 24/09/2024 25/11/2024


6 ICT ICT Change Management 2 Complete Substantial 10 Mark Hall 24/09/2024 06/11/2024


7 Finance Budgetary Control 3 Complete Substantial 8 Michelle Reynolds 21/10/2024 25/10/2024


8 Finance Pensions  4 Audit Pending 5 Tony Williams 03/02/2025 05/02/2025


9 Finance General Ledger 3 Complete Substantial 5


Michelle Reynolds / 


Owain Jones


16/09/2024 18/09/2024


10 Finance Treasury Management 3 Complete Substantial 5 Emily Griffiths 25/09/2024 27/09/2024


11 Collaborative Sustainability (Lead Force Gwent) 2 Audit Pending 6 Steve Bergiers


16/12/24, 17/12/24, 


06/01/25


07/01/2025


12


Operational Performance 


and Infrastructure


Fleet Management – Fuel Usage 1 Complete Substantial 5 Gareth Parry 15/07/2024 17/07/2024


13 Collaborative


Health and Safety (Lead Force - 


North Wales Police)


2 Complete Reasonable 6 Steve Bergiers 01/07/2024 03/07/2024


14


Operational Performance 


and Infrastructure


Crime Recording 2 Complete Reasonable 6


Tanya Davies / Jessica 


Jones


29/07/2024 05/08/2024


15


Operational Performance 


and Infrastructure


Vetting 1


Awaiting 


Management 


Comments


Substantial 6


Marianne Phillips / 


Gavin Lemon


17/12/2024 30/12/2024
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Key


Expecting reports from 


Tiaa w/c 7/1/25
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Index Type Title


Planned 


quarter


Status Assurance


Days 


Assigned


Business Lead From To


16


Operational Performance 


and Infrastructure


Firearms Licensing 2 Complete Substantial 5 Adrian Phillips 17/06/2024 20/06/2024


17 Workforce


HR Management – Wellbeing 


Strategy


2


Awaiting 


Management 


Comments


Substantial 6


Kathryn Evans & 


Steve Cadenne


05/11/2024 07/11/2024


18 Workforce


HR Management – Leadership 


Skills


3 Complete Substantial 6


Temp Chief Insp. 


Dawn Fencott-Price / 


DS. Dale Scriven


20/11/2024 23/11/2024


19 Collaborative Payroll (Lead Force Dyfed-Powys) 3 Awaiting Draft 5 Danielle Rotberg 18/11/2024 20/11/2024


20 Collaborative Uniform Stores (Lead Force Gwent) 2 Awaiting Final Reasonable 6 Owain Jones 19/08/2024 22/08/2024


21 Collaborative


ISO Accreditation (Lead Force 


South Wales Police)


3 Cancelled 6 - N/A N/A


22 Collaborative


Connect Teams Channels (Lead 


Force - Gwent)


4 Cancelled 6 - N/A N/A


23 Follow Up Interim Follow Up 2 Audit Planning 3 Michelle Reynolds 10/09/2024 13/09/2024


24 Follow Up Follow Up (Year End) 4 Audit Planning 4 Michelle Reynolds 17/02/2025 19/02/2025


25


Management and 


Planning


Contingency - Audit Planning 2 Michelle Reynolds - -


26


Management and 


Planning


Liaison with Audit Wales - Audit Planning 2 Michelle Reynolds - -


27


Management and 


Planning


Annual Planning - Audit Planning 2 Michelle Reynolds - -


28


Management and 


Planning


Annual Report - Audit Planning 2 Michelle Reynolds - -


29


Management and 


Planning


Audit Management - Audit Planning 16 Michelle Reynolds - -
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Audit status - Jan 25 (2024-25) Number of audits


Complete 11


Awaiting Final 2


Cancelled 2


Awaiting Management  Comments 2


Awaiting Draft 2


Audit Pending 3


Audit Planning/Follow ups 7


Total 29


Assurance - outcome Number of audits


Substantial 10


Reasonable 5


Limited 0


Audits 15


Awaiting audit outcome 5


N/A - cancelled audit 2


Audit Planning/Follow ups 7


Total 29




Microsoft_Excel_Worksheet.xlsx

Sheet3


			Count of Month			Column Labels


			Row Labels			Planning			To be arranged			9. December			7. October			3. June			6. September			5. August			8. November			10. January			4. July			12. March			11. February			Grand Total


			Annual Governance Statement															1																								1


			Annual Planning			1																																				1


			Annual Report			1																																				1


			Audit Management			1																																				1


			Business Continuity									1																														1


			Collaboration - Governance (ROCU, Go Safe and All Wales)																		1																					1


			Commissioner’s Grants																											1												1


			Community Engagement									1																														1


			Counter Fraud – External Exposure (Deferred from (2022/23)						1																																	1


			Counter Fraud (Anti-Fraud Procurement (Lead Force: North Wales)																											1												1


			Creditors (Lead Force: Dyfed-Powys)																		1																					1


			Data Protection Act (Lead Force – Gwent)																								1															1


			DCCU																								1															1


			Debtors (Lead force – Dyfed-Powys)												1																											1


			Estate Management – Governance												1																											1


			Estate Management – Planned and Preventative Maintenance												1																											1


			Follow Up Year End			1																																				1


			Goleudy – Victim Care																											1												1


			HR Management – Absence and Management												1																											1


			HR Management – Flexi-time Compliance																								1															1


			HR Management – Grievance Reporting and Management (Deferred from 2022/23)																														1									1


			HR Management – Wellbeing/ Occupational Health																																	1						1


			ICT Disaster Recovery									1																														1


			ICT Infrastructure (Deferred from 2022/23)																					1																		1


			Interim Follow Up			1																																				1


			Leases									1																														1


			Liaison with Audit Wales			1																																				1


			Payroll (Lead Force: North Wales)																								1															1


			Performance Management												1																											1


			Property Subject to Charge (Evidential Property)  (Lead force – South Wales)																																	1						1


			Risk Management (Lead Force: Gwent)																		1																					1


			Telematics  (Lead force – South Wales)																																				1			1


			Welsh Language Compliance																		1																					1


			Grand Total			6			1			4			5			1			4			1			4			3			1			2			1			33
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			Control																																										Dates																											Invoicing


			Index			Type			Title			Staus Code			Status			Planning notes			Outcome			Cat 1 - Urgent			Cat 2 - Important			Cat 3			Days Assigned			Auditor			Business Lead			Month			From			To			APM Sent			Draft			Sent to Business lead			Date sent to Ed/ Bev			Date returned to TIAA / Collab lead


			1			Governance			Police and Crime Plan			0			Date Pending																		6


			2			Governance			Strategic Planning, FMS and Data			0			Date Pending																		10


			3			Risk			Risk Management – Mitigating Controls (Collaborative in 2022/23 and 2023/24)			0			Date Pending																		5


			4			Risk			Risk Management – Embedding/Assurance Framework			0			Date Pending			Provisional audit dates subject to confirmation from the Business lead. Dates not convenient with Dionne. Email sent to Jonathan in TIAA 09/05/24 asking for other dates.															8						Gaynor Maddox / Dionne Collins						15th - 18th July 2024


			5			ICT			Cyber-Security			0			Date Pending																		8


			6			ICT			ICT Change Management			0			Date Pending																		10


			7			Finance			Budgetary Control (Collaborative in 2021/22)			0			Date Pending																		8


			8			Finance			Pensions (Collaborative in 2021/22)			0			Date Pending																		5


			9			Finance			General Ledger (Collaborative in 2021/22)			0			Date Pending																		5


			10			Finance			Treasury Management (Collaborative in 2021/22)			0			Date Pending																		5


			11			Collaborative			Sustainability (Lead Force Gwent)			0			Date Pending																		6


			12			Operational Performance and Infrastructure			Fleet Management – Fuel Usage			0			Date Pending			Provisional audit dates subject to confirmation from the Business lead. Dates not convenient with Gareth Parry. Email sent to Jonathan at TIAA 21/05/24 for some alternative dates															5			Guy Roberts			Gareth Parry						3rd - 5th July 2024						5/8/24


			13			Operational Performance and Infrastructure			Health and Safety (Lead Force - North Wales Police)			0			Date Pending			Email sent to Steve Bergiers on 20/05/24 asking if the dates are convenient with him.Dates not convenient with Steve Bergiers. Email sent to Anne in NWP asking for alternative dates.															6												9th - 12th July 2024


			14			Operational Performance and Infrastructure			Crime Recording			0			Date Pending																		6


			15			Operational Performance and Infrastructure			Vetting			0			Date Pending			Provisional audit dates subject to confirmation from the Business lead															6			Dani Biro			Marianne Phillips						22nd - 25th July 2024						5/9/24


			16			Operational Performance and Infrastructure			Firearms Licensing			2			Audit Pending			Confirmation received from Rachel Amphlett on 17/05/24 stating that the dates were convenient. TIAA informed. 															5			Rhysian Morgan			Adrian Phillips						17th - 20th June 2024						5/8/24


			17			Workforce			HR Management – Wellbeing Strategy			0			Date Pending																		6


			18			Workforce			HR Management – Leadership Skills			0			Date Pending																		6


			19			Collaborative			Payroll (Lead Force Dyfed-Powys)			0			Date Pending																		5


			20			Collaborative			Uniform Stores (Lead Force Gwent)			0			Date Pending																		6


			21			Collaborative			ISO Accreditation (Lead Force South Wales Police)			0			Date Pending																		6


			22			Collaborative			Connect Teans Channels (Lead Force - Gwent)																								6


			23			Follow Up			Interim Follow Up						Date Pending																		3


			24			Follow Up			Follow Up (Year End)						Date Pending																		4


			25			Management and Planning			Contingency						Date Pending																		2


			26			Management and Planning			Liaison with Audit Wales						Date Pending																		2


			27			Management and Planning			Annual Planning						Date Pending																		2


			28			Management and Planning			Annual Report						Date Pending																		2


			29			Management and Planning			Audit Management						Date Pending																		16


			29


			30


			31


			32


			33


			34


			35


			35
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pivot


			Index			Type			Title			Staus Code			Status									Row Labels			Count of Staus Code


			1			Governance			Police and Crime Plan			0			Date Pending									Audit Pending			8						Row Labels			Count of Index


			2			Governance			Strategic Planning, FMS and Data			0			Date Pending									Awaiting Final			2						Audit Pending			3


			3			Risk			Risk Management – Mitigating Controls (Collaborative in 2022/23 and 2023/24)			0			Date Pending									In Progress			2						Complete			9


			4			Risk			Risk Management – Embedding/Assurance Framework			0			Date Pending									Complete			14						Awaiting Final			1


			5			ICT			Cyber-Security			0			Date Pending									Awaiting Draft			1						In Progress			1


			6			ICT			ICT Change Management			0			Date Pending									Cancelled			1						Cancelled			1


			7			Finance			Budgetary Control (Collaborative in 2021/22)			0			Date Pending									Audit Planning			4						Awaiting confirmation of dates			1


			8			Finance			Pensions (Collaborative in 2021/22)			0			Date Pending									Awaiting confirmation of dates			1						Grand Total			16


			9			Finance			General Ledger (Collaborative in 2021/22)			0			Date Pending									Grand Total			33


			10			Finance			Treasury Management (Collaborative in 2021/22)			0			Date Pending															Aug			Nov			Feb			Mar


			11			Collaborative			Sustainability (Lead Force Gwent)			0			Date Pending									Status			January						4			10			11


			12			Operational Performance and Infrastructure			Fleet Management – Fuel Usage			0			Date Pending									Complete			14									2			4


			13			Operational Performance and Infrastructure			Health and Safety (Lead Force - North Wales Police)			0			Date Pending									Awaiting Final			2						2						1


			14			Operational Performance and Infrastructure			Crime Recording			0			Date Pending									Audit Planning			4			3			1


			15			Operational Performance and Infrastructure			Vetting			0			Date Pending									Audit Pending			8			2			4			3


			16			Operational Performance and Infrastructure			Firearms Licensing			2			Audit Pending									Awaiting Draft			1												1


			17			Workforce			HR Management – Wellbeing Strategy			0			Date Pending									In progress			2			10			5			5			2


			18			Workforce			HR Management – Leadership Skills			0			Date Pending									Cancelled - to be reallocated			1			8			7			2			2


			19			Collaborative			Payroll (Lead Force Dyfed-Powys)			0			Date Pending									Awaiting confirmation of dates			1


			20			Collaborative			Uniform Stores (Lead Force Gwent)			0			Date Pending									Total Audits			33			23			23			22			21


			21			Collaborative			ISO Accreditation (Lead Force South Wales Police)			0			Date Pending									Collaborative Data Quality (Lead Force:  Gwent)


			23			Follow Up			Interim Follow Up			0			Date Pending									Counter Fraud – External Exposure


			24			Follow Up			Follow Up (Year End)			0			Date Pending									ICT Infrastructure


			25			Management and Planning			Contingency			0			Date Pending


			26			Management and Planning			Liaison with Audit Wales			0			Date Pending


			27			Management and Planning			Annual Planning			0			Date Pending


			28			Management and Planning			Annual Report			0			Date Pending


			29			Management and Planning			Audit Management			0			Date Pending


			29			0			0			0			0


			30			0			0			0			0


			31			0			0			0			0


			32			0			0			0			0


			35			0			0			0			0


			0			0			0			0			0








T1


												Substantial						0


												Reasonable						0


												Limited						0															New





									Section			Title			Status			Outcome						Aug															Manual Status									Status			Outcome			Dates


									1			Collaborative Capital Programme (Lead Force: North Wales)			Date Pending			0			New																		Date Pending									ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			Complete			0						Complete


									2			Collaborative Counter Fraud Procurement (Lead Force: South Wales) 			Date Pending			0																					Date Pending									ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			Await Final			0						Await Final


									3			Collaborative Creditors (Lead Force: Dyfed-Powys)			Date Pending			0																					Date Pending									ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			Await Collab			0						Await Collab												Date Pending


									4			Collaborative Data Quality (Lead Force:  Gwent)			Date Pending			0																					Date Pending									ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			Await Man Com			0						Awaiting Management  Comments												Awaiting Draft


									5			Collaborative Expenses (Lead Force: Gwent)			ERROR:#REF!			0																					ERROR:#REF!									ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			Await Draft			0						Awaiting Draft


									6			Collaborative Fixed Assets (Lead Force: Dyfed-Powys)			Date Pending			0																					Date Pending									ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			In prog			0						In prog												Awaiting Management  Comments


									7			Collaborative Fleet Management – Repairs and Maintenance (Lead Force: South Wales)			Date Pending			0			New																		Date Pending									ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			Dates set			0						Audit Pending


									8			Collaborative Fleet Management Strategy (Lead Force: South Wales)			Date Pending			0			New																		Date Pending									ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			ERROR:#N/A						0						Need APM


									9			Collaborative HR – Use of OLEEO (Lead Force: North Wales)			Date Pending			0																					Date Pending									ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			Need Date			0						Date Pending


									10			Collaborative Payroll (Lead Force: Dyfed-Powys)			Date Pending			0																					Date Pending									ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			ERROR:#N/A						0


									11			Collaborative Risk Management (Lead Force: North Wales)			ERROR:#REF!			0																					ERROR:#REF!									ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			ERROR:#N/A


									12			Complaint Handling (OPCC)			ERROR:#REF!			0			New																		ERROR:#REF!									ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			ERROR:#N/A


																														


									Section			Title			Status			Outcome												ERROR:#N/A


									13			Counter Fraud – External Exposure			ERROR:#REF!			0																					ERROR:#REF!									ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			ERROR:#N/A


									14			DCCU			ERROR:#REF!			0																					ERROR:#REF!									ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			ERROR:#N/A


									15			Estate Management – Planned and Preventative Maintenance			ERROR:#REF!			0									New												ERROR:#REF!									ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			ERROR:#N/A


									16			HR Management – Grievance Reporting and Management			Date Pending			0																					Date Pending									ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			ERROR:#N/A


									17			HR Management – Recruitment and Training			Date Pending			0									New												Date Pending									ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			ERROR:#N/A


									18			ICT Infrastructure			Date Pending			0																					Date Pending									ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			ERROR:#N/A


									19			Neighbourhoods – Divisional Visits (2) Evidential Property			Date Pending			0			New																		Date Pending									ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			ERROR:#N/A


									20			Operational Equipment			ERROR:#REF!			0									New												ERROR:#REF!									ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			ERROR:#N/A


									21			Overtime and Additional Allowances			Date Pending			0																					Date Pending									ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			ERROR:#N/A


									22			Performance Framework for Police and Crime Plan			Date Pending			0																					Date Pending									ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			ERROR:#N/A


									23			Security of Seized Proceeds of Crime (Cash and Assets)			Audit Pending			0			New																		Audit Pending									ERROR:#N/A			ERROR:#N/A			ERROR:#N/A			ERROR:#N/A


																														








									Collaborative Capital Programme (Lead Force: North Wales)











									Complaint Handling (OPCC)


									Estate Management – Planned and Preventative Maintenance


									HR Management – Recruitment and Training





									Operational Equipment


									Security of Seized Proceeds of Crime (Cash and Assets)























Timeline





															Scheduled															Booked												Pending


									Internal Audit Planning


												Apr												May															Jun												Jul												Aug															Sep												Oct															Nov												Dec												Jan															Feb												Mar												Apr


												4			11			18			25			2			9			16			23			30			6			13			20			27			4			11			18			25			1			8			15			22			29			5			12			19			26			3			10			17			24			31			7			14			21			28			5			12			19			26			2			9			16			23			30			6			13			20			27			6			13			20			27			3			10





									Commence IA Year


									Consultation with business leads (current year)


									Review Risk Registers


									Review outcomes of prior year


									Force wide invitation to participate (future year)


									All Wales meeting - collaborative audits


									Provisonal plan to AGG


									Share provisional plan with service leads


									Propose provisional plan to JAC


									All Wales finalisation


									Propose final plan to JAC																																																																																																																																																																																							Auto


						1			Collaborative Capital Programme (Lead Force: North Wales)																																																																																																																																																																																							01/01/1904


						2			Collaborative Counter Fraud Procurement (Lead Force: South Wales) 																																																																																																																																																																																							01/01/1904


						3			Collaborative Creditors (Lead Force: Dyfed-Powys)																																																																																																																																																																																							01/01/1904


						4			Collaborative Data Quality (Lead Force:  Gwent)																																																																																																																																																																																							15th - 18th July 2024


						5			Collaborative Expenses (Lead Force: Gwent)																																																																																																																																																																																							ERROR:#REF!


						6			Collaborative Fixed Assets (Lead Force: Dyfed-Powys)																																																																																																																																																																																							01/01/1904


						7			Collaborative Fleet Management – Repairs and Maintenance (Lead Force: South Wales)																																																																																																																																																																																							01/01/1904


						8			Collaborative Fleet Management Strategy (Lead Force: South Wales)																																																																																																																																																																																							01/01/1904


						9			Collaborative HR – Use of OLEEO (Lead Force: North Wales)																																																																																																																																																																																							01/01/1904


						10			Collaborative Payroll (Lead Force: Dyfed-Powys)																																																																																																																																																																																							01/01/1904


						11			Collaborative Risk Management (Lead Force: North Wales)																																																																																																																																																																																							ERROR:#REF!


						12			Complaint Handling (OPCC)																																																																																																																																																																																							ERROR:#REF!


						13			Counter Fraud – External Exposure																																																																																																																																																																																							ERROR:#REF!


						14			DCCU																																																																																																																																																																																							ERROR:#REF!


						15			Estate Management – Planned and Preventative Maintenance																																																																																																																																																																																							ERROR:#REF!


						16			HR Management – Grievance Reporting and Management																																																																																																																																																																																							01/01/1904


						17			HR Management – Recruitment and Training																																																																																																																																																																																							01/01/1904


						18			ICT Infrastructure																																																																																																																																																																																							3rd - 5th July 2024


						19			Neighbourhoods – Divisional Visits (2) Evidential Property																																																																																																																																																																																							9th - 12th July 2024


						20			Operational Equipment																																																																																																																																																																																							ERROR:#REF!


						21			Overtime and Additional Allowances																																																																																																																																																																																							01/01/1904


						22			Performance Framework for Police and Crime Plan																																																																																																																																																																																							22nd - 25th July 2024


						23			Security of Seized Proceeds of Crime (Cash and Assets)																																																																																																																																																																																							17th - 20th June 2024


						24			Follow Up																																																																																																																																																																																							01/01/1904

































































RiskRegister





						Criteria





						Any line of service that has one or more of


						a. A limited or no assurance outcome in the current year


						b. An open priority 1 recommendation in any year


						c. Any open recommendation more than 3 months overdue implementation











						Quarterly Evaluation			Line of Service			Limited			P1 			3 months





						05/01/22




















































































































Invoices


			TT			Updated			TransNo			Period			Budhold			Busunit			Budsec			CostCentre			Accmap			Account			Account(T)			Ap/Ar ID			Ap/Ar ID(T)			Text			FTE			Amount


			OP			4/30/20 13:15			1077070			202001			2A1			121			A1AO			AOSN			R120			780			Internal Audit Fee			11681			TIAA LTD						0			540.00			1,080			4/2/20			Follow up Q4


			OP			4/30/20 13:15			1077071			202001			2A1			121			A1AO			AOSN			R120			780			Internal Audit Fee			11681			TIAA LTD						0			1,800.00			3,600			4/23/20			Strategic planning FMS


			OP			5/12/20 13:36			1077289			202002			2A1			121			A1AO			AOSN			R120			780			Internal Audit Fee			11681			TIAA LTD						0			360.00			720			4/30/20			Annual Planning


			OP			6/15/20 16:49			1077852			202003			2A1			121			A1AO			AOSN			R120			780			Internal Audit Fee			11681			TIAA LTD						0			1,080.00			2,160			6/11/20			Counter fraud  ext


			OP			7/23/20 13:28			1078680			202004			2A1			121			A1AO			AOSN			R120			780			Internal Audit Fee			11681			TIAA LTD						0			360.00			720			7/16/20			Annual Report


			OP			8/4/20 12:42			1078936			202005			2A1			121			A1AO			AOSN			R120			780			Internal Audit Fee			11681			TIAA LTD						0			3,960.00			2,160			7/30/20			Capital prog


																																																			2,160			7/30/20			Counter fraud int


																																																			2,160			7/30/20			Driver retrain


																																																			1,440			7/30/20			manahgement and planning 1


			OP			8/18/20 13:07			1079196			202005			2A1			121			A1AO			AOSN			R120			780			Internal Audit Fee			11681			TIAA LTD						0			540.00			1,080						Vetting


			OP			9/8/20 13:24			1079485			202006			2A1			121			A1AO			AOSN			R120			780			Internal Audit Fee			11681			TIAA LTD						0			1,260.00			2,520						HR


			OP			9/29/20 13:06			1079914			202006			2A1			121			A1AO			AOSN			R120			780			Internal Audit Fee			11681			TIAA LTD						0			2,520.00			3,600			9/24/20			Neighbourhoods									13320


																																																			1,440			9/24/20			manahgement and planning 2


			OP			10/6/20 13:30			1080086			202007			2A1			121			A1AO			AOSN			R120			780			Internal Audit Fee			11681			TIAA LTD						0			1,080.00			2,160			10/1/20			Payroll


			OP			10/27/20 13:12			1080559			202007			2A1			121			A1AO			AOSN			R120			780			Internal Audit Fee			11681			TIAA LTD						0			2,340.00			2,160			10/22/20			Fixed assets


																																																			2,520			10/22/20			Risk management


			OP			11/3/20 13:17			1080760			202008			2A1			121			A1AO			AOSN			R120			780			Internal Audit Fee			11681			TIAA LTD						0			1,080.00			2,160			11/19/20			Fleet


			OP			11/24/20 13:03			1081335			202008			2A1			121			A1AO			AOSN			R120			780			Internal Audit Fee			11681			TIAA LTD						0			1,080.00			2,160						Pensions


			OP			12/14/20 11:50			1081604			202009			2A1			121			A1AO			AOSN			R120			780			Internal Audit Fee			11681			TIAA LTD						0			1,620.00			1,080						Interim follow up


																																																			2,160						H&S


			OP			12/23/20 13:25			1081869			202009			2A1			121			A1AO			AOSN			R120			780			Internal Audit Fee			11681			TIAA LTD						0			900.00			1,800			12/17/20			Debtors


			OP			1/5/21 13:20			1081932			202010			2A1			121			A1AO			AOSN			R120			780			Internal Audit Fee			11681			TIAA LTD						0			2,160.00			2,880						Estate management


																																																			1,440						management planning 3


			OP			1/12/21 13:26			1082141			202010			2A1			121			A1AO			AOSN			R120			780			Internal Audit Fee			11681			TIAA LTD						0			1,170.00			2,340			1/7/21			Budgets


			OP			1/26/21 13:22			1082487			202010			2A1			121			A1AO			AOSN			R120			780			Internal Audit Fee			11681			TIAA LTD						0			810.00			1,620			1/21/21			Procurement


			OP			2/4/21 13:30			1082610			202011			2A1			121			A1AO			AOSN			R120			780			Internal Audit Fee			11681			TIAA LTD						0			1,260.00			2,520			1/28/21			RMS


			OP			2/9/21 13:41			1082835			202011			2A1			121			A1AO			AOSN			R120			780			Internal Audit Fee			11681			TIAA LTD						0			1,080.00			2,160			2/4/21			Creditors


			OP			3/11/21 13:16			1083391			202012			2A1			121			A1AO			AOSN			R120			780			Internal Audit Fee			11681			TIAA LTD						0			1,080.00			2,160			3/4/21			Pembrey dogs


			OP			3/29/21 14:32			1084056			202012			2A1			121			A1AO			AOSN			R120			780			Internal Audit Fee			11681			TIAA LTD						0			1,440.00			1,440						management planning 4


																																																			1,440						Community Engagement





																																																			59,040





			OP			4/30/20 13:15			1077070			202001			1P1			101			P1PM			PMPB			R120			780			Internal Audit Fee			11681			TIAA LTD						0			540.00


			OP			4/30/20 13:15			1077071			202001			1P1			101			P1PM			PMPB			R120			780			Internal Audit Fee			11681			TIAA LTD						0			1,800.00


			OP			5/12/20 13:36			1077289			202002			1P1			101			P1PM			PMPB			R120			780			Internal Audit Fee			11681			TIAA LTD						0			360.00


			OP			6/15/20 16:49			1077852			202003			1P1			101			P1PM			PMPB			R120			780			Internal Audit Fee			11681			TIAA LTD						0			1,080.00


			OP			7/23/20 13:28			1078680			202004			1P1			101			P1PM			PMPB			R120			780			Internal Audit Fee			11681			TIAA LTD						0			360.00


			OP			8/4/20 12:42			1078936			202005			1P1			101			P1PM			PMPB			R120			780			Internal Audit Fee			11681			TIAA LTD						0			3,960.00


			OP			8/18/20 13:07			1079196			202005			1P1			101			P1PM			PMPB			R120			780			Internal Audit Fee			11681			TIAA LTD						0			540.00


			OP			9/8/20 13:24			1079485			202006			1P1			101			P1PM			PMPB			R120			780			Internal Audit Fee			11681			TIAA LTD						0			1,260.00


			OP			9/29/20 13:06			1079914			202006			1P1			101			P1PM			PMPB			R120			780			Internal Audit Fee			11681			TIAA LTD						0			2,520.00


			OP			10/6/20 13:30			1080086			202007			1P1			101			P1PM			PMPB			R120			780			Internal Audit Fee			11681			TIAA LTD						0			1,080.00


			OP			10/27/20 13:12			1080559			202007			1P1			101			P1PM			PMPB			R120			780			Internal Audit Fee			11681			TIAA LTD						0			2,340.00


			OP			11/3/20 13:17			1080760			202008			1P1			101			P1PM			PMPB			R120			780			Internal Audit Fee			11681			TIAA LTD						0			1,080.00


			OP			11/24/20 13:03			1081335			202008			1P1			101			P1PM			PMPB			R120			780			Internal Audit Fee			11681			TIAA LTD						0			1,080.00


			OP			12/14/20 11:50			1081604			202009			1P1			101			P1PM			PMPB			R120			780			Internal Audit Fee			11681			TIAA LTD						0			1,620.00


			OP			12/23/20 13:25			1081869			202009			1P1			101			P1PM			PMPB			R120			780			Internal Audit Fee			11681			TIAA LTD						0			900.00


			OP			1/5/21 13:20			1081932			202010			1P1			101			P1PM			PMPB			R120			780			Internal Audit Fee			11681			TIAA LTD						0			2,160.00


			OP			1/12/21 13:26			1082141			202010			1P1			101			P1PM			PMPB			R120			780			Internal Audit Fee			11681			TIAA LTD						0			1,170.00


			OP			1/26/21 13:22			1082487			202010			1P1			101			P1PM			PMPB			R120			780			Internal Audit Fee			11681			TIAA LTD						0			810.00


			OP			2/4/21 13:30			1082610			202011			1P1			101			P1PM			PMPB			R120			780			Internal Audit Fee			11681			TIAA LTD						0			1,260.00


			OP			2/9/21 13:41			1082835			202011			1P1			101			P1PM			PMPB			R120			780			Internal Audit Fee			11681			TIAA LTD						0			1,080.00


			OP			3/11/21 13:16			1083391			202012			1P1			101			P1PM			PMPB			R120			780			Internal Audit Fee			11681			TIAA LTD						0			1,080.00


			OP			3/29/21 14:32			1084056			202012			1P1			101			P1PM			PMPB			R120			780			Internal Audit Fee			11681			TIAA LTD						0			1,440.00





																																																5,310.00


																																																(6,660.00)


																																										28,800.00


																																																28,170.00








LEADFORCE


												Alida.Smith@gwent.police.uk;Anne.Matthews@northwales.police.uk;amy.davies@south-wales.police.uk





												Subject: Fixed Asset Collaborative reviews


												Dyfed-Powys – 18th - 20th July 2022


												South Wales – 25th - 27th July 2022			Not july


												Gwent – 28th July – 1st August 2022


												North Wales – 8th - 10th August 2022			Nothing until Oct








												Subject: Payroll - Collaborative Review


												North Wales – 19th – 21st September 2022


												South Wales – 26th – 28th September 2022			TIAA accepted change


												Gwent – 5th – 7th October 2022			Confirmed						Huw Trainor, Payroll & Pensions Manager  Huw.Trainor@northwales.police.uk


												Dyfed-Powys – 10th -  12th October 2022			Confirmed						Required at opening/exit meetings: Huw Trainor and Paula Kelly, SSF Manager  Paula.Kelly@northwales.police.uk








												Subject: Creditors  - Collaborative 


												South Wales – 5th - 7th September 2022			Confirmed


												Gwent – 8th, 11th and 12th September 2022			Confirmed


												North Wales – 13th - 15th September 2022


												Dyfed-Powys – 16th, 19th and  20th September 2022			Confirmed
































Tracking


						TIAA Audit Recommendation Tracker





									Number			9/30/19			12/31/19			Feb-20			Mar-20			Jul-20			Sep-20			Nov-20			Jan-21			Mar-21			Jun-21			Oct-21			Nov-21			Feb-22			May-22			Aug-22			Sep-22			Oct-22			Nov-22			Mar-23			Oct-23			Dec-23			Mar-24


									Priority 1			1			1			1			1			4			3			4			4			6			2			3			3			2			3			2			2			2			2			1			1			1


									Priority 2			49			50			47			39			61			49			50			46			57			15			26			28			19			21			15			13			19			15			19			11			5


									Priority 3			34			28			29			20			36			26			32			25			36			9			13			16			6			11			4			4			10			5			10			10			17


									Total			84			79			77			60			101			78			86			75			99			26			42			47			27			35			21			19			31			22			30			22			23			0





									Months overdue			9/30/19			12/31/19			2/9/20			3/9/20			7/24/20			9/18/20			11/9/20			1/20/21			3/25/21			6/27/21			10/4/21			11/22/21			18/02/22			18/05/22			31/08/22			27/09/22			13/10/22			14/11/22			07/03/23			09/10/23			16/01/23			16/01/23





									0			6			14			21			15			33			26			41			13			44			3			11			16			13			8			3			3			7			1			8			8			8			8





									1			1			1			1			-			1			-			-			-			2			-			6			7			1			9			2			2			3			1			10			2			2			2


									2			4			2			1			1			1			-			-			4			4			5			2			6			-			5			-			-			2			3			2			1			0			0


									3			10			1			-			-			12			11			11			25			16			-			1			1			1			1			-			-			-			2			-			2			4			4


									4			3			1			1			1			4			3			3			-			-			2			2			2			2			1			-			-			-			-			-			1			2			2


									5			8			2			1			1			2			1			-			1			1			2			-			-			2			-			6			6			1			-			1			0			1			1


									6+			52			58			52			42			48			37			31			32			32			14			20			15			8			11			10			8			18			15			9			8			6			6


									1_6			78			65			56			45			68			52			45			30			55			23			23			31			14			27			18			16			24			21			22			14			15			15


									Total			84			79			77			60			101			78			86			75			99			26			42			47			27			35			21			19			31			22			30			22			23			23





												9/30/19			12/31/19			2/9/20			3/9/20			7/24/20			9/18/20			11/9/20			1/20/21			3/25/21			6/27/21			10/4/21			11/22/21			18/02/22			18/05/22			31/08/22			27/09/22			13/10/22			14/11/22			07/03/22			09/10/23			16/01/23			16/01/23


									Previous			84			84			79			77			60			101			78			86			75			99			26			42			47			27			35			21			19			31			22			30			26			21


									Added									8			3			49			3			19			8			33			-			20			11			14			18			5			-			20			-			9			13			12			12


									Closed						(5)			(10)			(20)			(8)			(26)			(11)			(19)			(9)			(73)			(4)			(6)			(34)			(10)			(19)			(2)			(8)			(9)			(1)			(17)			(17)			(17)


									Open			84			79			77			60			101			78			86			75			99			26			42			47			27			35			21			19			31			22			30			26			21			16


																																																												inc 3 Reopened

















Tracking Graph


															Base			New			Completed			Values


												B Fwd						99						99


												Jun			99			0						-


												Jun			26						73			(73)


												Oct			26			20						20


												Oct			42						4			(4)


												Nov			42			11						11


												Nov			47						6			(6)


												Feb			47			14						14


												Feb			27						34			(34)


												May			27			18						18


												May			35						10			(10)


												C Fwd			35									35











						Jun			Oct			Nov			Feb			May


						6/27/21			10/4/21			11/22/21			18/02/22			18/05/22


						99			26			42			47			27


						-			20			11			14			18


						(73)			(4)			(6)			(34)			(10)


						26			42			47			27			35


																					R			C


															Feb 20			09/02/20			0			0			79			79


																		09/02/20			1			0			8			87


																		09/02/20			2			0			(10)			77


															Mar 20			09/03/20			1			1			3			80


																		09/03/20			2			1			(20)			60


															Jul 20			24/07/20			1			2			49			109


																		24/07/20			2			2			(8)			101


															Sep 20			18/09/20			1			3			3			104


																		18/09/20			2			3			(26)			78


															Nov 20			09/11/20			1			4			19			97


																		09/11/20			2			4			(11)			86


															Jan 21			20/01/21			1			5			8			94


																		20/01/21			2			5			(19)			75


															Mar 21			25/03/21			1			6			33			108


																		25/03/21			2			6			(9)			99


															Jun 21			27/06/21			1			7			-			99


																		27/06/21			2			7			(73)			26


															Oct 21			04/10/21			1			8			20			46


																		04/10/21			2			8			(4)			42


															Nov 21			22/11/21			1			9			11			53


																		22/11/21			2			9			(6)			47


															Feb 22			18/02/22			1			10			14			61


																		18/02/22			2			10			(34)			27


															May 22			18/05/22			1			11			18			45


																		18/05/22			2			11			(10)			35


															Aug 22			31/08/22			1			12			5			40


																		31/08/22			2			12			(19)			21


															Sep 22			27/09/22			1			13			-			21


																		27/09/22			2			13			(2)			19


															Oct 22			13/10/22			1			14			20			39


																		13/10/22			2			14			(8)			31


															Nov-22			11/14/22			1			15			0			31


																		11/14/22			2			15			(9)			22


															Mar-23			3/7/23			1			16			9			31


																		3/7/23			2			16			(1)			30


															Oct-23			9/26/23			1			17			13			43


																		9/26/23			2			17			(17)			26


															Jan-24			1/16/24			1			18			12			38


																		1/16/24			2			18			(17)			21


															Feb-24			2/26/24			1			19			-			21


																		2/26/24			2			19			(14)			7


															Jun-24			6/10/24			1			20			-4			3


																		6/10/24			2			20			13			15


															Sep-24			9/16/24			1			21			-2			13


																		9/16/24			2			21			16			29


															Nov-24			11/1/24			1			22			-1			29


																		11/1/24			2			22			6			34


															Jan-25			1/1/25			1			23			-13			34


																		1/1/25			2			23			1			22

















Open Recommendations





Base	


B Fwd	Jun	Jun	Oct	Oct	Nov	Nov	Feb	Feb	May	May	C Fwd	99	26	26	42	42	47	47	27	27	35	35	New	


B Fwd	Jun	Jun	Oct	Oct	Nov	Nov	Feb	Feb	May	May	C Fwd	99	0	20	11	14	18	Completed	


B Fwd	Jun	Jun	Oct	Oct	Nov	Nov	Feb	Feb	May	May	C Fwd	73	4	6	34	10	











Open Recommendations





Mar-23	Oct-23	Jan-24	Feb-24	Jun-24	Sep-24	22	31	30	43	26	38	21	21	7	3	15	13	29	














Status


												Status Flow			Next Action


									0			Date Pending			Arrange Date


									1			Awaiting APM			Obtain APM


									1A			Awaiting confirmation of dates			Arrange Date


									2			Audit Pending			Perform audit


									3			Awaiting Draft			Get draft document


									5			Awaiting Management  Comments			Get comments


									6			Awaiting EdBev			Get QA comments


									7			Awaiting Final			Get Final report


									8			Complete			Mark as			Substantial


									9			In Progress


									98			Deferred


									99			Cancelled						Reasonable


									10			Audit Planning						Limited























Annual Plan


									Title			Suggested Lead


									Collaborative Capital Programme (Lead Force: North Wales)			Michelle Reynolds; Ian Williams															Michelle Reynolds; Ian Williams


									Collaborative Counter Fraud Procurement (Lead Force: South Wales) 			Faye Ryan; Dawn Walters															Faye Ryan; Dawn Walters


									Collaborative Creditors (Lead Force: Dyfed-Powys)			Dawn Walters


									Collaborative Data Quality (Lead Force:  Gwent)			TBC															TBC


									Collaborative Expenses (Lead Force: Gwent)			Dawn Walters


									Collaborative Fixed Assets (Lead Force: Dyfed-Powys)			Emily Griffiths; Michelle Reynolds															Emily Griffiths


									Collaborative Fleet Management – Repairs and Maintenance (Lead Force: South Wales)			Martin Marks


									Collaborative Fleet Management Strategy (Lead Force: South Wales)			Martin Marks															Martin Marks


									Collaborative HR – Use of OLEEO (Lead Force: North Wales)			Linda Williams															Linda Williams


									Collaborative Payroll (Lead Force: Dyfed-Powys)			Dawn Walters


									Collaborative Risk Management (Lead Force: North Wales)			Daisy Mildenhall; Gaynor Maddox															Daisy Mildenhall; Gaynor Maddox


									Complaint Handling (OPCC)			Carys Morgans															Carys Morgans


									Counter Fraud – External Exposure			TBC


									DCCU			Dorian Griffiths															Dorian Griffiths


									Estate Management – Planned and Preventative Maintenance			Heddwyn Thomas															Heddwyn Thomas


									HR Management – Grievance Reporting and Management			Linda Williams


									HR Management – Recruitment and Training			Karyn Howells; Simon Tudor															Karyn Howells; Simon Tudor


									ICT Infrastructure			Marc Jones; Mark Hall; Steve Havard															Marc Jones; Mark Hall; Steve Havard


									Neighbourhoods – Divisional Visits (2) Evidential Property			Lynne Davies															Lynne Davies


									Operational Equipment			Clark Jones-John															Clark Jones-John


									Overtime and Additional Allowances			Ian Williams; Dawn Walters


									Performance Framework for Police and Crime Plan			Claire Bryant; Andrew Edwards															Claire Bryant; Andrew Edwards


									Security of Seized Proceeds of Crime (Cash and Assets)			Lyndsey Williams; Paul Callard															Lyndsey Williams; Paul Callard





															Gaynor Maddox














Aged


												0			1			2			3			4			5			6_12			12+												0			1			2			3			4			5			6_12			12+


									Current			7			3			2			-			-			1			10			8						31						22.6%			9.7%			6.5%			-			-			3.2%			32.3%			25.8%


									Previous			7			1			9			5			1			1			3			8						35						20.0%			2.9%			25.7%			14.3%			2.9%			2.9%			8.6%			22.9%





			C			13/10/22						7			3			2			0			0			1			10			8


			P			7/21/22						7			1			9			5			1			1			3			8						35


						3/1/22						13			1			-			1			2			2			-			8						27


						10/10/21						11			6			2			1			2			-			12			7						41


						7/20/21						3			-			5			-			2			2			4			10						26





Age of Open Recommendations





Current	0	1	2	3	4	5	6_12	12+	7	3	2	0	0	1	10	8	Previous	0	1	2	3	4	5	6_12	12+	7	1	9	5	1	1	3	8	


Months past due

















Contacts











						Name			Contact email			Contact telephone			Title


						Andrea Calise			andrea.Calise@tiaa.co.uk			07580163921			Senior Auditor


						Jonathan Maddock			jonathan.maddock@tiaa.co.uk			07870235836			Client Manager


						Clive FitzGerald			clive.fitzgerald@tiaa.co.uk			07977447191			Director of Audit (Wales and West)


						Dylan Davies			dylan.davies@tiaa.co.uk			07580164740			Graduate Auditor








						Alida Smith			Alida.Smith@gwent.police.uk			047870 918 714			Governance Officer, Gwent Police						Alida.Smith@gwent.police.uk;Anne.Matthews@northwales.police.uk;amy.davies@south-wales.police.uk


						Anne Matthews			Anne.Matthews@northwales.police.uk						North Wales


									amy.davies@south-wales.police.uk


									lisa.cloke@south-wales.police.uk


									Lucy.Durnell@south-wales.police.uk			Use instead of Amy Daves. As at 29/01/24 Amy is off from work.


									assuranceandinspection@south-wales.police.uk			From 12/03/24 all TIAA related communication with SWP must be sent to this email address


						Carol Woodward			Carol.Woodward@south-wales.police.uk





mailto:jonathan.maddock@tiaa.co.ukmailto:Lucy.Durnell@south-wales.police.ukmailto:assuranceandinspection@south-wales.police.ukmailto:andrea.Calise@tiaa.co.ukmailto:clive.fitzgerald@tiaa.co.ukmailto:dylan.davies@tiaa.co.ukmailto:Alida.Smith@gwent.police.ukmailto:Carol.Woodward@south-wales.pnn.police.ukmailto:lisa.cloke@south-wales.police.ukmailto:Anne.Matthews@northwales.police.ukmailto:amy.davies@south-wales.police.uk


Email





Bore da pawb
Good morning all
 
You are receiving this mail as there are open audit recommendations assigned to you. You can find the list here: 
 
W:\HQ\Governance\GOVERNANCE\Internal Audit\TIAA Tracker.xlsx
 
Please review the tracking document and update your assigned items for any action taken. Marking them as complete (guidance is contained within the tracker) at the earliest opportunity allows us to update monthly reporting.

Whilst we have too many open items in the 6 months+ overdue column, there has been some progress since last month with X items closed down. 
 
Thank you to all those who are progressing items. I know there is implementation happening and that it doesn’t always complete in the 30 or days between these follow up emails. 
 
Regards
 
Ian






Purchase Order








Sheet1


			Status			May			Aug			Nov			Mar 			May									Row Labels			Count of Index


			Complete									4															Audit Pending			5


			Awaiting Final																								Awaiting Draft			4


			Awaiting Collaboration Comments									2															Awaiting Management  Comments			3


			Awaiting Management Comments						3			1															Complete			4


			Awaiting Draft						2			4															Date Pending			7


			In progress																								Grand Total			23


			Audit pending with date			11			10			5


			Audit pending dates to be arranged			12			8			7


			Total Audits			23			23			23


			Index			Title			Status			Outcome


			1			Collaborative Capital Programme (Lead Force: North Wales)			Awaiting Draft


			2			Collaborative Counter Fraud Procurement (Lead Force: South Wales) 			Audit Pending


			3			Collaborative Creditors (Lead Force: Dyfed-Powys)			Awaiting Management  Comments			Reasonable			NEW


			4			Collaborative Data Quality (Lead Force:  Gwent)			Date Pending


			5			Collaborative Expenses (Lead Force: Gwent)			Awaiting Management  Comments			Reasonable			NEW


			6			Collaborative Fixed Assets (Lead Force: Dyfed-Powys)			Audit Pending


			7			Collaborative Fleet Management – Repairs and Maintenance (Lead Force: South Wales)			Audit Pending


			8			Collaborative Fleet Management Strategy (Lead Force: South Wales)			Awaiting Draft


			9			Collaborative HR – Use of OLEEO (Lead Force: North Wales)			Audit Pending


			10			Collaborative Payroll (Lead Force: Dyfed-Powys)			Awaiting Draft


			11			Collaborative Risk Management (Lead Force: North Wales)			Complete			Substantial			NEW


			12			Complaint Handling (OPCC)			Audit Pending








			Index			Title			Status			Outcome


			13			Counter Fraud – External Exposure			Date Pending


			14			DCCU			Date Pending


			15			Estate Management – Planned and Preventative Maintenance			Complete			Limited


			16			HR Management – Grievance Reporting and Management			Date Pending


			17			HR Management – Recruitment and Training			Complete			Substantial


			18			ICT Infrastructure			Date Pending


			19			Neighbourhoods – Divisional Visits (2) Evidential Property			Awaiting Management  Comments			Limited			NEW


			20			Operational Equipment			Complete			Reasonable


			21			Overtime and Additional Allowances			Date Pending


			22			Performance Framework for Police and Crime Plan			Date Pending


			23			Security of Seized Proceeds of Crime (Cash and Assets)			Awaiting Draft
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Management and Plan

Laison with Audit Wales Management 2 2 2
Annual Planning - 2 2 2
Annual Report - 2 2 2
Audit Management - 16 16 16

Total Days 166 175 164
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Comisiynydd yr Heddlu a Throseddu ar|
B /-}r(l:heb Swyddogol
Official Purchase Order

Police and Crime Commissioner for
Dyfed-Powys
Page1/1
AiTor Wanyion yr Archeb  Order Detai:
TIAALTD Purchase Order No: 20017573
ARTILLERY HOUSE
FORT FAREHAM Order Date: 2072023
NEWGATE LANE
i Payment Tems: 120ay
HAMPSHIRE »
HAeSHr Buying Contact: David Wyn Rees
Contact et ot
Contact E-mail Address:
(Lcyt.y Cytenwr / supptier 10: 11651 ‘wyn.rees@Dyted-Powys polce uk )
Cyteiriad yr Anfoneh [ Invoice Address: “Cyteiriad CyRenwi Delvery Address:
THE POLICE AND CRIME COMMISSIONER FOR THE POLICE AND CRIME COMMISSIONER FOR
DYFED POWYS. DYFED POWYS.
PINANCE DEPARTMENT PINANCE DEPARTMENT
THE PCC FOR DYFED POWYS
PoBOX THE PCC FOR DYFED POWYS
FOBOX
LLANGUNNOR
CARMARTHEN

A fyddweh cystal  chyflenwi't caniynol/ Please supply.

Manylion Nwyddau | Gwaith | Guasanaethau Cynnyren] Yrifera | Uned | Prs fesul
Archebuyd Uned e

Detsts of Goods  Works / Servioss [Product Code Quanity Ordered| unit | unit Prce

INTERNAL AUDIT FEES - 2023.24 [re0 8950 un [ 380.00 34010.00]

INTERNAL AUDIT FEES - 2023.24 70 8950 un | 38000 3401000

Cyfanswm et (ac eithrio TAW) / Total Nett (Excl. VAT) : €] 68,020.00

Teferay s Aomodsu  Terme & Condiions.

Maer gorohymym pryms I yn unol & Thelras 20 Amodiu Penodol Comiiynydd yr el a Thvosedd. Gl gumeud s m gopi
7 Telrau 37 Aoty e Gl 26l g0 rmynedrwy YT/ wen gyl wie cyTecpowys poioe k. 14 e unrms
Delerau e Amod cralyn drecn ' rhain, W' Awcrdod yncod's a1 ek 3l fonen o 12 ety oy
Gorahymyn Py iy Mae angen afoneh 7.

i purchase orderiinaccordsnce ith te scted Terms and Condions of Th Police snd Crime Comisioner for Dyfed Powys.
Vaiibie ponrequest o 3 e ayc powys poe . Hocer Teme and Condisons shall preval, The Auihorty eceres e
ight o pay oy those inveiess quoang 2 val purchaseorde number. A ax inveies s requied.
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Internal Audits Priority Months Past Due Date


Evidence 


Required


Priority 1


Audit Area 1 2 3 Total 0 1 2 3 4 5 6_12 12+ Priority 1 & 2


Service Improvement Unit - 4 1 5 - - 1 - - 1 3 - 4 -


Criminal Justice & Custody - - 1 1 1 - - - - - - - - -


Corporate Communications - 1 - 1 - - - - - 1 - - 1 -


HR - 4 0 4 - - - - - - 3 1 4 -


H&S - 1 - 1 1 - - - - - - - 1 -


ICT - 1 1 2 - - - - - - - 2 1 -


Professional Standards - - 8 8 7 1 - - - - - - - -


- 11 11 22 9 1 1 - - 2 6 3 11 -
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Key


Up to 10 working days


11-15 working days


> 15 working days


Not yet complete


Exit date to be confirmed
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Crime Recording (A) Original draft report received 22/8/24.  Revised draft report received 20/9/24


Health and Safety (Lead Force - North Wales Police) (B) Delays in receiving the information from NWP - confirmed by Tiaa


Fleet Management – Fuel Usage (C ) Possibly prior to recording KPIs/Summer Holidays?
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Target 10 Target 10 Target 10


Audit


Planned 


Quarter


Exit meeting Draft report issued


No of days                


(from exit meeting 


to draft report 


being issued)


Management 


comments submitted


No of days                


(from draft report 


being issued to 


management 


comments being 


submitted)


Final report issued


No of days                


(from management 


comments being 


submitted to final 


report being issued)


Risk Management – Embedding/Assurance Framework 1 08/08/2024 15/08/2024 5 03/09/2024 13 06/09/2024 3


Fleet Management – Fuel Usage (C ) 1 22/07/2024 19/08/2024 20 28/08/2024 7 05/09/2024 6


Firearms Licensing 2 24/06/2024 12/07/2024 14 17/07/2024 3 18/07/2024 1


Crime Recording (A) 2 05/08/2024 20/09/2024 34 24/09/2024 2 25/09/2024 1


ICT Change Management 2 28/10/2024 06/11/2024 7 08/11/2024 2 12/11/2024 2


HR Management – Wellbeing Strategy 2 05/11/2024 20/11/2024 11


HR Management – Leadership Skills 3 10/12/2024 16/12/2024 4 16/12/2024 0 17/12/2024 1


Cyber-Security 3 08/11/2024 25/11/2024 11 16/12/2024 15


Vetting 1 20/12/2024 07/01/2025 12


General Ledger 3 20/09/2024 08/10/2024 12 09/10/2024 1 10/10/2024 1


Treasury Management 3 27/09/2024 08/10/2024 7 09/10/2024 1 10/10/2024 1


Budgetary Control 3 25/10/2024 08/11/2024 10 12/11/2024 2 13/11/2024 1


DPP - average 12 5 2


Risk Management – Mitigating Controls (Collaborative) 1 26/09/2024 08/10/2024 8 16/10/2024 6 16/10/2024 0


Health and Safety (Lead Force - North Wales Police) (B) 2 19/08/2024 03/10/2024 33 23/10/2024 14 07/11/2024 11


Uniform Stores (Lead Force Gwent) 2 12/07/2024 17/07/2024 3 17/07/2024 0 18/07/2024 1


Collaborative with other Welsh Forces 15 7 4
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Audit Lead Force Indicative Date Forces Days Status
Uniform Stores GWP 05/08/2024 DPP, GWP, NWP 6 fwaiting data
Health and Safety NWP 01/07/2024 DPP, GWP, NWP 6  |Draft Reportdue
Sustainability GWP TBA DPP, GWP, NWP 6 | "ML provide
Payroll DPP 18/11/2024 All 5 Audit Pending
ISO Accreditation SWP TBC DPP, GWP, SWp 6 Dpzifeﬁjg“‘)
Risk Management SWP Sep 2024 All 5 SWP to confirm
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DPP 17 15 33 Allwithin due or revised dates 26

GWP 12 18 30 15
One overdue, rest within revised or due

NWP 4 7 1 dates 9
Of the 13 P2 recommendations, 9 are

SWP 13 16 30 recommended for closure and will be 20

reviewed in follow up report.
Remaining are within due or revised dates
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Responsibility TIAA Force TIAA Both Collaborative
Closing Draft to Management Closing .

g‘;irligdeei?::sllt:::;tive) meeting to [management|comments to| Meetingto [Comments mee:i::)stlggFinal

draft Comments Final Final 3

Target 10 10 10 30

DPP 15 4 2 21 36

GWP 24 35 5 64

NWP 16 7 5 27

SWP
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Internal Audit open  recommendations Jan 25.pdf


Internal Audit open recommendations Jan 25.pdf
Recommendation

OFFICIAL / SWYDDOGOL

Priority Business Area

Original
Due Date

Oversight Board

Revised
Implementa
tion Date

Latest Comment

16/12/24 - On 12/11/2024 we moved across to the new

Motorola platform and all telephony calls are processed

through this (previous system was CISCO). This means
that we now have a DRS in Ammanford Police which has a

ICT . . . .. o
237594 | Infrastructure The Ammanford DR site be fully teste_d once the ICT 02/07/2019 ICT Strategic 28/02/2025 shadow FCC using the Motorola platform. As the site is
Review replacement 999 system has been fully implemented. Group for DRS, it will be regularly tested to ensure that all that
functionality remains in optimum condition. This is
programmed in from Jan 2025. | would suggest that once
the first testing is complete, this should allow the
recommendation to be closed
The M365 backup procurement process is scheduled to
conclude in November with the intention to commence the
Once the approach to implementing SharePoint has backup activity during December. In the meantime the
been fully established, this be documented in a formal migration of the on-premise Sharepoint is being upgraded
business case and approved by the appropriate to the latest on premise version prior to transferring
22/23 ICT-Data . : : .
: Board. A project plan and management framework be Change & documents across. We are also arranging a session with
270528 Quality - . : . . ICT 30/09/2023 . 31/12/2025 s
. implemented to assist the project including the Transformation Sharegate to better understand the capabilities of the
Collaborative . . . : o
assignment of a Project Manager and ongoing product compared to the standard Microsoft migration
SharePoint Officer or administrator throughout and Script. Based on the slippage in getting the backup
following build, implementation, and delivery. solution in place and the testing of the migration - we are
planning on starting the migration of 2 departments in the
1st quarter of 2025.
The draft Section 22 was sent to us for approval however |
highlighted that it contained some historical incorrect
The Section 22 National Collaboration Agreement in Information. Rachel Jones_, Legal, advised .NWP Of.thls on
22/23 HR — relation to “The provision of an all-Wales e- People, Culture & 1/8/24 and requested it be amended prior to being
272560 |Use of OLEEO . p’ - HR 30/11/2023 Pi€, 31/01/2025| progressed, however we have not heard anything further
: recruitment platform’ be finalised and agreed and Ethics Board o .
Collaborative . from NWP. lan Williams from SWP has advised as that
signed by each force. : ) :
SWP are addressing a governance question raised by an
October revision to this and will respond at the first
opportunity (5/12/24).
. . - o Service : The timescales have been extended further to 31/3/25 for
277036 23/24 B_u5|_ness The force Business Continuity Plan be finalised as Improvement | 31/03/2024 Ope_:ratlonal 31/03/2025 completion of the work, delayed due to other force
Continuity planned. : Policing Board _— : :
Unit priorities but is progressing
The timescales have been extended from July to Jan-
March 2025 to complete the work. The plans and
. . - Service : scenarios for testing and exercising have been completed
277037 23/24 B_u5|_ness A desktopltest of the_Busmess Continuity Plan be Improvement | 01/04/2024 Opgratlonal 31/03/2025| in draft with a view to commencing January 2025. The
Continuity undertaken in 2024 as planned. . Policing Board _— : . L
Unit responsibility for undertaking the testing and exercising is
unresolved, albeit the plans and a number of scenarios
have been drafted.
23/24 Business :;:Idr:lljebvrzirt]ttgsi?al?:grs]&net:sb(e:orﬁ:inr:BgedPTZnCsog(])plﬁtee Service Operational The timescales have been extended further to 31/3/25 for
277038 . 1y ) (hey Improvement | 31/03/2024 Pe 31/03/2025 completion of the work, delayed due to other force
Continuity can be analysed for completeness in order to inform . Policing Board _— : .
Unit priorities but is progressing
the force BCP.
23/24 The data sets and performance outcomes for Custod Service Citsrtitggl?n(t:ejl’& Due to challenges in data engineering, the custody
277054 | Performance P y Improvement | 09/07/2024 9, . 128/02/2025 |dashboard has been delayed and | am unable to give exact
be developed and outcomes presented as planned. . InvestiStratgation . ,
Management Unit timescales at this stage
s Board
23/94 09/01/25 - The recommendation hasn't been achieved by
278485 | Community Key Performance Indlct‘ato.rs be established for the Corpqratg 01/08/2024 Opgratlonal 10/02/2025 30/;1/2.4, due to capacity. ACC. is aware. | WI|I| be'lo'oklng
Corporate Communications team as planned. Communications Policing Board at this with the departmental delivery plan so I'm aiming for
Engagement .
10 Feb completion.
23/24 Data A (rli\\ge)\/;:; tl?]?()l;frt]z;::cfzzlsnsfgt”zz:::)irr:isAt?Zte(;[rS\gIn:)rs Professional Within Work continues by the RM Team on the IAR in
280890 |Protection Act - . .. . . 31/03/2025 IAB original due| consultation with IAO's. Training for IAQ's, through an
. needs to be carried out and training/ guidance given Standards . . )
Collaborative date external training provider to take place in March 2025.
to the current IAOs and IAAs.
The matter was raised at IAB (19/12/24) with the
submission of various reports. Matter is included on the
Force Information Risk Register. The Information Risk
Policy has been reviewed, amendments have been made
following consultation, progress is being made to have the
23/24 Data . . . . Within policy S|gqed off by the [?CC. Senior managers were
. The Information Risk Management Policy be Professional - tasked, via IAB, to consider where Information Risk
280891 |Protection Act - . 31/03/2025 IAB original due .
Collaborative reviewed. Standards date Management should sit within the Force. It was agreed that
it should sit under IMBA, a report has been submitted to
the DCC outligning the risks and benefits etc. IMBA do not
have sufficient resources to take on the extra work. A
proposal to cover this area of work along with a further 3
areas of work has been submitted to the DCC and the PAC
__process. .
The matter was raised at IAB (19/12/24) with the
submission of various reports. Matter is included on the
Force Information Risk Register. The Information Risk
Policy has been reviwed amendments have been made
following consultaion, progress i being made to have the
23/24 Data . . . . . Within policy S|gn§d off by the D.CC. Senlo.r managers were
. The Information Risk Register and associated Professional - tasked, via IAB, to consider where information risk
280892 |Protection Act - 31/03/2025 IAB original due R
Collaborative processes be updated as planned. Standards date management should sit within the Force. It was agreed that
it should sit under IMBA, a report has been submitted to
the DCC outligning the risks and benefits etc. IMBA do not
have sufficient resources to take on the extra work. A
proposal to cover this area of work along with a further 3
areas of work has been submitted to the DCC and the PAC
process.
A risk assessment of assets held within the IAR is to take
23/24 Data Compliance auditing be resumed now that the Data Professional lace, this will determine those assets at higher risk, an
280893 |Protection Act - P g 30/11/2024 IAB 31/03/2025| Pac®: g ’

Collaborative

Protection Advisor is in post.

Standards

audit plan will be developed for sign off by the SIRO. The
Compliance Officer is linking in with other Forces.

The Information Manager has been requested by the DCC






Recommendation

Now that the Data Protection Advisor is in place,

Priority

OFFICIAL / SWYDDOGOL

Business Area

Original
Due Date

Oversight Board

Revised
Implementa
tion Date

Latest Comment

to set in place a IMBA Departmental Training Plan.

23/24 Data | training be reviewed as planned to include refresher Professional Attempts are being made to secure resource assistance
280894 |Protection Act -[training; incorporating topics where there is repeated 3 Standards 31/12/2024 IAB 30/06/2025 | with this task. This has been raised and discussed at IAB.
Collaborative | non-compliance, such as sending e-mails incorrectly, Training is provided to various staff on an ad hoc basis,
to be included. when required by the Data Protection Advisor and
Disclosure, Records and FOI Manager.
23/24 Data The Information Asset Register (IAR) be updated Professional Within Work continues by the RM Team on the IAR in
280895 |Protection Act - following transfer of remit to the Records 3 31/03/2025 IAB original due| consultation with IAO's. Training for IAQ's, through an
: Standards - . .
Collaborative Management Team. date external training provider to take place in March 2025.
23/24 Data : - : Within : .
280896 | Protection Act - A Record of Processn_ng Activity (ROPA) be drafted 3 Professional 31/03/2025 IAB original due Work continues in the development of a ROPA by the RM
: and implemented. Standards team.
Collaborative date
23/24 Data . Within :
280897 |Protection Act - Data Flow Mapping to be conducted. 3 Professional 31/03/2025 IAB original due The colla_ttlon Of data flows form part of the work_
. Standards undertaken identified above (280896). Work ongoing.
Collaborative date
. . . _ . : 17/12/2024 - This work is still ongoing and estimated to be
281173 24/2_5 Fm_aarms Policy and Proc_edu_re documents be reviewed and 3 Criminal Justice 31/12/2024 Opgratlonal 31/01/2025 completed by end of January 2025
Licensing finalised as planned. & Custody Policing Board
Mai?;/zsr::wt _| Procedures notes be produced to assist managers
Abse?\ce and and the Human Resources Admin Team to People. Culture & Update needed - Due to ongoing abstractions in the HR
281311 appropriately administer the Leave for Personal and 2 HR 30/06/2024 Pi€, 31/12/2024 |team completion of amended policy wording remains a
Management . . . Ethics Board .
Family Reasons plus Other and Special Leave Policy work in progress.
(Other Leave .
S, and ensure Leave granted follows policy.
23/24 HR
“iigae%irgzr:d_ Processes be put in place to ensure that a record of Peonle. Culture & Update needed - Due to ongoing abstractions in the HR
281312 approval in compliance with the policy is kept on 2 HR 30/06/2024 P .’ 31/12/2024 |team completion of amended policy wording remains a
Management . Ethics Board :
personal files. work in progress.
(Other Leave
only)
23/24 HR
Management —| The procedure no.tes for m.anagerls'to include easily Update needed - Due to ongoing abstractions in the HR
Absence and referenced guidance with decision flows and People, Culture & : . : .
281313 o e 2 HR 30/06/2024 . 31/12/2024 |team completion of amended policy wording remains a
Management examples to assist in the correct classification of Ethics Board :
work in progress.
(Other Leave Leave.
only)
24/25 Crime A procedure document or workflow document be Service A workflow process map will be completed - a revised
282493 Recording | developed for the Crime Recording auditing process. 2 ImprcL)J\;]eitment 04/11/2024 IAB 24/01/2025 implementation date of 24/1/25 has been provided
24/25 Health | IO0SH Managing Safely e-Learning course be rolled .Wlthm 10/;2/2024 - Update 100 of the 120 identified IOSH
and Safet out for all relevant emplovees. as planned 2 H&S 31/03/2025 original due| managing safety delegates have completed the Course so
284618 y Ployees, asp ' date far with the deadline of 31/03/2025
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Introduction

1. This summary controls assurance report provides the Joint Audit Committee with an update on the emerging Governance, Risk and Internal Control related issues and the progress of our work at Dyfed-Powys Police on 21st January 2025.

Investing in the Future of TIAA

2. TIAA welcomed our largest intake of talented and enthusiastic trainees in the summer across the UK. This initiative is a testament to our dedication to nurturing the next generation of professionals and ensuring that we continue to deliver the highest standards of service to you. This builds on past successes where staff who joined TIAA as trainees have obtained professional qualifications and progressed to audit management roles.

We believe that investing in their development is crucial not only for their personal growth but also for the continued success of TIAA. To this end, we are sponsoring their professional qualifications, providing them with the necessary resources and support to excel in the internal audit profession and any relevant specialism they may choose.

With each trainee mentored by an experienced Director of Audit, we have re-designed a comprehensive training programme that covers a wide range of skills and knowledge areas. All trainees have been guided by experienced audit staff and management, shadowing on audits to get to know our client base, following a high standard already set by our experienced team.

By investing in our trainees, we are investing in the future of our company. We are confident that this initiative will enhance our capabilities. Our commitment to the quality of our services remains unwavering, and we are excited about the positive impact our new trainees will have on our work with you.

Audits completed since the last SICA report to the Joint Audit Committee

3. The table below sets out details of audits finalised since the previous meeting of the Joint Audit Committee.

Audits completed since previous SICA report

		

		

		Key Dates

		Number of Recommendations



		Review

		Evaluation

		Draft issued

		Responses Received

		Final issued

		1

		2

		3

		OEM



		HR Management Leadership Skills

		Substantial

		16th December 2024

		17th December 2024

		17th December 2024

		-

		-

		-

		-



		Collaborative – Uniform Stores

		Reasonable

		2nd December 2024

		8th January 2025

		9th January 2025

		-

		2

		2

		-



		Vetting

		Substantial

		7th January 2025

		13th January 2025

		14th January 2025

		-

		-

		-

		-



		Police and Crime Plan

		Substantial

		13th January 2025

		16th January 2025

		16th January 2025

		-

		-

		-

		-



		Cyber Security

		Reasonable

		25th November 2024

		17th November 2025

		17th November 2025

		-

		-

		7

		-



		HR Management – Wellbeing Strategy

		Substantial

		20th November 2024

		20th January 2025

		21st January 2025

		-

		1

		1

		-





Progress against the 2024/25 Annual Plans

4. Our progress against the Annual Plan for 2024/25 is set out in Appendix A.

Changes to the Annual Plans for 2024/25

5. There have been two changes to the approved plan are detailed within the table below. This will not include timing changes.

Changes to Approved Plan

		Review

		Rationale



		Connect Teams Channels

		Cancelled by all forces-



		ISO Accreditation

		Cancelled by all forces







Progress in actioning priority 1 recommendations

6. We have made no Priority 1 recommendations (i.e. fundamental control issue on which action should be taken immediately) since the previous SICA. 

Frauds/Irregularities

7. We have not been advised of any frauds or irregularities in the period since the last SICA report was issued.

Other Matters

8. We have issued a number of briefing notes and fraud digests, shown in Appendix B, since the previous SICA report.

Responsibility/Disclaimer

9. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. The matters raised in this report not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.

---------------
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Appendix A: Progress against Annual Plan 2024-25







		System

		Planned Quarter

		Current Status

		Comments



		Collaborative – Pan Wales

		

		

		



		Sustainability

		1

		Fieldwork ongoing

		Lead Force – Gwent Police – Moved to Q3 at the request of Dyfed-Powys Management due to new appointment of a Sustainability and Decarbonisation Officer and more recently moved to early Q4



		Connect Teams Channels

		2

		Cancelled by all forces

		



		Uniform Stores

		2

		Final report issued 9th January 2025

		Lead Force – Gwent Police – Report delayed due to information not received from one force (not Dyfed-Powys) 



		Health and Safety

		2

		Final report issued 8th November 2024

		Lead Force – North Wales Police– Report delayed due to information not received from one force (not Dyed-Powys)



		ISO Accreditation

		3

		Cancelled by all forces

		



		Payroll

		4

		Draft report issued 20th January 2025

		Lead Force – Dyfed -Powys Police



		Dyfed-Powys Only

		

		

		



		[bookmark: _Hlk165387239]Risk Management – Embedding/Assurance Framework

		1

		Final report issued 6th September 2024

		



		Fleet Management – Fuel Usage

		1

		Final report issued 4th September 2024

		



		Vetting

		1

		Final report issued 14th January 2025

		Moved to Q3 at the request of Management and approved by Audit and Governance Group



		ICT Change Management

		2

		Final report issued 12th November 2024

		



		Risk Management – Mitigating Controls

		2

		Final report issued 18th October 2024

		



		Crime Recording

		2

		Final report issued 26th September 2024

		



		Firearms Licensing

		2

		Final report issued 18th July 2024

		



		HR Management – Wellbeing Strategy

		2

		Final report issued 21st January 2025

		Moved to Q3 at the request of Management and approved by Audit and Governance Group



		Follow-up (interim)

		2

		Final report issued 8th November 2024

		



		Governance – Police and Crime Plan

		3

		Final report issued 16th January 2025

		



		Budgetary Control

		3

		Final report issued 13th November 2024

		



		General Ledger

		3

		Final report issued 10th October 2024

		



		Treasury Management

		3

		Final report issued 10th October 2024

		



		Cyber Security

		3

		Final report issued 17th January 2025

		



		HR Management – Leadership Skills

		3

		Final report issued 17th December 2024

		



		Governance – Strategic Planning, FMS and Data

		4

		Fieldwork completed

		



		Pensions

		4

		Planned start date 3rd February 2025

		



		Follow-up (year-end)

		4

		Planned start date 17th February 2025

		



		Contingency

		1-4

		

		



		Liaison with Audit Wales Management

		1-4

		

		



		Annual Planning

		1

		Final report Issued 20th September 2024

		



		Annual Report

		4

		

		



		Audit Management

		1-4

		

		





	KEY:



		

		To be commenced

		

		

		Site work commenced

		

		

		Draft report issued

		

		

		Final report issued
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		Appendix B: Briefings on Developments in Governance, Risk and Control





TIAA produce regular briefing notes to summarise new developments in Governance, Risk, Control, Counter Fraud and Security Management which may have an impact on our clients.  These are shared with clients and made available through our Online Client Portal. A summary list of those briefings issued in the last three months which may be of relevance to Dyfed-Powys Police is given below:

Summary of recent Client Briefings and Alerts

		Date Issued

		Sector

		Briefing Type

		Subject

		Web Link

		TIAA Comments





		20 DECEMBER 2025

		ALL

		Security Alert

		Company Sanctioned for Deploying Staff with Fraudulent SIA Licences

		Company Sanctioned for Deploying Staff with Fraudulent SIA Licences - TIAA

		A security company has been sanctioned for deploying 26 untrained staff with fraudulent SIA licences across the capital on 832 separate shifts. Our alert has the full story and advice.





		12 DECEMBER 2025

		ALL

		Security Alert

		Increase in People Sheltering in Waste Containers

		Increase in People Sheltering in Waste Containers - TIAA

		With the rise in homelessness, the waste management industry is encountering an increasing number of rough sleepers seeking shelter in waste containers, which poses significant risks when waste is collected.



		6 DECEMBER 2025

		ALL

		Publication

		Security Industry Authority (SIA) Annual Report 2024 Summary

		Security Industry Authority (SIA) Annual Report 2024 Summary - TIAA

		TIAA’s summary of the Security Industry Authority (SIA) Annual Report 2024.

Dive into the figures, key points and developments that are shaping the security industry.



		29 NOVEMBER 2024

		ALL

		Security Alert

		Winter Vigilance Counter Terrorism Policing Campaign

		Winter Vigilance Counter Terrorism Policing Campaign - TIAA

		Counter Terrorism Policing’s (CTP) winter campaign has been launched to keep the public safe this winter.



		27 NOVEMBER 2024

		ALL

		Briefing

		Failure to Prevent Fraud guidance published

		Failure to Prevent Fraud guidance published - TIAA

		On 6 November 2024, gov.uk published guidance to provide organisations with important advice on the new corporate criminal offence of ‘failure to prevent fraud’.

Introduced last year as part of the Economic Crime and Corporate Transparency Act, the offence is intended to hold large organisations to account if they profit from fraud.



		27 NOVEMBER 2024

		ALL

		Briefing

		The Economic Crime and Corporate Transparency Act Update

		The Economic Crime and Corporate Transparency Act Update - TIAA

		An update on The Economic Crime and Corporate Transparency, On 16 October 2024, gov.uk published their latest policy paper on the Economic Crime and Corporate Transparency Act, outlining the transition plan for Companies House.



		12 NOVEMBER 2024

		ALL

		TIAA Article

		Are you Scam Savvy?

		Are you Scam Savvy? - TIAA

		In today’s digital age, scams are becoming increasingly sophisticated and prevalent. To help you stay informed and protected, we’ve compiled a series of articles that delve into some of the most common types of fraud.



		12 NOVEMBER 2024

		ALL

		Campaign

		International Fraud Awareness Week 2024

		International Fraud Awareness Week 2024 - TIAA

		International Fraud Awareness Week (IFAW) (17th – 23rd November 2024) raises awareness of fraud risks and key reporting lines.  The campaign aims to start discussions amongst peers, co-workers, executives and stakeholders in the community about how important fraud prevention is to society as a whole. Our dedicated page has a range of information and resources.
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		Executive Summary
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		OVERALL ASSESSMENT

		

		KEY STRATEGIC FINDINGS



				Force

		Assessment



		Dyfed-Powys Police

		Reasonable



		Gwent Police

		Reasonable



		North Wales Police

		Reasonable







		

				[image: ]

		A recommendation has been made for all three forces, relating to the implementation of procedure documentation for the operation and management of the uniform stores.



		[image: ]

		Recommendations have been made for Gwent Police relating to the stock ordering and tracking and relating to the oversight of the operation of the uniform stores.



		[image: ]

		Recommendations have been made relating to providing resilience for tailoring for Dyfed-Powys Police and Gwent Police.









		

		

		



		SCOPE

		

		ACTION POINTS



		The review considered the arrangements in place for planning, controlling and monitoring uniform stores.

		

				Force

		Urgent

		Important

		Routine

		Operational



		Dyfed-Powys Police 

		0

		2

		2

		0



		Gwent Police

		0

		5

		4

		0



		North Wales Police

		0

		1

		0

		2
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		Assurance - Key Findings and Management Action Plan (MAP)
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		Risk Area

		Finding

		Recommendation

		Priority

		Management

Comments

		Implementation

Timetable

(dd/mm/yy)

		Responsible

Officer

(Job Title)



		Dyfed-Powys Police



		1

		Directed

		A review of the force’s Uniform Policy found that its primary function is to provide guidance on the appearance of force officers and staff and that the Policy makes little reference to the operation of the uniform stores. Discussions with the Finance Assistant with responsibility for the day-to-day running of the force’s uniform stores highlighted that there is no policy or procedure in place that guides the operation of the stores, and that the operation of the stores is currently guided by the force’s Uniform Policy and the purchasing procedures set out in the Financial Regulations in the Joint Corporate Governance Framework. 

There is a risk that not having a clear policy and procedures can lead to employees being unsure on how to act and inconsistency in that staff may handle similar situations differently which can lead to a lack of accountability.

		A policy on the operation of the force's uniform stores be introduced and approved, to guide the management of the force's uniform stores and refer to the relevant procedures in the force's Uniform Policy and Financial Regulations.

		2

		Recommendation agreed – Policy document on the operation of the uniform stores to be created.

		31/01/2025

		“Senior Manager – Finance Systems” and “Payments Facilities and Admin Supervisor”



		4

		Delivery

		Force tailoring is undertaken by an individual external tailor, and it was noted that there are no arrangements in place to provide resilience in the event that the force tailor is unavailable to complete tailoring work.

Where such resilience is not in place it may expose the force to risk that officers may not have the appropriate operational uniform.

		Arrangements be put in place for a contingency tailoring service.

		2

		Recommendation agreed.

An additional tailoring service is to be sourced.

		31/01/2025

		“Payments Facilities and Admin Supervisor”



		2

		Directed

		Stock is managed through the Agresso Business World system. It was noted that the system does not have a minimum stock-level alert in use. Discussions with the Senior Manager – Financial Systems noted that this functionality was set up in 2020 but had never been implemented.

Where minimum stock holding is not identified and alerted through the system there is an increased risk of stockouts and being unable to provide stock when requested. 

		Minimum stock-level alerts be implemented on the Agresso Business World system.

		3

		Recommendation agreed.



		30/06/2025

		“Senior Manager – Finance Systems” and “Payments Facilities and Admin Supervisor”



		3

		Directed

		A sample of ten requests for uniform items made by officers and staff during 2024/25 was selected. Of these ten requests, two were made in person and did not undergo the formal approval process. Documentation for a further request of the sample could not be provided as the original request and evidence of approval could not be located at the time of the review. 

Where stock requests are not formally recorded and approved this could lead to excessive amounts of uniform being distributed leading to unnecessary cost to the force.

		A formal record of all requests for uniform items and approvals be maintained.

		3

		Recommendation agreed.

A central “master list” of all processed uniform requests is to be maintained.

		01/01/2025

		“Payments Facilities and Admin Supervisor”



		Gwent Police



		6

		Directed

		It was noted that there is no formally approved procedural document that governs the operation and management of the force’s uniform stores. Though the stores have a Standard Operating Procedure (SOP) for how uniform items are ordered, discussions with the Force Tailor highlighted that the force’s uniform stores have operated in an unsystematic manner, for example, ordering of items has been completed reactively, instead of as a planned procedure as part of intake preparation or stock forecasting.

There is a risk that not having a clear policy and procedures can lead to inconsistency in how staff perform their duties which could lead to a lack of accountability.

		Guidance documentation on the operation and management of the force’s uniform stores be developed and approved.

		2

		Having recently moved into new store premises there hasn’t been a new completed process plan added to the new area. This will be done now we have fully moved in, and stores are fully functional and online.

		01/02/2025

		S Connolly



		7

		Directed

		No formal training on the operation and management of the uniform stores has been provided to uniform stores staff.

Where training has not been provided there is a risk that staff undertaking their roles do not have appropriate knowledge and skills to perform tasks, or that practices applied are inefficient or inconsistent with Policy and may also impact other factors such as the quality of the work and adherence to health and safety requirements. 

		Following the approval of a formal uniform stores policy, formal training be provided on the operation of the stores.

		2

		Whilst there are some SOP’s in place for the uniform stores with the new layout’s and changed job roles this needs to be revised. 

		01/02/2025

		Huw Morrisey



		8

		Directed

		Discussions with the Head of Estates and Facilities Management highlighted that the ordering of uniform items by officers and police staff is not routinely monitored and that the uniform stores are not able to generate reports on uniform item orders made.

It was noted during discussions with the Head of Estates and Facilities Management that officer and staff have a ‘Golden Record’ that lists the uniform entitlement for their role and against which ordering can be monitored to ensure that uniform items are not ordered in excess.

		Arrangements be put in place to enable uniform items ordering to be routinely reported on and monitored.

		2

		Uniform ordering is monitored as per the Unit 4 system. There are still some reporting issues that are being worked on by DSD. This will enable us to run reports as required from a dashboard set up rather than asking DSD for a report each time.

		01/01/2025

		S Connolly



		9

		Directed

		A record of the 2023/24 year-end stock take and the year-end stock take certificate for 2023/24 were provided for review. Discussions with the Head of Estates and Facilities Management highlighted that the stock take was completed based on physical verification of the stock in stores at the time of the stock take and that the record of stock on the Unit4 financial system did not provide an accurate record of the stock in stores.

At the time of the site visit, a review of the Unit4 system was being conducted, to ensure that the system matched the stock in store in practice, though this was yet to be fully completed and that, following the completion of the review of Unit4, the intention is to complete periodic dip-sampling of the stock in stores.

		A review of the Unit4 record of stock be completed to reflect the stock items in place and periodic dip-sampling of stock items be completed, as planned.

		2

		There is to be a year-end stock take, and we will be working with the Unit 4 DSD team to ensure all stock values are added and an accurate stock account is achieved and entered into the system. This will then give us a fully accurate count to move forward into the new year with accurate figures and a fully active system to monitor stock controls going forward.

		01/01/2025

		S Connolly



		11

		Delivery

		The Terms of Reference for the Uniform, Equipment and Fleet User Group were provided for review. It was noted that they were last reviewed in March 2022 and require review on an annual basis.

Failure to review the Terms of Reference on an annual basis risks inefficiencies, misalignment with the force’s objectives and non-compliance with updated legal or ethical standards.

		The Terms of Reference for the Uniform, Equipment and Fleet User Group be reviewed on an annual basis.

		2

		Terms of reference is to be overhauled and reviewed on a yearly basis. 

		31/12/2024

		Chair of the user group and admin team.



		5

		Directed

		It was noted that the Gwent Police’s Dress Code – Uniform and Appearance Standards were due for review in October 2022 but have not been updated. 

The Standards are used as guidance on the uniform of police officers and staff and inform the stores on what uniform items are required.

It was noted during discussions with the Chief Finance Officer and Head of Estates and Facilities Management that the Dress Code – Uniform and Appearance Standards are currently undergoing review.

		The Dress Code – Uniform and Appearance Standards be finalised and approved, as planned.

		3

		This procedure is currently under full review with the senior management team. SC to speak with Chief Supt Brustad to understand when this will be released.

		01/01/2025

		ChSupt Brustad



		10

		Directed

		Discussion with the Head of Estates and Facilities Management highlighted that ordering of stock that is running low has typically been completed reactively, based on a visual inspection of the stock in stores. The Unit4 system should ostensibly provide alerts when stock levels fall below a minimum level however the Unit4 system has not been doing so, even where minimum levels have been input on the system. 

It was noted that the issue has been referred to the Digital Services Division.

		Minimum stock-level alerts be implemented on the Unit4 system.

		3

		DSD are still working to ensure these alerts are set up and active on the Unit 4 system. As per the discussions with TIAA at time of audit we carry out a manual check on all item bins to ensure we are operating a max/min system. 

		01/02/2025

		DSD Team.



		12

		Delivery

		Discussions with the Head of Estates and Facilities Management highlighted that a new reporting structure is to be implemented following the appointment of a Stores Supervisor and a Senior Facilities Manager. The Stores Supervisor will report to the Senior Facilities Manager who, in turn, will report to the Head of Estates and Facilities Management on the day-to-day operation of the uniform stores.

The risk of failing to implement a clear reporting structure for the oversight of the stores is a lack of compliance with the force’s policies and a lack of accountability.

		The new reporting structure be implemented to provide oversight of the day-to-day operation of the uniform stores be implemented, as planned.

		3

		We are currently restructuring the team at the uniform stores, and this is to be completed and implemented by end of year.

		31/03/2025

		S Connolly



		13

		Delivery

		It was disclosed that the Force Tailor has historically been called in from annual leave in order to complete fittings due to a lack of alternative. During a period of extended absence, cover was provided for the responsibilities of the Force Tailor by their equivalent in South Wales Police. Training on the fitting of body armour was given to the Head of Estates and Facilities Management and the Head Receptionist to provide resilience for the minor duties of the Force Tailor.

Where resilience is not in place it may expose the force to risk that officers may not have the appropriate operational uniform.

		Confirmation be sought that South Wales Police can provide resilience for the work of the Force Tailor in the event of extended periods of absence.

		3

		SC has spoken with the head of uniform stores at SWP and agreed that in any long-term unforeseen event they will support GWP uniform stores with any alterations required as necessary. 

		Complete and agreed.

		S Connolly



		North Wales Police



		14

		Directed

		It was noted that the purpose of the force’s Dress and Appearance Protocol (2024) is to delineate the expectations of officers and police staff in relation to uniform and advises uniform stores staff on what uniform items are required. Discussions with the Supplies Manager highlighted that there is no further guidance on how to manage the uniform stores. 

There is a risk that not having a clear policy and procedures can lead to employees being unsure on how to act and inconsistency in that staff may handle similar situations differently which can lead to a lack of accountability.

		Procedure documentation be implemented on the operation of the force’s uniform stores. 

		2

		Supplies Manager with the support of the Continuous Improvement Officer has already started implementing procedures and process mapping.  Service manuals will also be created.

		31/05/2025

		Supplies Manager
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		PRIORITY GRADINGS

		

		

		

		

		



		1

		URGENT

		Fundamental control issue on which action should be taken immediately.

		

		2

		IMPORTANT

		Control issue on which action should be taken at the earliest opportunity.

		

		3

		ROUTINE

		Control issue on which action should be taken.
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		Operational - Effectiveness Matter (OEM) Action Plan







		Ref

		Risk Area

		Finding

		Suggested Action

		Management Comments



		Dyfed-Powys Police



		No Operational-Effectiveness Matter recommendations are made.



		Gwent Police



		No Operational-Effectiveness Matter recommendations are made.



		North Wales Police



		1

		Directed

		A stock take is completed on an annual basis as part of the production of the annual Statement of Accounts, led by the Corporate Finance Team. The Supplier Manager advised that a benefit would be gained undertaking a more regular stock take at specific intervals throughout the year to inform the year-end stock take.

		Consideration be given to undertaking periodic (e.g. quarterly) stock take exercises in-year to inform the year-end stock take.

		Agreed.



		2

		Directed

		Discussions with the Supplies Manager and the Continuous Improvement Officer highlighted that a number of changes are in the process of being implemented, including stock-level alerts (which requires contacting the eFinancials software supplier), a review of the process for the disposal of uniform stock and developing an indicator in ResourceLink, the HR system, informing the Supplies Section if an employee moves from a non-uniform to a uniform role.

		The planned changes including stock-level alerts (which requires contacting the eFinancials software supplier), a review of the process for the disposal of uniform stock and developing an indicator in ResourceLink, the HR system, informing the Supplies Section if an employee moves from a non-uniform to a uniform role be implemented, to ensure a more robust stock management process is in place.

		Agreed.
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		ADVISORY NOTE



		Operational Effectiveness Matters need to be considered as part of management review of procedures.
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		Partially in place

		1

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Partially in place

		2, & 3

		-







		Other Findings – Dyfed-Powys Police
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		This is the first review of Dyfed-Powys Police's uniform stores completed by TIAA.
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		There are no risks listed on the force Corporate Risk Register directly linked to the area in scope. Ineffective control of uniform stores can lead to stock loss, inappropriate levels of stock and accountability of stock that could cause financial loss to the force. 
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		Dyfed-Powys Police’s Joint Corporate Governance Framework sets out the principles, structures and processes by which the Office of the Police and Crime Commissioner (OPCC) and Dyfed-Powys Police will be governed in accordance with the responsibilities, powers and duties conferred upon the Police and Crime Commissioner and Chief Constable by all relevant legislation, regulations and codes of practice. The Joint Corporate Governance Framework 2023/24 has been extended due to delays in the issuing of the 2024/25 revision caused by the general election. Minutes of the Joint Audit Committee meeting were provided as evidence of the agreement to extend the duration of the 2023/24 revision until the issuing of the Joint Corporate Governance Framework 2024/25. Consequently, the Joint Corporate Governance Framework 2023/24 was provided for review. The Joint Corporate Governance Framework consists of six sections: 

1. Statement of Corporate Governance.

2. Code of Corporate Governance.

3. Scheme of Corporate Governance.

4. Scheme of Delegation.

5. Decision-Making.

6. Financial Regulations.
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		The Dyfed Powys Police Uniform Policy, devised in 2019, outlines the standards and guidelines for the appearance and uniform of police staff and officers. It emphasises the importance of maintaining a professional image, high standards of personal hygiene and safety. The Policy applies to all staff and includes guidelines on personal appearance, such as jewellery, hair, cosmetics and footwear. The Policy details the use of wicking tops and personal protective vests, specifying when and how they should be worn. It outlines the uniform and equipment entitlements for different roles within the police force, stressing the responsibility of staff to maintain and return issued items. Procedures for handling contaminated clothing and equipment are provided along with guidelines for the maintenance and replacement of public order helmets. The Policy includes detailed care instructions for various uniform items to ensure their longevity and proper maintenance.
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		It was noted that the force’s Uniform Policy is intended primarily to provide guidance on the appearance of force officers and staff and that the Policy makes little reference to the operation of the uniform stores. Discussions with the Senior Manager – Financial Systems and the Finance Assistant with responsibility for the operation of the stores noted that there is no guidance available for the operation of the stores and that the day-to-day running of the stores is guided by the uniform requirements set out in the Uniform Policy and the purchasing and authorisation procedure set out in the Financial Regulations as part of the Joint Corporate Governance Framework, as recommendation 1 refers. A procedure document on the operation of the uniform stores will contribute towards the consistent running of the uniform stores and will provide a framework for training new starters to the stores.
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		Day-to-day responsibility for the operation of the force’s uniform stores resides with the Finance Department. The uniform stores have recently come within the purview of the Senior Manager – Financial Systems and the daily work of the uniform stores is completed by the Finance Assistant.
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		Discussions with the Senior Manager – Financial Systems and Finance Assistant noted that the purchasing of stock items is completed through tendered frameworks, including BlueLight Commercial and Cooneen Group, though occasional amendments may be made to orders for items that sit outside of tendered contracts, such as training clothing labelled ‘Police’, rather than ‘Police Officer’, that can be used by both officers and police staff. Stock purchases are made through the Agresso Business World (ABW) financial system and are approved depending on the value of the order made, per the force’s Financial Regulations. Discussions with the Senior Manager – Finance Systems and Finance Assistant highlighted that suppliers would inform the force of when stock should be ordered, through an information sheet that will advise the date by which stock must be ordered to receive by a certain date, other suppliers will email the force to outline when orders must be made to be delivered by a certain date. 
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		Agresso Business World is used to manage stock in the uniform stores. The types of stock required in store is based on the Uniform Policy that outlines the uniform requirements of police officers and staff. Levels of stock are monitored through visual checks of the stores and an assessment of the levels of stock held on ABW, though it was noted that the system does not have a minimum stock-level alert in use. Discussions with the Senior Manager – Financial Systems noted that this functionality was set up in 2020 but had never been implemented. A minimum stock-level alert would inform when certain items require re-ordering and is a more robust control than relying on visual checks of the stock in store.
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		Discussions with the Finance Assistant noted that a member of the Human Resources team will contact the Finance Assistant and provide a list of intakes via email which will inform how many new starters are to be expected throughout the year. Additionally, reports can be run from ABW that will inform what volume of stock item has been used of each size in a certain time period. This report, as well as the list of new intakes, is used to inform what number of stock items should be ordered for the year.
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		Officers and police staff are issued with standard uniform items, those being six tops, three pairs of trousers, one jacket, one fleece and two microfleece liners. Officers and staff do not have an annual entitlement, they are expected to maintain the uniform they are issued and only request replacement uniform items when required, such as a change in size or if the uniform is no longer wearable, such as through wear and tear or if it is spoiled. Requests for replacement stock are made by email and require the approval of the Inspector or Chief Inspector (depending on the person making the request). Approval is required from line managers of support staff.

A report of requests for uniform items made by officers and staff during 2024/25 was provided for review. From this report, a sample of ten requests was selected. Of these ten requests, two were made in person:

· The first in-person request was made by an officer who required new uniform items upon being promoted to a position with different uniform requirements. This request did not go through the formal approval process, as a change in role necessitates a change in uniform requirements.

· The second in-person request was made by an officer who was collecting an additional uniform item. This request also did not go through the formal approval process, and unlike the first case, approval would typically be required.

Discussions with the Finance Assistant noted that this is an uncommon occurrence and that if a request is made in person, a note is made of the item taken which is then receipted from ABW. Documentation relating to another of the sample could not be provided at the time of the review as the request and evidence of approval could not be located.
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		Discussions with the Senior Manager – Financial Systems and Finance Assistant noted that uniform items are phased out gradually when they are superseded by newer versions and that write offs of uniform items are kept to a minimum. Where uniform items can no longer be used it is stored separately in the uniform stores. The Evidence Management Unit has a van and takes evidence that has been marked for disposal to Viridor for incineration. When the Evidence Management Unit has room available on the van, uniform items that are to be disposed of are taken to Viridor for disposal.
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		A stock take is completed on an annual basis and is compared with the log of items on ABW. The completion of a stock count is required in order to ensure an accurate account of the value of stock items held in the uniform stores to be considered in the annual Statement of Accounts. The stock take for 2023/24 was provided for review which listed the number of uniform items in stores and the cumulative value of those items and compared those values with the record on ABW. The stock take found 43,628 items with a collective value of £538,222. ABW had listed 43,560 items with a value of £538,725, a difference of 68 items with a value of £503. Discussions with the Senior Manager – Financial Systems noted that the intention is to complete dip-sampling throughout the year as well as a formal end-of-year stock take, though this has not yet been implemented.
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		The force’s uniform stores are located at Police Headquarters in Llangunnor. A visit of the uniform stores was undertaken. Uniform items are organised by type of item, the gender of clothing and the size of clothing. It was noted that the uniform store is divided in two by a loading and unloading bay that is used to make deliveries to Police Headquarters. Though this has the benefit of convenient unloading of uniform stock deliveries, it bisects the two uniform storerooms. It was noted through discussions with the Finance Assistant that the loading bay is used for deliveries other than those for the uniform stores and that staff outside of the uniform stores require access to this room to unload deliveries but that the two storerooms connected to the loading bay have doors that remain locked when uniform stores staff are not present. No issues were identified during the visit of the uniform store in Llangunnor Police Headquarters.
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		In place

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		Partially in place

		4

		-







		Other Findings – Dyfed-Powys Police
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		Dyfed-Powys Police has a Uniform and Equipment Group, the Terms of Reference of which were provided for review. The Group’s main objective is to discuss and oversee issues related to uniform and equipment standards and ensuring a professional appearance while reducing costs. The Group addresses strategic issues, future policing requirements and coordination across departments. The Group also oversees business case applications for additional spending on uniforms and equipment, aiming to provide effective governance and anticipate demand efficiently. Recommendations are made to the Deputy Chief Constable, prioritising high-demand and high-risk areas. Constraints include adherence to national purchasing arrangements, operating within a set budget and following the Corporate Governance Framework. The Group reports to the Operational Policing Board and is accountable to the Chief Constable through the Executive Board. Membership includes representatives from Specialist Operations, the Finance Department, the Procurement Department and the Health and Safety Team. The Group promotes collaborative decision-making, monitors expenditure and standards, manages risks, and escalates unresolved issues. Meetings are held quarterly, with secretarial support provided by the Head of Specialist Operations. The Group maintains an action log that notes all actions to be completed throughout the year. The action log provides a description of the action to be taken, assigns an owner to each action, lists a timescale against the action and includes updates on the implementation of the action taken.
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		Force tailoring is completed by an independent, local external tailor. It was noted that there are no arrangements in place to provide resilience in the event that the current tailor is unavailable to complete tailoring work for the force.
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		Police forces in the United Kingdom can share resources and equipment through the Mutual Aid scheme. Discussions with the Finance Assistant noted that uniform items had been sent to West Midlands Police through the Mutual Aid scheme and that, in the case of emergencies, Dyfed-Powys Police could request uniform items from other forces, if necessary.







		Findings – Gwent Police
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		Not in place

		5, 6, & 7

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Not in place

		8, 9, & 10

		-







		Other Findings – Gwent Police



		[image: A magnifying glass in a circle

Description automatically generated]

		This is the first review of Gwent Police's uniform stores completed by TIAA. 
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		There are no risks listed on the force Corporate Risk Register directly linked to the area in scope. Ineffective control of uniform stores can lead to stock loss, inappropriate levels of stock and accountability of stock that could cause financial loss to the force.
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		The appearance and uniform of officers and police staff for Gwent Police is governed by the Dress Code - Uniform and Appearance Standards, which were provided for review. It was noted that the Standards were due for revision in October 2022, as recommendation 5 refers. The Standards outline the expectations for the appearance of officers and staff and emphasises the importance of maintaining a professional and credible imagine to the public, requiring all personnel to dress appropriately. The Standards include a list of uniform provisions for officers and staff and details acceptable standards for hair, facial hair, cosmetics and tattoos. The Standards also refer to the procedure for the provision of protective clothing where relevant and states that non-compliance with the Standards may result in disciplinary action. Discussions with the Force Tailor noted that the Standards provide a framework for the uniform and equipment kept in stock at the uniform stores. 
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		A review of the force’s Dress Code – Uniform and Appearance Standards found that the Standards do not provide guidance on the operation of the uniform stores and are primarily used to prescribe the expectations of force officers and staff in relation to their uniforms. Discussions with the Force Tailor, who has temporary de facto responsibility for the operation of the uniform stores since the former Storekeeper left their post, noted that there is no guidance documentation available for the operation of the stores and that, as a result, the stores have been run inconsistently and in an unsystematic manner.
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		Training on the fitting of body armour has been provided by Cooneen Protection, the supplier of protective clothing. Training on the fitting of body armour was last provided in June 2024 for the Force Tailor, the Head of Estates and Facilities Management and the Head Receptionist. It was noted that no formal training in the operation or management of the uniform stores has been provided, as recommendation 7 refers.
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		The Procurement Manager stated that there are twelve contracts in place with a value of over £12,500 that are listed on the Procurement Department’s directory. Discussions with the Force Tailor noted that the primary supplier of standard issue uniform is DHL Supply Chain under the National Uniform Managed Service (NUMS), a contract for the supply of uniforms and equipment to police forces across the United Kingdom that aims to standardise uniform items wherever possible to achieve cost savings and improve product quality. Gwent Police has a 'NUMS Lite' contract with DHL Supply Chain, that offers a lesser range of items and discussion with the Force Tailor noted that consideration is being given to moving away from DHL Supply Chain when the contract comes to an end due to the poor level of customer service. Other contracts are in place for more specific items including protective equipment, which is provided by Cooneen Protection.
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		Purchases are completed through the Agresso Business World (ABW) financial system. Stock management is undertaken through a module of the Unit4 system, implemented for the force by DSD Business Systems. It is through Unit4 that requests for uniform items are made by police officers and staff, though this has only been the case since September 2023. Prior to this time, requests were made in person at the uniform store. 

Discussion with the Head of Estates and Facilities Management highlighted that ordering of stock that is running low has typically been completed reactively, based on a visual inspection of the stock in stores. The Unit4 system should ostensibly provide alerts when stock levels fall below a minimum level however the Unit4 system has not been doing so, even where minimum levels have been input on the system. It was noted that the issue has been referred to the Digital Services Division. (Recommendation 10 refers).
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		Discussions with the Force Tailor noted that a member of the Human Resources team will contact the uniform stores staff and provide the number expected of intakes via email which is intended to inform the orders made throughout the year. Discussions with the Head of Estates and Facilities Management highlighted that, historically, DHL, the force’s primary supplier of uniform items, has dictated the timing and value of orders. However, the force now places orders based on actual requirements rather than re-ordering the previous order made. While DHL remains suitable for GWP’s needs, many other Forces have transitioned away from DHL. Forecasting is now conducted on a six-monthly basis, a practice that has been in place since August 2023. This approach has proven effective, as evidenced by a review of budget documents, although it initially took some time to realise cost savings.

Examples were provided during the site visit of historic over-ordering of specific uniform items, such as medium-tall winter jackets, the intended maximum number of which is 100. At the time of the review, there were 122 of these jackets in stock and this was after a number had been sold to other forces. The Head of Estates and Facilities Management has requested that the stock that was historically over-ordered be written off.
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		Requests for uniform items have been made by officers and staff through Unit4 since September 2023. No record of requests was kept prior to this time, as requests and fittings were made in person. Officers and police staff have the option to place orders online through the DSD portal, which will then be forwarded to the Head of Estates and Facilities Management for approval. Alternatively, orders can be placed in person at the uniform stores, where a laptop is available for logging requests. If there are any issues with the laptops in stores, written requests can be entered into the system at a later time. The system is not monitored on a regular basis, and the uniform stores are unable to generate their own reports on orders made and are instead generated by another department due to limitations in the system.

Officers and staff have a ‘Golden Record’, that lists the uniform requirements of their role. Officers and staff have an annual entitlement of each uniform item. Beyond this entitlement, a reason is required, and approval must be given by the Force Tailor. Valid reasons include a change of size or if clothing is unwearable due to wear and tear. If a reason is not provided, the line manager of the requestor will be contacted to ensure the item is required.
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		Discussions with the Force Tailor noted that uniform items are phased out gradually when they are superseded by newer versions and that disposals of uniform items are kept to a minimum. Where possible, uniform items that are no longer wearable are recycled into other minor uniform items by the Force Tailor, such as badges. Disposals of standard uniform items are completed by Shred Station, while protective equipment is disposed of by Race Recycling.
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		A record of the 2023/24 year-end stock take and the year-end stock take certificate for 2023/24 were provided for review. Discussions with the Head of Estates and Facilities Management highlighted that the stock take was completed based on physical verification of the stock in stores at the time of the stock take and that the record of stock on the Unit4 financial system did not provide an accurate record of the stock in stores.

At the time of the site visit, a review of the Unit4 system was being conducted, to ensure that the system matched the stock in store in practice, though this was yet to be fully completed and that, following the completion of the review of Unit4, the intention is to complete periodic dip-sampling of the stock in stores.
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		Gwent Police has recently moved its uniform stores from Police Headquarters to Pontypool Police Station. A visit of the uniform stores was undertaken as part of the review. Generally, the primary uniform storerooms were seen to be organised, with clothing arranged by clothing type, the gender of clothing and clothing size. Beyond the main storeroom, a number of storage rooms are in use for the long-term storage of clothing that has been over-ordered. One storeroom was full of boxes of women’s trousers that the Force Tailor disclosed could not be issued as they were not part of the force’s uniform requirements. Efforts have been made to sell overstock items and the Head of Estates and Facilities Management has requested that remaining overstock be written off. The reason for the ordering of these trousers is due to the inconsistent nature of how orders have historically been completed, without consistent and effective forecasting or consideration being given to the levels of stock in place. With the implementation of a policy that governs the operation of the uniform stores and the introduction of consistent forecasting, ordering of incorrect stock should not take place.
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		Not in place

		11

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		Out of scope

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		Not in place

		12 & 13

		-







		Other Findings – Gwent Police
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		Discussions with the former Storekeeper noted that oversight of the uniform stores was the responsibility of the Uniform, Equipment and Fleet User Group. The Terms of Reference for the Uniform, Equipment and Fleet User Group were provided for review. The Group’s primary objectives include monitoring user feedback on uniforms, equipment and fleet, reviewing data for improvements, assessing requests for new items and ensuring national procurement processes are followed. 

Meetings are held quarterly and in exceptional circumstances, if needed. The Chair is responsible for ensuring reports are provided to the Organisational Resource Board, with secretarial support from Governance Officers. Membership includes various representatives from finance, operations, fleet management, health and safety and the uniform stores. The Group makes recommendations to the Organisational Resources Board and can propose actions to the Assistant Chief Officer – Resources to avoid operational delays.

Decisions are made considering legal constraints, collaborative opportunities, sustainability, and ethical standards. The Group's outcomes focus on providing suitable uniforms, equipment and fleet that meet operational needs, enhance officer safety and support the force's sustainability strategy. 

The Terms of Reference state that they should be reviewed on an annual basis, however it was noted that the last review was completed in March 2022, as recommendation 11 refers.
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		Discussions with the Head of Estates and Facilities Management highlighted that, while the Uniform, Equipment and Fleet User Group have oversight of the uniform provision and gather feedback from stakeholders, the Group does not have oversight of the day-to-day operations of the uniform stores. A new structure to provide oversight of the stores is being put in place; a Stores Supervisor and a Senior Facilities Manager are to be appointed. The Stores Supervisor will report to the Senior Facilities Manager who will, in turn, report to the Head of Estates and Facilities Management on the day-to-day operation of the uniform stores.
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		Tailoring is completed by the Force Tailor, though they have also had temporary de facto responsibility for the operation of the uniform stores since October 2023, when the former Storekeeper left their post. It was disclosed that the Force Tailor has historically been called in from annual leave in order to complete fittings due to a lack of alternative. During a period of extended absence, cover was provided for the responsibilities of the Force Tailor by their equivalent in South Wales Police. Training on the fitting of body armour was given to the Head of Estates and Facilities Management and the Head Receptionist to provide resilience for the minor duties of the Force Tailor.
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		A report on the uniform stores budget for 2024/25 was provided for review. The annual budget amounts to £494,414 and the forecasted budget for the year to the date of the review was £162,082 while the actual spend to the time of the review amounted to £115,066, resulting in an underspend of £47,016 primarily due to an underspend in relation to the purchasing of clothing and uniforms. The budget for clothing and uniforms to the date of the review was forecasted to be £143,303 while the actual spend on clothing and uniforms amounted to £82,390. Discussions with the Head of Estates and Facilities Management highlighted that this underspend was due to more considered forecasting in making orders, as mentioned, and that the uniform store’s budget for 2025/26 is to be reduced in response to the underspend against the forecasted budget.








		Findings – North Wales Police
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		Partially in place

		14

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Partially in place

		-

		1 & 2







		Other Findings – North Wales Police
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		This is the first review of North Wales Police's uniform stores completed by TIAA.
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		There are no risks listed on the force Corporate Risk Register directly linked to the area in scope. Ineffective control of uniform stores can lead to stock loss, inappropriate levels of stock and accountability of stock that could cause financial loss to the force.



		[image: A magnifying glass in a circle

Description automatically generated]

		North Wales Police’s Dress and Appearance Protocol (2024) details key information in respect of uniform including the Protocol itself; Uniform and Equipment Entitlement; Contamination of Uniform and Ordering and Replacement of Uniform and Equipment via Shared Service Facility (SSF) Supplies. The Dress and Appearance Protocol states that police officers and members of staff in a non-uniformed role also have a responsibility to present a professional image of the organisation, in line with the College of Policing’s Code of Ethics. The document provides employees with clear and comprehensive guidance on appearance, to present a professional image, achieve and maintain standards while also allowing for a level of self-expression.

The document was developed by a group including the Police Federation of England and Wales and Unison, led by a National Police Chiefs Council (NPCC) representative at the College of Policing’s Professional Committee. The work has been supported by the College’s Professional Committee.
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		Officers and staff are reminded via the Dress and Appearance Protocol that uniform, and equipment issued by North Wales Police remains the property of the Chief Constable and should only be worn for the role for which it was issued. It emphasises that officers and staff should not retain items of uniform and equipment or use it for purposes for which it was not originally issued nor utilise uniform and equipment that has not been provided by North Wales Police, as it may not be of a suitable standard and could compromise safety.
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		It was noted that the Dress and Appearance Protocol (2024) is primarily used to delineate the expectations of officers and police staff and does not provide guidance on how the force’s uniform stores are managed. Discussions with the Supplies Manager noted that there is no further process documentation on how the uniform stores should be managed, as recommendation 15 refers.
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		Discussions with the Supplies Manager identified that procuring stock items happens through suppliers that have been selected via the force procurement process, a list of contracts in place was shared and a review of which confirmed that some suppliers were procured as part of a framework, others through a request for quotation (RFQ) and some via tender.

Product codes are built into the stock management system (eFinancials by Advanced), which included prices, which aids the Supplies Section staff with the ordering process. Should price increases occur, the supplier will provide this information, and the Procurement Team will update the system accordingly. It was advised, however, that prices are usually fixed for the duration of the contract.

Stock purchases are made through eFinancials and are approved by the Supplies Manager. Orders made by the Supplies Manager require the authorisation of a Supplies Administrator. Supplies Administrators are able to make purchases of up to £500, while the Supplies Manager is able to make purchases of up to £10,000. Any purchase of over £10,000 requires the authorisation of the Business Manager.
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		In determining stock holding levels, discussion with the Supplies Section staff identified that this is mainly done by visual checks of the stores and making a judgement if orders need to be placed. Although no issues have been identified with this method, it was advised that the intention is to further develop the use of the eFinancials system as part of continuous improvement and building in a minimum level alert to trigger an order.

It was advised that there used to be a ‘call off’ arrangement in place for ordering, with the supplier holding the order, but that this was ceased as it came at a cost. It was also creating an issue of orders being made resulting in multiple open orders and causing difficulties in administering.

It was, however, identified that the Supplies Section is made aware of the recruitment intakes, informing the ordering process, and there is an understanding of the demand linked to recruitment campaigns and ordering being instigated accordingly.
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		A spreadsheet is maintained of serialised stock, a process which had been inherited from the previous Supplies Manager. The intention is to streamline this process by maintaining the information on an individual’s HR record on ResourceLink, again as part of the ongoing continuous improvement process involving the Continuous Improvement Officer. This will then be used as part of due diligence and in the leaver process, with the return of items upon terminating employement with North Wales Police.

Stock levels of serialised stock are also held on eFinancials, though the system does not record the individual to whom an item has been issued. This will also be built into the asset screen of ResourceLink as part of the continuous improvement review of processes.
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		The ordering of uniform items by officers and staff is done via eProcurement in the HR Self Service system; the force’s Business Systems Unit (BSU) has linked eProcurement to the HR Self Service. These are treated as internal orders and ordering is based on the aforementioned Dress and Appearance Protocol which covers uniform entitlement, requests for additional items, replacement and loss or damage.
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		The Supplies Section staff view a list of internal orders made on the eFinancials system, with one of the team members approving after carrying out checks on what an individual has ordered in the past to ensure adherence to the Dress and Appearance Protocol. How this is carried out in practice was demonstrated as part of the review, whereby each employee has a unique ‘activity number’ which can be used to perform a search of the system. Searching this way returns details of past orders and issues for the employee and the Supplies Section can refer back with a note if required, for example if they need justification for making an order if they suspect someone is over-ordering.

The system generates a ‘picking list’ which is used to select the required items from the shelves. The items are then recorded on the system as being ‘picked’, categorised as non-clothing or clothing and a delivery note is produced and sent with the items in internal mail to the relevant area of the force. Items are never delivered to an external address, for example an employee’s home address.

Arrangements are in place for emergency ordering, whereby Supplier Issue Books are in place (one for clothing and another for non-clothing items). The following information is noted: Date, Collar Number, Name, Item, Quantity, Officer Signature, Cost Code, Supplier Signature.
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		The Supplies Section is notified by the Shared Services Facilitiy (SSF) of the intakes of Police Constables via e-mail which informs how many new starters are to be expected throughout the year. For appointments to posts in general, a list is sent to the Supplies Section including employee numbers allowing the Supplies Section staff to create the aforementioned ‘activity number’ in the system. The activity number is based on the employee number. It was advised by the Supplies Section and the Continuous Improvement Officer that work was ongoing at the time of review with a view of developing an indicator in the HR system (ResourceLink) informing if an employee moves from a non-uniform to a uniform role; this is accepted as part of continuous improvement of processes and forms part of the recommendation already raised.
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		Officers and police staff (such as PCSOs) are issued with standard uniform items, as per Dress and Appearance Protocol as mentioned above. The entitlement is role specific and is detailed for both clothing and non-clothing items, examples are as follows:

· Police Officers: six operational tops; four operational trousers; one high visibility jacket and one high visibility lightweight jacket; one full zip fleece and one micro fleece (list not exhaustive).

· Police Community Support Officers (PSCOs): five operational tops; four operational trousers; one high visibility jacket and one high visibility lightweight jacket; one micro fleece (list not exhaustive).

Officers and staff do not have an annual entitlement and are instead expected to maintain the uniform they are issued, and only request replacement uniform items when required such as for a change in size or if the uniform is no longer wearable (reasonable wear and tear or if spoiled).

The Dress and Appearance Protocol covers maternity wear arrangements for both police officers and police staff and also the exact entitlement across the range of roles within the force (covering officers and staff), for example Collision Investigation Officers, Firearms Officers, Police Special Constables, Communications Officer, Cleaning Supervisor and Cleaner and Driver Instructor.
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		A report of orders of uniform items made by officers and staff during 2024/25 was provided for review. The report lists 4,643 orders. From this report, it was confirmed that not all orders placed are fulfilled, indicating the adherance of the Supplies Section to the Dress and Appearance Protocol. It was noted that some orders were partly fulfilled, for example three items being ordered with one being issued. Analysis of the data identified that 66% of the orders made were fully fulfilled, with 34% being either partly nor not fulfilled. A sample of ten requests for uniform items was selected for review. No issues were noted; all requests were appropriately approved.
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		It was noted during discussions with the Supplies Manager that disposals are completed through Davy Textiles Limited. Disposals of serialised stock (including body armour and handcuffs) are recorded by the use of a spreadsheet. Diposals of other stock (for example clothing) is currently done in bulk by discarding using a skip; the force is looking to review the process going forward as part of their ongoing continuous improvement review. Losses (including missing items) are logged on a spreadsheet which may be used to report to Senior Management Team (SMT).
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		A stock take is completed on an annual basis as part of the production of the annual Statement of Accounts, as lead by the Corportae Finance Team. The stock ledger balance as at 31st March 2024 was £317,288.75. The Supplier Manager advised that they see a benefit in indertaking a regular stock take at specific intervals throughout the year to inform the year-end stock take. (Operational Effectiveness Matter 1 refers).



		[image: A magnifying glass in a circle

Description automatically generated]

		The force’s uniform store is located at force Headquarters (FHQ) in Colwyn Bay. A visit of the uniform stores was undertaken identifying that uniform items are organised by type of item, the gender of clothing and the size. No issues were identified in the physical storing of items, and it was determined that items could be easily located for picking when fulfilling internal orders and stock levels may be easily determined by visual inspection.
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		In place

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		-







		Other Findings – North Wales Police
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		North Wales Police has a Clothing and Equipment Committee in place. A review of the most recent Action & Decision Log at the time of review (August 2024) identified that a number of actions were being discussed and updated on, with some being ongoing since January 2023. It was noted during discussions with the Supplies Manager that updates are provided routinely on outstanding actions and actions are eventually closed.
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		Force Tailoring is carried out by an external tailor, who completes work for the force on a weekly basis and invoices the force for the work completed. Discussions with the Supplies Manager highlighted that there is resilience in the external tailoring function, as a backup tailor is in place and another tailor is currently undergoing training, which will provide further resilience to the tailoring process. 
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		At the time of review, the force’s Continuous Improvement Officer was working alongside the Supplies Section, mapping processes with a view of enhancing the efficiency of processes and streamlining where possible. Processes were being mapped out to this end, and it was accepted that since being appointed around 12 months prior the time of this review, the Supplies Manager had implemented a number of improvements to the process. Recommendation 16 refers to the implementation of further changes that have been planned but are yet to be implemented.








		Identification and Comparison of Good Practice

		Appendix A







The following narrative provides additional detail identifying and comparing good practice between and within individual forces. 
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		Directed Risk: 

		Failure to properly direct the service to ensure compliance with the requirements of the organisation.



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.
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		Policy and Procedures 

The three forces have similar guidance documentation in place; all three have documentation that prescribes the uniform expectations of officers and police staff and outline the uniform entitlement officers and staff can expect. The procedure documentation also refer to the expectations of officers and staff in relation to the upkeep of uniform. A recommendation is made for all three forces that guidance documentation be introduced on the operation of the uniform stores, as discussions highlighted that no such procedure documentation exists currently. Such documentation would typically refer to the process for ordering stock from suppliers, how stock is issued to officers and staff, the stock reconciliation process, the process for disposing of stock items and how forecasting is used to inform the amount of stock is required in stores throughout the year.



		RM

		Risk Management

		The management monitoring arrangements identify and action any non-compliance with the documented process.
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		No risks were identified within their Corporate Risk Registers by Dyfed-Powys Police, Gwent Police or North Wales Police force relating to the unform stores.



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.
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		Procurement

It was noted that all of the uniform stores have contracts in place for the supply of uniform stock, procured through national frameworks, which provides value for money to the forces. Dyfed-Powys Police has a contract in place with BlueLight Commercial as part of the BlueLight Framework, and Gwent Police has a contract in place with DHL as part of the National Uniform Managed Service (NUMS). Elements of North Wales Police’s uniform suppliers were procured as part of a Framework, others through a request for quotation (RFQ) and some via tender.
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		Stock Management Systems and Stock Holding Levels

All three forces have Stock Management Systems in place. Dyfed-Powys Police manages stock through the use of Agresso Business World. It was noted through discussions with the Senior Manager – Financial Systems that a stock-level alert functionality had been developed within Agresso Business World but had never been implemented. A recommendation has therefore been made. Gwent Police uses Unit4 as a Stock Management System, though it was noted that this has only been in place since September 2023. Discussions with the Force Tailor highlighted that the record of stock levels on Unit4 and the amount of stock held in stores do not match. At the time of the review, an exercise was being undertaken to reconcile Unit4 to the amount of stock held in stores. It was disclosed that, while maximum and minimum stock levels were recorded for each stock type, stock levels had not historically been considered routinely when ordering stock; examples were provided of vast overordering of stock items that were rarely issued. It was noted during discussions with the Head of Estates and Facilities Management that minimum stock-level alerts of Unit4 have not been in operating as they should. A recommendation was made relating to the implementation of minimum stock-level alerts in the Unit4 system. North Wales Police’s uniform stock is managed through the eFinancials system. Discussions with the Supplies Manager identified that the intention is to contact the eFinancials software supplier to implement minimum stock-level alerts. 
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		Disposals

All three of the forces phase out uniform items as new stock is introduced, rather than disposing of old stock immediately. The three forces have contracts in place for the disposal of uniform items; Dyfed-Powys Police’s Evidence Management Unit takes uniform stock to be incinerated by Viridor Limited, a waste management company. Gwent Police’s disposals of standard uniform items are completed by Shred Station, while protective equipment is disposed of by Race Recycling. It was noted that no record is made of disposals of individual uniform items, as disposals are completed in bulk. Disposals for North Wales Police are completed by Davy Textiles Ltd. Standard uniform items are disposed of in bulk, while a record is maintained of the disposal of serialised items (typically protective equipment).
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		Stock Takes

A stock-take exercise is required to be completed at least once per year as part of the production of the annual Statement of Accounts. Evidence was provided of the completion of the stock-take exercise for both Dyfed-Powys Police and North Wales Police. The record and certificate of the year-end stock take for Gwent Police were provided for review. Discussions highlighted that though the stock take had been completed accurately, the amount of stock in stores did not match the record on Unit4. Discussions with representatives of all three forces identified that the intention is to complete more regular stock takes by reconciling a sample of stock items to the stock management systems. This would be in addition to a year-end stock take for accounting purposes.
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		Forecasting

Dyfed-Powys Police’s Human Resources department contacts the uniform stores with a list of intakes. This, as well as the historic levels of uniform issuing, is used to inform the amount of stock the stores can expect to issue throughout the year. Historically, ordering of stock at Gwent Police has not been based on forecasting and has instead been compelted in a reactive manner or through re-ordering previous orders of stock due to the requirements of DHL, the force’s primary uniform supplier. Forecasting has since been put in place and a forecasting report was provided for Gwent Police’s uniform stores, based on information provided by the force’s Human Resources department. North Wales Police’s Supplies Section is notified of the intakes of new starters by the Shared Services Facility, which is used to inform the amount of stock required to be issued for the year. Work was ongoing at the time of the review to develop an indicator in the ResourceLink Human Resources system that would inform the Supplies Section if an employee were to move from a non-uniform to a uniform role.
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		Delivery Risk: 

		Failure to deliver the service in an effective manner which meets the requirements of the organisation.



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.
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		Oversight of Dyfed-Powys Police’s uniform stores is the responsibility of the Uniform and Equipment Group, which discuss and oversee issues related to uniform and equipment standards and ensuring a professional appearance. The Group reports to the Operational Policing Board and is accountable to the Chief Constable through the Executive Board and makes recommendations to the Deputy Chief Constable. An action log is maintained by the Group which provides a description of the action to be taken, assigns a deadline by which the action should be completed and provides updates on the implementation of actions taken. The Terms of Reference and highlight reports of meetings of Gwent Police’s Uniform, Equipment and Fleet User Group were provided for review. A recommendation was raised as it was noted that the Terms of Reference were last reviewed in March 2022. Additionally, it was noted during discussions with the Head of Estates and Facilities Management that a new reporting structure is to be put in place to provide oversight for Gwent Police’s uniform stores. North Wales Police has a Clothing and Equipment Committee that maintains an Action and Decision Log to consider actions to be taken in relation to the force’s uniform stores.



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.
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		As noted, all three forces phase out uniform items that have been superseded, rather than disposing of the superseded uniform items immediately. Dyfed-Powys Police’s tailoring is outsourced to a local tailor, and Gwent has agreements in place with small local businesses for some specific uniform items, such as the Chief Constable’s hat. Additionally, where possible, the force Tailor at Gwent Police will attempt to re-purpose uniform items that are otherwise marked for disposal, such as fashioning small items such as badges from trousers. Sustainable practice was identified through the use of national frameworks for the procurement of stock across all three forces.



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.
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		As mentioned, Dyfed-Powys Police’s tailoring function has been outsourced to a local independent tailor. Discussions with the Senior Manager – Financial Systems and the Finance Assistant with responsibility for the uniform stores highlighted that there are no measures in place to provide resilience in the event that the tailor is unavailable to complete tailoring work. Gwent Police has a force Tailor, who also has temporary responsibility for the uniform stores after the former Storekeeper left the stores. It was disclosed that when the Force Tailor for Gwent Police was on a period of extended absence, the minor tasks required of the Force Tailor were performed by members of the force’s uniform stores and any major tailoring requirements were completed by the South Wales Police tailoring function. A recommendation has been raised to check that South Wales Police’s tailoring function is able to act as resilience for Gwent Police’s uniform stores if required. North Wales Police’s tailoring function is outsourced to an external tailoring service who completes tailoring work on a weekly basis and invoices the force for the work completed. Resilience is built into the process as there are a number of tailors able to complete tailoring work for the force.
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[bookmark: section7]Scope and Limitations of the Review

1. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. As set out in the Audit Charter, substantive testing is only carried out where this has been agreed with management and unless explicitly shown in the scope no such work has been performed.

Disclaimer

2. The matters raised in this report are only those that came to the attention of the auditor during the course of the review and are not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.

Effectiveness of Arrangements

3. The definitions of the effectiveness of arrangements are set out below. These are based solely upon the audit work performed, assume business as usual, and do not necessarily cover management override or exceptional circumstances.

		In place

		The control arrangements in place mitigate the risk from arising.



		Partially in place

		The control arrangements in place only partially mitigate the risk from arising.



		Not in place

		The control arrangements in place do not effectively mitigate the risk from arising.





Assurance Assessment

4. The definitions of the assurance assessments are:

		Substantial Assurance

		There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved.



		Reasonable Assurance

		The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed and process objectives achieved. 



		Limited Assurance

		The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are managed and process objectives achieved. 



		No Assurance

		There is a fundamental breakdown or absence of core internal controls requiring immediate action.
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6. The table below sets out the history of this report:
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		Draft Report:
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		8th January 2025



		Final Report:

		9th January 2025
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		OVERALL ASSESSMENT

		

		KEY STRATEGIC FINDINGS
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		The Police and Crime Commissioner Dyfed-Powys and the Chief Constable Dyfed-Powys Police follow the Vetting Code of Practice issued in July 2023 by the College of Policing.
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		No compliance issues were identified during the sample testing of vetting clearances for police officers, staff or non-police personnel.
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		The current backlog/queue of the vetting is closely monitored and reported to the Professional Standards Department (PSD) Assurance Board.
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		Vetting Unit Performance are reported regularly at various meetings.









		ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE

		

		GOOD PRACTICE IDENTIFIED



		RIS2024-012 – Vetting. 
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		The Core-Vet Vetting Management System highlights the overview of each candidate and indicates if any traces, alerts, or appeals were made during the vetting process.
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		A vetting flow chart is in place and available to vetting staff.









		

		

		



		SCOPE

		

		ACTION POINTS



		The review focused on the systems and processes for vetting new and existing staff, officers and contractors. The review also looked to ensure that individuals are vetted to the appropriate level and controls are in place to ensure that vetting is undertaken at the required frequency. 

		

				Urgent

		Important

		Routine

		Operational



		0

		0

		0

		0
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		Assurance - Key Findings and Management Action Plan (MAP)
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		Risk Area

		Finding

		Recommendation

		Priority

		Management

Comments

		Implementation

Timetable

(dd/mm/yy)

		Responsible

Officer

(Job Title)



		No, Urgent, Important or Routine recommendations were made. 
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		PRIORITY GRADINGS

		

		

		

		

		



		1

		URGENT

		Fundamental control issue on which action should be taken immediately.

		

		2

		IMPORTANT

		Control issue on which action should be taken at the earliest opportunity.

		

		3

		ROUTINE

		Control issue on which action should be taken.
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		Operational - Effectiveness Matter (OEM) Action Plan
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		Risk Area

		Finding

		Suggested Action

		Management Comments



		No Operational Effectiveness Matters recommendations are made. 







OFFICIAL / SWYDDOGOL



OFFICIAL / SWYDDOGOL



OFFICIAL / SWYDDOGOL





		

		

		



		ADVISORY NOTE



		Operational Effectiveness Matters need to be considered as part of management review of procedures.
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		In place

		-

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		In place

		-

		-







		Other Findings
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		This is the first full review of Vetting undertaken by TIAA since April 2017.  A similar review of “Disproportionality in Recruitment” was undertaken in September 2021 and was given a Reasonable Assurance assessment where vetting arrangements were included, one Important, two Routine and one Operational Effectiveness Matter recommendations were made. The Important and Routine recommendations were considered in subsequent follow up reviews undertaken by TIAA and found to have been implemented.    
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		The Police and Crime Commissioner Dyfed-Powys and the Chief Constable Dyfed-Powys Police follow the Vetting Code of Practice issued in July 2023 by the College of Policing. The document is a Statutory Code of Practice and guidance which sets out the principles and ethical standards relating to vetting and which outlines that vetting is an integral part of a police force’s framework of ethics and professional standards and must form part of a wider security regime, rather than being using in isolation. Vetting assists with identifying individuals who are unsuitable to work within the police service or have access to police assets. This includes people who are unsuitable through criminal activities or association, pose a risk to the public and to those who are particularly vulnerable, have demonstrated a lack of honesty, have previously behaved in a manner that is inconsistent with the standards of professional behaviour or are financially vulnerable.
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		The Vetting team includes an administrative support and seven vetting officers, who are managed by the Vetting Unit Supervisor, reporting to the Senior Manager of the Professional Standards Department.
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		A review of the Risk Register as September 2024, identified Risk Reference RIS2024-012 – Vetting: “There is a risk that the Force may not fulfil its vetting commitments”. The risk has an inherent score of 15 (red) with risk mitigations and controls in place and therefore the residual risk is reduced to 9 (amber). The controls in place were found to be operating effectively.
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		The Vetting Code of Practice sets out the expectations of Chief Officers in relation to vetting, which are applicable to police forces in both England and Wales. The Code was developed to help achieve, implement and maintain the national standards as set out in the supporting Authorised Professional Practice (APP), and to ensure that those standards are consistently applied across the police service. 
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		The APP as 2021, provides information on the vetting procedures that are applicable to police forces in both England and Wales and sets out the key principles of vetting in the police service.
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		HMICFRS (His Majesty's Inspectorate of Constabulary and Fire & Rescue Services) published a report of ‘An inspection of vetting, misconduct and misogyny in the police’ in March 2023. The report identified 29 recommendations and five areas for improvement (AFIs), totalling 34 actions as a result of the report. The latest position of the HMICFRS Inspection Tracker for PSD (Professional Standards Department) as September 2024 confirmed that 17 recommendations were completed and verified by the HMICFRS, 5 recommendations require more evidence, 7 recommendations yet to be verified and 5 AFI were yet to be verified. An update of the HMICFRS recommendations is presented to People Culture and Ethics Board via the ‘Professional Standards Department’ report.  The latest report of “Professional Standards Department” as October 2024, was provided during the review and appropriate reporting was confirmed. 
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		Section 6.1 in the APP explains force vetting in the police service consists of three levels: non-police personnel vetting, recruitment vetting, and management vetting. Force vetting is applied to individuals who require unsupervised access to police assets, including information, systems, or premises. The appropriate level of National Security Clearance (NSV) is applied if necessary. Force vetting considers wider threats than NSV, so decisions should be made before finalising NSV clearance. All vetting levels are based on an authentication procedure, satisfying national identity and access management service (IAM) requirements. 
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		Force vetting levels are applied to all individuals who require unsupervised access to police assets (including information, systems or premises). NPPV (non-police personnel vetting) assess the honesty, integrity, reliability and overall suitability for clearance of anyone, other than police officers, police staff and members of the special constabulary, with unsupervised physical or remote access to any of the following: Police premises; Information; Intelligence; Financial or operational assets; Corporate databases; data networks of hard copy material. There are four NPPV levels: NPPV level 1; NPPV level 2 (abbreviated); NPPV level 2 (full); and NPPV level 3. Consideration should be given to the level applied to each role and to the information, intelligence and other assets to which the individual will have access. This ensure that non-police personnel are not subject to a disproportionate level of vetting. Sample testing undertaken as part of this review included vetting clearances from each of the three levels of vetting.
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		The Police and Crime Commissioner Dyfed-Powys and the Chief Constable Dyfed-Powys Police are using Core-Vet as their Vetting Management System. Core-Vet is a web-based vetting management system, which can be used to manage the entire vetting process, from notification that vetting is required, receipt of an application, the checking process and through to the post-clearance after-care.
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		A report detailing all vetting clearances granted in the period year to date (01/01/2024- 01/12/2024) was provided and a sample of 20 vetting completed which included eight Police Officers and seven Police Staff  - including Recruitment Vetting (RV) Management Vetting (MV) levels of vetting, and five non-police personnel (NPP1, NPPV2 AND NPPV3) were selected. For each of the 20 included in the sample, a copy of the decision log was provided which confirmed the necessary checks including personal details, social media, financial and associated persons had been completed. The decision log also details whether a vetting interview has been conducted and provides a rationale for the decision made by the Vetting Officer. In each rational reviewed, the Vetting APP had been quoted and a clear reason as to why the applicant had been granted clearance was provided.  Three out of the 20 vetting were cleared with conditions, where a decision panel was in place and approved by the Senior Manager of Professional Standards Department. In addition, a review of the Core-Vet Vetting Management System confirmed that each vetting clearance granted was appropriate for the role of the applicant. The clearances granted are signed by the Vetting Officer and reviewed by the Vetting Unit Supervisor. 
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		Section 10 of the APP includes various forms and templates including the rejection/refusal letter which is sent to the applicant once the decision has been made. The letter offers the applicant the opportunity to appeal the decision, through the vetting appeal form which also features on section 10 of the APP.  
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		A report detailing all vetting applications refused for both internal and external applications of police staff and officers in the period year to date (01/01/2024- 01/12/2024) was provided and a sample of 10 vetting refusal were selected which included five non-police personnel (NPPV1, NPPV2) two Police Staff (MV/RV) and three Police Officers (RV/MV). A copy of the decision log was provided for each application in the sample and a review confirmed that the required checks had been completed including personal details, social media, financial and associated persons. In addition, it was confirmed that the decision made in each case of refusal had been made in accordance with the guidance set out in the APP and this had been quoted in the rationale. Four out of the 10 in the sample had expressed their right to appeal and had been presented to an appeal panel where decisions to refuse clearance were upheld. The appeal refusal was approved by the by the Senior Manager of Professional Standards Department in line with the section 9.2 of the APP. 
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		As per the section 8.49 of the APP, vetting clearances are valid for a limited period and require renewal after that period has elapsed. A renewal of vetting clearance requires a full application to be completed and all required checks pertinent to that level of vetting must be recompleted.
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		A report detailing all of the vetting renewals completed for non-police personnel (NPPV1 and NPPV2), Police Staff (RV) and Police Officers (MV) in the period year to date (01/01/2024- 01/12/2024) was provided and a sample of 10 was selected. The sample included renewals for both MV and RV vetting.  For two out the 10 in the sample, the vetting clearance had expired prior to being renewed (Application ID 13315 and 13457). A review of both individual cases noted that the renewals for the application ID number 13457 the vetting expired in April 2023 and the new application form from the applicate was submitted in May 2024, where the vetting received and completed was in November 2024. For the application ID number 13315, the vetting expired in May 2024 and the new application form from the applicate was submitted in September 2024, where the vetting received and completed was in November 2024. Discussions with the Vetting Unit Supervisor confirmed that currently there is a backlog and queue of vetting. A process to identify the renewals is in place, where the Force keep track of renewals through an MS Excel spreadsheet which includes the renewal date and level of vetting.
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		The vetting backlog of the Police and Crime Commissioner Dyfed-Powys and the Chief Constable Dyfed-Powys Police is divided into queue and backlog where the queue refers to new starts and individuals waiting for NPPV clearance or renewals, where a backlog refers to individuals that are currently employed by the Force but whose vetting has expired or are in need of a review. It was noted that there are no officers or staff on the backlog that have never been vetted.
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		The backlog and queue positions are reported to the Force Performance Board, quarterly through the ‘Vetting Unit – Update for Force Performance’ MS PowerPoint Presentation. The Vetting Unit – Update for Force Performance for June, September and December 2024 were presented during the review. As per December 2024 meeting update, it was reported that there was a backlog of 265 vetting applications including RV and MV, which represents a reduction compared with September update of 279 vetting. The latest position of the queue vetting as at December 2024 was reported as 177 which represents a reduction compared with September update which was reported as 212.
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		During the HMICFRS review, in March 2022, the issue of backlog and queue was identified as per the recommendation number 13 of the report and actions were taken. Therefore, no recommendation is made under this review. The Force currently employed two Vetting Officers, and a Vetting Support role was permanently back-filled, discussions with the Vetting Unit Supervisor confirmed there is a visible decrease in the backlogs and queue since the team has expanded. 
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		A report detailing all vetting applications pending for, Police staff and Police Officers (MV, RV) in the period year to date (01/01/2024- 01/12/2024) was provided. A sample of five was selected and a review of the reason of the pending status conducted. It was confirmed that four out of five had a delay due to the staff capacity and these were on the backlog/queue record. In one case the Police Officer had withdrawn the application since the sample was selected.  
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		New starters within the Vetting team are assigned a mentor to supervise and teach them using the principles of the Vetting APP and Code of Practice along with other relevant legislation and guidance such as the Code of Ethics and Rehabilitation of Offenders Act. Training on systems is provided by Trainers in Force. Vetting Officers complete relevant modules on the College Learn website, these include Ethical Decision Making, Force Vetting Decision Making and Police Staff Induction inputs.
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		In place

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		-







		Other Findings
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		New vetting guidance have been published on the College of Policing website on the 16th of December 2024 through which the following updates will take place:

1. An increased focus on vetting reviews – the process in which officers and staff are routinely reassessed throughout their career.

2. The introduction of mandatory, randomised re-vetting.

3. The strengthening of existing checks, particularly for roles where people have more interaction with vulnerable people (especially within domestic abuse and child protection units).

4. Further clarification that every clearance holder must have their vetting reviewed at least once a year to proactively search for any changes in circumstance or concerning information.

5. Enhanced guidance to support the sharing of information when a person transfers to another force. 

6. A new national vetting application form for all 43 forces which will replace the fragmented approach which sees different forces using different forms.

Discussion with the Vetting Unit Supervisor confirmed that a collaborative meeting between South Wales Police, Gwent Police and Dyfed-Powys Police will take place next year to agree on a process in regard to the update number 4 - further clarification that every clearance holder must have their vetting reviewed at least once a year to proactively search for any changes in circumstance or concerning information.
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		The Vetting Unit Supervisor meets with the Estates Personnel monthly, where a list of priority vetting for the non-police personnel (contractors) is provided and shared with the team.
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		The Vetting Unit's performance is reported to the Force Performance Board quarterly, chaired by the Chief Constable. The vetting position is also reported to the Office of the Police and Crime Commissioner (OPCC) Professional Standards Department (PSD) Assurance Board, where an update on the vetting position is provided. Discussions with the Senior Manager confirmed that these meetings have no set dates and are scheduled based on staff availability. Updates from March, June, and October 2024 were provided during the review, where appropriate vetting updates, including the backlog/queue, HMICFRS recommendations updates, the revision of the APP vetting, and the action plan were discussed. The Vetting department appointed two Vetting Officers and a Vetting Support role to assist in reducing the backlog. 
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		A meeting between the Deputy Chief Constable (DCC) and Head of Professional Standards Department (PSD) is held weekly or fortnightly where issues relating to vetting are discussed.







		EXPLANATORY INFORMATION

		Appendix A
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[bookmark: section7]Scope and Limitations of the Review

1. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. As set out in the Audit Charter, substantive testing is only carried out where this has been agreed with management and unless explicitly shown in the scope no such work has been performed.

Disclaimer

2. The matters raised in this report are only those that came to the attention of the auditor during the course of the review and are not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.

Effectiveness of Arrangements

3. The definitions of the effectiveness of arrangements are set out below. These are based solely upon the audit work performed, assume business as usual, and do not necessarily cover management override or exceptional circumstances.

		In place

		The control arrangements in place mitigate the risk from arising.



		Partially in place

		The control arrangements in place only partially mitigate the risk from arising.



		Not in place

		The control arrangements in place do not effectively mitigate the risk from arising.





Assurance Assessment

4. The definitions of the assurance assessments are:

		Substantial Assurance

		There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved.



		Reasonable Assurance

		The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed and process objectives achieved. 



		Limited Assurance

		The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are managed and process objectives achieved. 



		No Assurance

		There is a fundamental breakdown or absence of core internal controls requiring immediate action.
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Release of Report

6. The table below sets out the history of this report:

		Stage

		Issued

		Response Received



		Audit Planning Memorandum:

		9th July 2024

		9th July 2024



		Exit Meeting: 

		20th December 2025

		



		Draft Report:

		7th January 2024

		13th January 2025



		Final Report:

		14th January 2025
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		Executive Summary





[bookmark: section2]

		OVERALL ASSESSMENT

		

		KEY STRATEGIC FINDINGS
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		A Wellbeing Strategy 2024/28 is in place at Dyfed-Powys Police and aligns with the Blue Light Wellbeing Framework.
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		Dyfed-Powys Police has a range of related policies, procedures and wellbeing initiatives and support activities in place to support staff and demonstrate compliance with the Framework. 
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		Recommendations were made regarding policy updates and completion of the online Framework platform for activities and evidence in relation to ‘Creating the Environment’ and ‘Personal Resilience’. 









		ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE

		

		GOOD PRACTICE IDENTIFIED



		There are no specific risks relating to staff wellbeing on the Corporate Risk and Issues Register for the area in scope. Promoting and supporting staff wellbeing is important as it can help prevent stress and create positive working environments and enhance recruitment and retention and performance.
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		Dyfed-Powys Police has an activities board across the buildings where all wellbeing-related activities for staff are advertised.









		

		

		



		SCOPE

		

		ACTION POINTS



		The review considered the Wellbeing Strategy and the arrangements for ensuring staff wellbeing and determine how the effectiveness of these arrangements is evaluated.

		

				Urgent

		Important

		Routine

		Operational



		0

		1

		1

		0
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		Assurance - Key Findings and Management Action Plan (MAP)
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		Rec.

		Risk Area

		Finding

		Recommendation

		Priority

		Management

Comments

		Implementation

Timetable

(dd/mm/yy)

		Responsible

Officer

(Job Title)



		2

		Directed

		A number of policies and procedures are currently under the review. These are: the Flexitime Policy, the Leave for Personal and Family Reasons plus Other and Special Leave Policy, the Part Time and Flexible Working Policy, and the Smarter Working Policy.

Outdated policies may be unclear, contradictory, or inconsistent with other organisational documents or current practices. This can lead to policy requirements not being complied with or applied incorrectly by employees. 

		The following polices be reviewed, renewed, approved and communicated to staff: the Flexitime Policy, the Leave for Personal and Family Reasons plus Other and Special Leave Policy, the Part Time and Flexible Working Policy, and the Smarter Working Policy.

		2

		Recommendation Agreed.



It is accepted the policies highlighted are due for review and are included in the departmental policy schedule.



Flexitime Policy has already been reviewed and updated (7/11/2024). The remaining policies will be reviewed and updated by 30/06/2025.



Regarding the comment in the finding that outdated policies may be unclear, contradictory, or inconsistent with other organisational documents I do not believe this is the case for the policies highlighted. Although requiring review due to the length of time since they were last updated none are outdated in terms of legislative compliance, conditions of service or organisational learning. 

		30/06/2025 

(See management comments)

		Head of HR Service Delivery



		1

		Directed

		The Wellbeing Strategy 2024/28 outlines seven standards which are contained within the College of Policing Blue Light Framework, and which underpin the Strategy. Each standard of the Blue Light Wellbeing Framework is managed by specific members across the force. It was noted that due to resource issues recording of implementation of actions and uploading of evidence has not yet been completed on the Framework’s online platform in relation to Standard Two, ‘Creating the Environment’, and Standard Six, ‘Personal Resilience’. 

		A review of the actions in place to implement the Blue Light Wellbeing Framework Standards be undertaken to determine priorities and what can be achieved within existing resource with a view to supporting implementation of Standard Two, ‘Creating the Environment’, and Standard Six, ‘Personal Resilience’, if through such a review deemed a priority.  

		3

		Recommendation Agreed (although reliant on input and commitment from other business areas).



Uploading of evidence against Blue Light Wellbeing Framework Standards 2 and 6 is recognised as a necessity. The experts/owners of these areas sit outside the People & OD business area so actioning this work will need to be supported by other business areas.



Prioritisation of actions within current resources will be considered via the Leadership & Wellbeing Governance Group.

		30/09/2025

		Director of People & OD
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		PRIORITY GRADINGS

		

		

		

		

		



		1

		URGENT

		Fundamental control issue on which action should be taken immediately.

		

		2

		IMPORTANT

		Control issue on which action should be taken at the earliest opportunity.

		

		3

		ROUTINE

		Control issue on which action should be taken.
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		2







		Operational - Effectiveness Matter (OEM) Action Plan







		[bookmark: section4]Ref

		Risk Area

		Finding

		Suggested Action

		Management Comments



		No Operational Effectiveness Matters recommendations are made. 
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		ADVISORY NOTE



		Operational Effectiveness Matters need to be considered as part of management review of procedures.
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		Partially in place

		1, & 2

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		In place

		-

		-







		Other Findings
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		TIAA have undertaken a number of reviews linked to staff wellbeing. These have included: 

· Collaborative – Health and Safety Management (2024/25): The review provided a Reasonable Assurance opinion and made four Important and two Routine recommendations. 

· Grievance Reporting (2023/24): The review provided a Reasonable Assurance opinion and made three Important recommendations. 

· Occupational Health (2023/24): The review provided a Reasonable Assurance opinion. No recommendations were made, and the opinion was based on resource issues faced by the department at the time of the review.

· Absence Management – Leave Only (203/24): The review provided a Limited Assurance opinion and made one Urgent and five Important recommendations.
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		Dyfed-Powys Police has a Wellbeing Strategy 2024/28 in place which was last updated in April 2024 by the Wellbeing Leadership Group. In developing the Wellbeing Strategy 2024/28 the force has engaged with the Health and Safety Committee which included representatives from Federation, UNISON and Superintendents Association. The Strategy aligns with the Blue Light Wellbeing Framework and aims to create a supportive, healthy work environment for all members of the force. 
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		The National Police Wellbeing Service (NPWS), also known as Oscar Kilo. The NPWS Blue Light Wellbeing Framework is a statement of intent, showing Forces’ commitment to the health and wellbeing of the people who work for them. Organisations using the Framework are able to audit and benchmark themselves against an independent set of standards that have been tailored to meet the specialist needs of emergency services staff. This will help to identify what the organisation already has in place and what gaps there may be in providing the best wellbeing provision possible for employees. Updating and benchmarking against the Blue Light Framework is being completed by the relevant members responsible for the standards of the Blue Light Framework through the Oscar Kilo web portal on the NPWS website. 

Dyfed-Powys Police’s Wellbeing Strategy outlines seven standards knowns as themes which are contained within the College of Policing Blue Light Framework which underpin the Strategy. Those standards are:

1. Absence Management (83%).

2. Creating the environment (not started).

3. Leadership (93%).

4. Mental Health (41%).

5. Occupational Health (100%).

6. Personal Resilience (not started).

7. Protecting the workforce (5%).

The current progress in completing actions related to each standard at the time of the internal audit review are shown in brackets. 

A walkthrough of the Blue Light Wellbeing Framework progress was visually sighted, and evidence was provided where possible to measure the Blue Light Wellbeing Framework progress. Each standard of the Blue Light Wellbeing Framework is managed by specific members across the force. It was noted that due to resource issues recording of implementation of actions and uploading of evidence has not yet been completed on the Framework’s online platform in relation to Standard Two, ‘Creating the Environment’, and Standard Six, ‘Personal Resilience’.
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		Under the College of Policing carried out a Blue Light Framework Review at Dyfed-Powys Police in 2021/22. The outcome of the review led to the update of a number of the wellbeing policies (noted below) and also for the force to begin to consider and evidence compliance with the Framework. 
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		The force monitors the wellbeing of staff to identify emerging issues, enabling prompt responses and proactive planning for future concerns. The standards of the Wellbeing Strategy 2024/28 are also measured internally through the “Leadership and Wellbeing Group Actions Report,” which is presented to and discussed quarterly by a Leadership and Wellbeing Group. 

As an example of the oversight provided by the Group, the “Leadership and Wellbeing Group Actions Report” as of July 2024 was provided during the review. The report included the following: actions/key decisions, action owners, status, and the latest updates. 

The Director of People and Organisation Development also submits this report to the People, Culture and Ethics Board quarterly. The “Leadership and Wellbeing Group Actions Report” for October 2024 was discussed verbally, so no written report was available.
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		Oversight of the force’s staff wellbeing is the responsibility of the Occupational Health and Wellbeing department and is jointly managed by the Senior Manager Occupational Health and Wellbeing and HR Manager Attendance and Performance Management.
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		A number of policies and other documents are in place which are deemed to support delivery of the Wellbeing Strategy. These include the following:

· Attendance Management Procedures – next review date March 2026.

· Managers Handbook to Supporting New Parents – live document on Intranet.

· The Management Referral Procedure for Dyfed Powys Police Occupational Health Department (DPPOHD) – next review date March 2025.

· Leave for personal and family reasons and special leave – was due for renewal in February 2024.

· Part Time and Flexible Working Policy – was due for renewal in February 2024.

· Smart Working Policy – was due for renewal in May 2024.

· Wellbeing guide – live document on Intranet.

· Guidelines on Leave to Undertake Fertility Treatment – live document on Intranet.

As shown, three of the policies noted were due for review. Recommendation 2 refers.  
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		The Flexitime Policy for police staff allows non-shift workers to request changes to their start and finish times and lunch breaks, subject to line manager approval, while ensuring that contracted hours remain unchanged, and service delivery is not compromised. All working hours must be recorded using the Working Time Recording (WTR) system. The Policy aims to balance optimal service delivery with staff flexibility needs, ensuring fair treatment regardless of protected characteristics. It defines key terms such as the flexitime settlement period (4 weeks) and bandwidth (6:00 am – 10:00 pm) and sets credit and debit limits for hours worked. Adjustments for course attendance, sickness absence, and specific medical appointments are outlined, with exceptional circumstances allowing for additional hours to be credited or paid as overtime. Managers are responsible for ensuring staff understand and adhere to the Policy, regularly auditing flexitime records, and maintaining a nil balance for staff at termination. The Policy was first approved in November 2013 and is reviewed every two years. The Policy was due for renewal in February 2024. (Recommendation 2 refers).
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		The Leave for Personal and Family Reasons plus Other and Special Leave Policy applies to both Police Officers and Staff, consolidating information on various leave entitlements to assist managers and staff in quickly identifying their options. The Policy covers categories such as maternity and paternity leave, adoption and shared parental leave, leave for fertility treatment, parental leave, time off for dependants, hospitalisation of dependants, compassionate leave, parental bereavement leave, visits to doctors and dentists, medical screening, disability leave, study leave, and unpaid leave. It also includes provisions for other leave categories like trade union duties, attending interviews, Flint House treatment, and jury service, as well as special leave for public duties, representative sporting competitions, and reservists. The Policy ensures fair treatment and compliance with the Equality Act 2010 and the Human Rights Act, with regular reviews every 24 months to maintain its effectiveness. The Policy was first approved in December 2015 and is reviewed every two years. The Policy was due for renewal in February 2024. (Recommendation 2 refers).
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		The Management Referral Procedure for Dyfed Powys Police Occupational Health Department (DPPOHD) outlines the standards and processes for handling management referrals. It applies to all DPPOHD clinicians, including agency staff, and emphasises the importance of informed consent, which must be freely given, explicit, and unambiguous before any consultation or treatment. Referrals are received via the Sickness Management System (SMS) and triaged to the appropriate clinician. Appointments can be face-to-face or via telephone, depending on the individual’s location. During the assessment, clinicians must verify the individual’s identity and ensure data protection. The Procedure includes a script for telephone assessments, covering the purpose of the call, the assessment process, and consent options for the report. If consent is withdrawn or withheld, the report cannot be released, and HR and Management will be informed. The Procedure also addresses situations where individuals refuse to allow information sharing with their GP, requiring clinicians to assess any risks and follow General Medicine Council (GMC) guidance on confidentiality. The document includes references to relevant regulations and guidelines, such as the General Data Protection Regulations 2018 and the Nursing & Midwifery Council standards. The Procedure is reviewed every two years, with the next review due by March 2025.
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		The Part Time and Flexible Working Policy for Dyfed-Powys Police applies to both Police Officers and Staff, allowing them to request part-time and flexible working arrangements to balance their work and personal lives. The policy outlines the right to request such arrangements, provided the individual has worked continuously for 26 weeks and has not made a similar request in the past 12 months, although exceptions can be made. It defines part-time working as less than 40 hours per week for officers and less than 37 hours per week for staff, and flexible working as variations in the number of hours worked and when they are worked. The application process involves submitting an e-form, followed by a meeting with the line manager to discuss the request. Decisions are based on operational requirements and individual needs, with considerations for costs, impact, and potential benefits. The Policy also includes a trial period to assess the feasibility of the new working pattern. Terms and conditions such as pay, pension contributions, and annual leave are adjusted on a pro-rata basis. The policy ensures compliance with the Equality Act 2010 and the Human Rights Act and includes an appeals process for any refusals. The policy was first approved in January 2015 and is reviewed every two years. The policy was due for renewal in February 2024. (Recommendation 2 refers).
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		The Smarter Working Policy for Dyfed-Powys Police supports flexible and innovative working arrangements to enhance organisational performance and employee work-life balance. It applies to all police officers and staff, including full-time, part-time, permanent, fixed-term, temporary, and seconded staff. The Policy defines smarter working as being flexible about when and where work is done, using space and technology efficiently. It categorizes roles into Agile, Fixed, and Fixed Operational, with Agile roles allowing for work at various locations, including home, while Fixed and Fixed Operational roles require presence at a specific workplace. Agile working is optional for police staff in designated roles, requiring completion of a checklist and manager approval. Working from home 100% of the time is not permitted, and staff must be prepared to attend their contractual work location as needed. The Policy outlines that utility costs for home working are not reimbursed, and equipment provided remains the property of Dyfed-Powys Police. Travel expenses and working time claims are restricted to specific conditions. The Policy emphasises maintaining existing terms and conditions of service, with performance managed through clear objectives and outcomes. Communication and reasonable adjustments for disabilities are crucial, with health and safety responsibilities highlighted. The Policy also addresses property risks, liability insurance, security, data protection, and the importance of maintaining a clear desk protocol. The Policy was first approved in March 2022 and is reviewed every two years. The Policy was due for renewal in March 2024. (Recommendation two refers).
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		A range of information on wellbeing is included on the force’s intranet. Each item for information is discussed and agreed with the Leadership and Wellbeing Group before going live on the Intranet page. 
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		A Wellbeing guide has been developed for staff which includes the following information, guidance and signposting to further resources, and which outlines the range of wellbeing and other support available to staff:



		· Wellbeing and Retention Officer. 

· Employee Assistance Programme (EAP) VIVUP.

· Emergency Services Support.

· Occupational Health.

· Counselling Services.

· UNISON College’s Financial Wellbeing Fortnight.

· Autumn Health & Wellbeing Fayres 2024.

· Anti Racist Wales Plan.

· UNISON’s LGBT+ Network Meetings.

· Oscar Kilo - National Police Wellbeing Service.

· Blue Light Infoline.

		· Gym and Sports Recreation.

· Cycle to Work Scheme.

· The Staff Benefit Scheme, Rewards 4U.

· Eyesight Test.

· Flexible Working.

· Winter Fuel Grants.

· Health and Wellbeing Champions.

· Financial Wellbeing Support.

· Blue Light Infoline.

· Our Wellbeing Vision.

· Police Federation / Unison.
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		Staff risk assessment templates are available under the Sickness Management System (SMS) for managers to use and are conducted for various reasons. According to Attendance Management Procedures point 3.4.3, staff members need to have a return-to-work conversation and, if required, a risk assessment, for which templates are available. Risk assessments are also conducted for mental health, menopause, and pregnancy. The Managers Handbook describes how the force will support new parents, including conducting risk assessments. Discussions with the Human Resource Manager for Attendance and Performance Management and the Senior Manager for Occupational Health and Wellbeing confirmed that each department undertakes its own risk assessments. Each supervisor or line manager who conducts a risk assessment must attend the Health and Safety Course and pass an exam. Risk assessments are also conducted yearly or every two years for occupational health, off-site activities, and vehicle maintenance. Several risk assessments were reviewed, including those for occupational health on-site clinic delivery, department inspections, grounds maintenance, building maintenance, driving and off-site activities, and vehicle body shop activities.
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		Discussions with the Human Resource Manager (Attendance and Performance Management) and the Senior Manager for Occupational Health and Wellbeing confirm that Occupational Health provides necessary adjustments based on individual vulnerabilities. This includes conducting health questionnaires before staff start their roles or when vulnerabilities are identified during their tenure.



		[image: ]

		Absences are recorded in the Sickness Management System (SMS) by the HR Manager for Attendance and Performance Management, where a risk assessment form is prompted based on the reason selected for the line manager to complete. The SMS system allows for referrals to Occupational Health (OH) either through the SMS system or outside of it when the staff member is not recorded as absent. Each referral is monitored by the HR Manager for Attendance and Performance Management. The “Record of Employee Support” tab provides options for the appropriate support and allows supporting documentation to be uploaded against the person’s record in the SMS.
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		Several action log trackers related to wellbeing are in place, which include details such as actions, owner/lead, completion date, status, and comments. Examples of action logs provided during the review include the Leadership and Wellbeing Action Decisions and the Breastfeeding Welcome Action Log. These action logs serve as tasks in preparation for events, such as communications and promotion of events, updating action plans, and distributing resources for training.



		[image: ]

		Dyfed Powys Police offers an HR Masterclass training for those in supervisory roles or aspiring to become supervisors and line managers. It covers a wide range of topics, including those relating to wellbeing such as Sickness Management, the Equality Act, Reasonable Adjustments, Mental Health, Women’s Health, Neurodiversity, Flexible Working, and Fairness at Work. 

The latest HR Masterclass was delivered in October 2024 and included the following: Introduction to the team and updates on policies and procedures, Leave and public holiday entitlements, Basics of the Sickness Management System (SMS), Sickness management and health condition support, Equality Act and reasonable adjustments, limited duties, medical redeployment, ill health retirement process, and Performance Management. Training is scheduled by the Resource Management Unit (RMU), with attendee reports generated by the iTrent System. Line managers are responsible for their staff’s attendance. HR Masterclass training is linked to each staff member’s profile on iTrent and includes the date attended.
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		In place

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		Partially in place

		-

		-







		Other Findings
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		In terms of oversight and governance related to Occupational Health and Wellbeing matters, several levels of reporting are in place. The include quarterly reporting to the People, Culture and Ethics Board, quarterly to the Leadership and Wellbeing Group, and weekly to the People and Organisation Development (SLT). Minutes of each meeting were provided during the review which confirmed that the meetings were taking place in accordance with the stated timescales.



		[image: ]

		Occupational Health and Wellbeing metrics are monitored and reported monthly to the SLT and quarterly to the People, Culture and Ethics Board. The metrics for the last quarter (July to September 2024) were provided during the review, confirming a decrease in referrals from 177 last year to 162 this year. The metrics are presented graphically by division and role.
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		Dyfed-Powys Police is currently recruiting for a Wellbeing Manager role. Discussions with the review leads confirmed that the role has been shortlisted to three candidates as of the time of the review with the aim that an appointed would be made soon. Additionally, two mental health nurses and one counsellor were recently appointed. During the review, it was confirmed that there was a delay in working on some of the standards of the Strategy due to staff resilience issues. (Recommendation 1 refers).
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EXPLANATORY  INFORMATION   Appendix A  


  Scope and Limitations of the Review   1.   The definition of the type of review, the limitations and the responsibilities of  management in regard to this review are set out in the Annual Plan. As set out in  the Audit Charter, substantive testing is only carried out where this has been  agreed with m anagement and unless explicitly shown in the scope no such work  has been performed.   Disclaimer   2.   The matters raised in this report are only those that came to the attention of the  auditor during the course of the  review and   are not necessarily a comprehensive  statement of all the weaknesses that exist or all the improvements that might be  made. This report has been prepared solely for management's use and must not  be recited or referred to in whole or in part to third partie s without our prior  written consent. No responsibility to any third party is accepted as the report has  not been prepared, and is  not intended, for any other purpose. TIAA neither owes  nor accepts any duty of care to any other party who may receive this report and  specifically disclaims any liability for loss, damage or expense of whatsoever  nature, which is caused by their reliance  on our report.   Effectiveness of  A rrangements   3.   The definitions of the effectiveness of arrangements are set out below. These are  based solely upon the audit work performed, assume business as usual, and do  not necessarily cover management override or exceptional circumstances.  


In place   The control arrangements in place mitigate the risk from arising.  


Partially in place   The control arrangements in place only  partially mitigate the risk  from arising.  


Not in place   The control arrangements in place do not effectively mitigate the  risk from arising.  


Assurance Assessment   4.   The definitions of the assurance assessments are:  


Substantial  Assurance   There is a  robust system of internal controls operating effectively to  ensure that risks are managed and process objectives achieved.  


Reasonable  Assurance   The system of internal controls is generally adequate and operating  effectively but some improvements are required to ensure that risks  are managed and process objectives achieved.   


Limited  Assurance   The system of internal controls is generally inadequate or not  operating effectively and significant improvements are required to  ensure that risks are managed and process objectives achieved.   


No Assurance   There is a fundamental breakdown or  absence of core internal controls  requiring immediate action.  


Acknowledgement   5.   We would like to thank staff for their co - operation and assistance during the  course of our work.   Release of Report   6.   The table below sets out the history of this report :  


Stage   Issued   Response Received  


Audit Planning Memorandum:   13 th   June 2024   13 th   June 2024  


Draft Report:   20 th   November 2024   20 th   January 2025  
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		Executive Summary
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		OVERALL ASSESSMENT

		

		KEY STRATEGIC FINDINGS
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		Internal arrangements for ensuring that key staff have effective leadership skills were deemed to be effective. 
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		Arrangements are in place to ensure leaders’ skills are mapped out and that gaps are identified.
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		Succession planning is considered and monitored through the Promotions Board. 
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		Training outcomes are recorded and monitored. 









		ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE

		

		GOOD PRACTICE IDENTIFIED



		There are no risks in relation to the Leadership and Skills included on the Corporate Risk Register. 
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		The College of Policing (COP) has identified the Dyfed-Powys Police (DPP) program as best practice with regards to the post course workbook that has been implemented for first line leaders.









		

		

		



		SCOPE

		

		ACTION POINTS



		The review appraised the effectiveness of the internal arrangements for ensuring that key staff have effective leadership skills and the plans in place to achieve and improve this area. The full scope of the audit is outlined in the Findings section to this report. 

		

				Urgent

		Important

		Routine

		Operational



		0

		0

		0

		0
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		Assurance - Key Findings and Management Action Plan (MAP)
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		Risk Area

		Finding

		Recommendation

		Priority

		Management

Comments

		Implementation

Timetable

(dd/mm/yy)

		Responsible

Officer

(Job Title)



		No Urgent, Important or Routine recommendations are made. 
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		PRIORITY GRADINGS

		

		

		

		

		



		1

		URGENT

		Fundamental control issue on which action should be taken immediately.

		

		2

		IMPORTANT

		Control issue on which action should be taken at the earliest opportunity.

		

		3

		ROUTINE

		Control issue on which action should be taken.
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		2







		Operational - Effectiveness Matter (OEM) Action Plan







		[bookmark: section4]Ref

		Risk Area

		Finding

		Suggested Action

		Management Comments



		No Operational Effectiveness Matter (OEM) recommendations are made.
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		ADVISORY NOTE



		Operational Effectiveness Matters need to be considered as part of management review of procedures.
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		In place

		-

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		In place

		-

		-







		Other Findings
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		The review appraised the effectiveness of the internal arrangements for ensuring that key staff have effective leadership skills and the plans in place to achieve and improve this area. Areas of consideration in relation to the scope were:

· Review of training programme.

· Review of procedures.

· Review of how leader’s skills are mapped out and gaps identified.

· Review of leadership programme.

· Review of succession planning and how it informs leadership skills arrangements.

· Review of how future leaders are identified for upskilling and future development.

· How outcomes are monitored and recorded.
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		The previous review of Human Resource Leadership Management - Leadership Skills was undertaken by TIAA in October 2021 and received Reasonable Assurance. Three Important recommendations were made and one Routine recommendation. All recommendations are noted to have been closed. A review of HR Management Wellbeing Strategy was undertaken by TIAA in November 2024. This review covered the seven wellbeing standards which are contained within the College of Policing Blue Light Framework, including Leadership; the review received Substantial Assurance.
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		There are no risks in relation to the Leadership and Skills included on the Corporate Risk Register. However, not having effective leadership and cultivating leadership skills throughout the force would represent a significant area of operational weakness.  
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		Dyfed Powys-Police (DPP) have three strategies in relation to leadership skills:

· ‘DPP Leadership Development Strategy’, updated in September 2024, covers the period 2024-2028. The Strategy aims to create a framework for current and future leaders to enable them to reach their full potential. A core focus of the Strategy is that when designing new leadership programmes, the wellbeing of the Force's people is factored into the learning experience. Adherence to the principles laid out within the Blue Light Wellbeing Framework is fundamental to this. 

· ‘DPP Leadership and Management Delivery Strategy’, dated 26th June 2024, includes details on the target audience, training delivery, delivery and assessment methodology and internal quality control. 

· ‘DDP Leadership and Management Quality Assurance and Assessment Strategy for the Police Leadership Programme’, dated 23rd September 2024, monitors assessment practices and quality assures delivery of the Police Leadership Programme.
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		The Promotion and Selection Policy for Police Officers, dated 1st June 2019, sets out the framework for the selection of suitably qualified and experienced officers for promotion to the next rank, covering promotions between the rank of Sergeant to Chief Superintendent. There are four steps to promotion in line with the National Police Promotion Framework (NPPF Policy). 
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		Dyfed-Powys Police Leadership and Management Prospectus 2024 to 2025 outlines the Internal training and Continuous Professional Development (CPD) opportunities open to all staff and officers within the Force, including details on how to apply for courses. The Force's Leadership training is underpinned by the College of Policing Curriculums. Staff considering a leadership career or just looking to develop their skills or their understanding of their own leadership style are directed to the prospectus. Internal courses are delivered several times throughout the year. Internal courses are also advertised by the Leadership Team on the 'Good to know' section on the intranet. Officers within the promotion process will be automatically placed on the relevant courses. The Leadership and Management Prospectus provides an overview of the internal training courses available and includes details on the length of the course and the course content. The prospectus also provides details on external courses available through Academi Wales. 
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		All leadership information is promoted on the Force internet page 'Leadership in Dyfed-Powys Police (DPP) iLearn'. Dyfed-Powys Police online learning area provides access to the Leadership Learning Hub where employees can keep up to date with all the current information regarding courses, information and updates from the College of Policing. The Leadership Learning page includes course material, details of forthcoming events and a training log for employees to use to monitor their continuous professional development (CPD).
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		It was noted during the review that the leadership program has been promoted by the Chief Officer during the Local Police Authority (LPA) roadshows in 2024. A presentation has been used to showcase what training the leadership team will be offering during 2024-2025. The presentation was delivered to the senior manager team which they then communicated on their roadshows. The roadshows visited each major station and the headquarters during the early months of the year. Staff and volunteers from each area were invited to attend. Chief Officer roadshows are due to take place in January 2025 by the Chief Officer team. Updates will be provided to staff and further promotion of the leadership courses will take place. 

Dyfed-Powys Police routinely publish courses on the Force news feed and reminders of the website for all managers to visit and explain on every course for managers to publicise to their own staff, Department leads routinely emailed reminding them of course availability.
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		In September 2023, Dyfed-Powys Police Leadership and Management training team created the Foundation Leadership Course and the First Line Leaders Programme enabling staff and Police supervisors to be trained to the current standards and to allow for lateral development for all staff. This included mapping the curriculums to a two-day course for foundation training and an anticipated a five to seven-day course for First Line Leaders.
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		The First Line Leadership (TFLL) course is the Force's flagship course, licenced for delivery by the Force through The College of Policing Curriculum. The course is licenced for a year for November 2024 until November 2025. The College of Policing Curriculum for Leadership consists of a five day in person course completed in the Force’s headquarters and then three advanced modules within a portfolio. The portfolio enables the individual to keep a record of progress and to identify any further continuous professional development (CPD). 
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		The Leadership programme is developed through a mapping process. Each course provided has learning outcomes that need to be achieved through the content of the course and a session plan prepared, breaking the session down into tutor activity, learner activity, resource and assessment. The course content is developed using the session plan. A walkthrough of the process was undertaken with the Head of Leadership Training and the Trainer in Learning and Development. The Head of Leadership Training talked through the process of developing the training course and provided an overview of the Foundation Leadership Programme. The Head of Leadership Training confirmed that the College of Policing Curriculum Team and the Internal Quality Assurance (IQA) assessors (internally and externally), verify that the content of the course has been adequately covered and the mapping documents approved prior to delivery of the course.  
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		Training and development is recorded on the Leadership Team Dashboard and the Human Resource i-Trent platform. The Leadership Dashboard outlines the training programme. A walkthrough of the dashboard was undertaken with the Head of Leadership Training and the Trainer in Learning and Development. The dashboard lists eight courses and identifies how many employees have attended each course. The spreadsheet is divided into quarters, includes a yearly total. The Leadership & Management Development Trainer noted that the actual number trained from 2024 year to date is 92. It is anticipated that eight courses with 14 people in attendance will be delivered in 2025, this is a rolling programme. 
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		Two 2024 Leadership Continuous Professional Development (CPD) spreadsheet planners map out the activities planned in over the year. One planner maps out Leadership courses and the other maps out associated events including network days and coaching webinars. 
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		Leaders skills completed by officers and staff are recorded on a Leadership Dashboard. The Dashboard is linked to the Human Resources I-Trent database. During a walkthrough of the Leadership Dashboard, it was noted that 307 Police Officers are required to attend the First Line Leadership training; 229 have completed it to date and the remaining 78 will be allocated a place on a forthcoming course. The Head of Leadership Training has 11 courses identified on the training planner between November 2024 and January 2026.
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		On completion, the First Line Leadership course has a workbook to complete as part of the course. This workbook maintains focus and questions how new skills are used within everyday work. Focus groups are also being introduced to bring attendees back after three or four months to establish what impact the training has had on their development. The Force are also implementing ‘Hydra’, an immersive learning methodology for delivering leadership training exercises using technology. In preparation for the course and to gain feedback after the course, a skills questionnaire asking a set of 10 questions pre and post course, is sent to relevant individuals via Microsoft Forms. The questions are sent out by the Head of Leadership and Training one week before and one week after the training. The response rates are around 70%. Completion of the questionnaires is voluntary.
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		Succession planning is monitored through the Force's i-Trent database which identifies which employees have been trained and who still requires training. When an Officer 'Acts up' the Leadership team get notified about it and reach out to the individual regarding training courses that are relevant to that post. The Skills Coordinator, within the Leadership Team, attends all Human Resource meetings regarding staff moving or leaving and advises the Leadership Team which aids succession planning. The Senior Human Resource Manager noted that the Skills Coordinator is currently looking at the mandatory skills required for Police Officers and then Police Staff, identifying gaps in skills and future proofing skills going forward. Individuals identified as prospective Sergeants and Inspectors are monitored at a Promotion Board highlighting when deemed ready for promotion. 
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		The Performance Development Review (PDR) and Development Assessment Portfolio processes support the Force to identify individuals considering a leadership role or looking to sit an associated exam. The Leadership and Management Prospectus 2024 to 2025 outlines the courses. The foundation course is the first course to attend a two-day course on supervision to learn the basics. Once the individual passes the exam and goes through the promotions process the Leadership Team get notified of individuals who pass their exams, and the Leadership Team then starts to populate the appropriate courses. 
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		A promotion process is in place for employees seeking career progression. The employee Development and Assessment Profile (DAP) is a reflective journal to record evidence of good work completed. As part of the DAP process an individual has the opportunity to express the desire for promotion. The Leadership and Training website signposts the individual to the Leadership and Training Team and to relevant training courses. On completion of a DAP, the individual is graded. The individual’s line manager is required to support any desired promotion and the required grade outcomes from the DAP need to be achieved. 
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		The Human Resource Team maintain a spreadsheet record of individuals that have progressed from Constable to Sergeant, 'Constable and Sergeant - Duties and Higher Rank 2nd August 2024'. A second spreadsheet 'Constable to Sergeant Tracker Autumn 2024' is also maintained. One spreadsheet identifies the officers who hold a valid Exam pass at both Constable to Sergeant and Sergeant to Inspector, taking account of the National police promotion framework (NPPF) and OSPRE (Sergeant to Inspector Examinations) rules around validity of exam passes. The second spreadsheet is a tracker of persons who have applied for the Promotion Board process for the given year and provides details of whether they have passed or failed the board process and tracks the date that they are promoted to the higher rank.   A walkthrough of the spreadsheets was undertaken with the Senior Human Resources Manager.
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		On successful completion of relevant exams, individuals are identified by the Human Resources (HR) Team and put forward for considered for promotion at the Promotion Board.  The Senior Human Resources Manager maintains a spreadsheet tracking progress towards promotion. A walkthrough of the 'Constable to Sergeant Tracker Autumn 2024' was undertaken with the Senior HR Manager, the Head of Leadership Training and the Trainer in Learning and Development. The spreadsheet tracks the individual’s promotions applications to date. The Superintendent writes a proposal detailing who is going to be promoted and to what role. The proposals are reviewed at a meeting with Chief Officers. The HR Team also review the proposals. 

Evidence of this process was sighted during the review including Sergeant and Inspector promotions. it was also noted that confirmation of promotion decisions is communicated to the Police Federation. 
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		The College of Policing (COP) has identified the Dyfed-Powys Police (DPP) program as best practice with regards to the post course workbook that has been implemented for first line leaders. The COP have shared this with other Forces including North Wales Police (NWP) who have since attended the DPP Critical Conversations Course to observe the delivery of the course and content. The leadership team received recognition of their high-quality submissions to the Quality Standards Assurance (QSA) panel and the timeliness in which this has been done from the College of Policing.







OFFICIAL / SWYDDOGOL



OFFICIAL / SWYDDOGOL



OFFICIAL / SWYDDOGOL





		

		

		



		[image: ]

		

		4







		[image: ]

		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		In place

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		-







		Other Findings
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		The Leadership and Wellbeing Team report into the People, Culture and Ethics Board and the Embracing Diversity, Leadership and Wellbeing Board. Both meet quarterly. An update report prepared by the Temporary Chief Inspector for the Embracing Diversity, Leadership and Wellbeing meeting in September 2024 covered the period from June to September 2024 and includes updates on courses, feedback on attendance, assessments and accreditation. 
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		A Leadership and Management Governance Group is in place which has a documented Terms of Reference, dated 26th June 2024. The purpose and objective of the Leadership and Management Governance Group is outlined in the Terms of Reference and the objectives of the Group were presented and agreed at the Exceptional People and Organisational Development Group to Chief Officers in December 2023. 
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		The training products on the Foundation and First Line Leaders courses are reviewed by a qualified assessor on a quarterly basis. A formal observation form monitoring adherence to the lesson plan, learning outcomes, teaching styles and classroom assessment is completed. 'Quality Standards Assessment Confirmation Event Report Police Leadership Programme' Dyfed-Powys Police 12th November 2024, confirms the programme documentation for Police Leadership Programme as meeting the National Programme Specification core requirements within the National Centre for Police Leadership.



		

		Courses are held in person at the Force’s Headquarters with two days subsequently online using MS Teams. The training is delivered Monday to Thursday in class and Friday at home to assist with travel and support attendees’ personal circumstances. 







		EXPLANATORY INFORMATION

		Appendix A
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[bookmark: section7]Scope and Limitations of the Review

1. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. As set out in the Audit Charter, substantive testing is only carried out where this has been agreed with management and unless explicitly shown in the scope no such work has been performed.

Disclaimer

2. The matters raised in this report are only those that came to the attention of the auditor during the course of the review and are not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.

Effectiveness of Arrangements

3. The definitions of the effectiveness of arrangements are set out below. These are based solely upon the audit work performed, assume business as usual, and do not necessarily cover management override or exceptional circumstances.

		In place

		The control arrangements in place mitigate the risk from arising.



		Partially in place

		The control arrangements in place only partially mitigate the risk from arising.



		Not in place

		The control arrangements in place do not effectively mitigate the risk from arising.





Assurance Assessment

4. The definitions of the assurance assessments are:

		Substantial Assurance

		There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved.



		Reasonable Assurance

		The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed and process objectives achieved. 



		Limited Assurance

		The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are managed and process objectives achieved. 



		No Assurance

		There is a fundamental breakdown or absence of core internal controls requiring immediate action.





Acknowledgement

5. We would like to thank staff for their co-operation and assistance during the course of our work.

Release of Report

6. The table below sets out the history of this report:

		Stage

		Issued

		Response Received



		Audit Planning Memorandum:

		10th July 2024              

		10th July 2024



		Exit Meeting:

		10th December 2024

		



		Draft Report:

		16th December 2024

		16th December 2024



		Final Report:

		17th December 2024
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		OVERALL ASSESSMENT

		

		KEY STRATEGIC FINDINGS
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		There are governance structures in place to support cyber risk and its mitigation.
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		There is no senior sponsored policy for cyber security training and awareness.
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		The Force is in the process of procuring a new backup solution as the current software is over five years old.
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		The National Enabler Programme (NEP) sets the security baselines Forces must adhere to.









		ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE

		

		GOOD PRACTICE IDENTIFIED



		No risk currently on the corporate risk register relating to IT.
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		Pro-active monitoring is regularly done.  Alerts are received from the National Management Centre (NMC) Security Analysts via e-mail with reports/alerts from NMC 24/7,365 days a year. 









		

		

		



		SCOPE

		

		ACTION POINTS



		The scope of the review assessed the management processes in place to reduce the likelihood and impact of a cyber-incident: Cyber Risk Management, Asset Management, Engagement and Training, Architecture and Configuration, Vulnerability Management, Identity and access management, Data Security, Logging and Monitoring, Incident Management, and Supply Chain security.

		

				Urgent

		Important

		Routine

		Operational



		0

		0

		7

		0
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		Assurance - Key Findings and Management Action Plan (MAP)
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		Risk Area

		Finding

		Recommendation

		Priority

		Management

Comments

		Implementation

Timetable

(dd/mm/yy)

		Responsible

Officer

(Job Title)



		1

		Directed

		A training needs analysis not been performed across the organisation to ascertain what kinds of training users, administrators and senior leadership require and at what levels.

Any training is requested ad hoc by individuals.

		A training needs analysis to be performed.

		3

		Recommendation agreed –This is to be taken forward to the information assurance board meeting and raised by Steve Havard – Head of ICT and Mark Hall – Senior ICT Operational Manager.

		30/06/25

		Mark Hall – Senior ICT Operational Manager



		2

		Directed

		There is no senior sponsored policy for cyber security training and awareness.

		A senior sponsored cyber security training and awareness policy to be implemented.

		3

		Recommendation agreed –This is to be taken forward to the information assurance board meeting and raised by Steve Havard – Head of ICT and Mark Hall – Senior ICT Operational Manager.

		30/06/25

		Mark Hall – Senior ICT Operational Manager



		3

		Directed

		Staff in high-risk positions, such a System Administrators, senior leadership, finance etc do not receive additional or enhanced training to meet the increased risk of these types of staff being targeted for cybercrime.

		Staff in high-risk positions to be provided with enhanced cyber training.

		3

		Recommendation agreed –This is to be taken forward to the information assurance board meeting and raised by Steve Havard – Head of ICT and Mark Hall – Senior ICT Operational Manager.

		30/06/25

		Mark Hall – Senior ICT Operational Manager



		4

		Directed

		Cyber security training is delivered in three main methods: - 

1. Ad hoc if requested.

2. Vendors will give training on new systems.

3. The Economic Crime Team (ECT) visit local business if security is compromised.  The ETC is trained in cyber awareness and are now teaching officers and key staff too.

		To review cyber training methods to ensure they are sufficient, have the correct frequency and are relevant to staff groups.

		3

		Recommendation agreed –This is to be taken forward to the information assurance board meeting and raised by Steve Havard – Head of ICT and Mark Hall – Senior ICT Operational Manager.

		30/06/25

		Mark Hall – Senior ICT Operational Manager



		5

		Directed

		Training content is not refreshed annually to ensure that repetitive messages are not given.  It is not reviewed to ensure it covers areas of concern, or areas in which incidents have been noted.

		Training to be formalised and refreshed annually.

		3

		Recommendation agreed –This is to be taken forward to the information assurance board meeting and raised by Steve Havard – Head of ICT and Mark Hall – Senior ICT Operational Manager.

		30/06/25

		Mark Hall – Senior ICT Operational Manager



		6

		Directed

		Phishing campaigns are done annually but there are no other awareness campaigns currently conducted.  

		To implement cyber security awareness campaigns (bitesize sessions, news bulletins etc) throughout the year to keep staff updated.

		3

		Recommendation agreed –This is to be taken forward to the information assurance board meeting and raised by Steve Havard – Head of ICT and Mark Hall – Senior ICT Operational Manager.

		30/06/25

		Mark Hall – Senior ICT Operational Manager



		7

		Directed

		There is not an Access Management Policy in place for identity and access management.  SailPoint is used to manage all identities and access.

		To implement an Access Management Policy.

		3

		Recommendation agreed –This is to be taken forward to the information assurance board meeting and raised by Steve Havard – Head of ICT and Mark Hall – Senior ICT Operational Manager.

		30/06/25

		Mark Hall – Senior ICT Operational Manager
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		PRIORITY GRADINGS

		

		

		

		

		



		1

		URGENT

		Fundamental control issue on which action should be taken immediately.

		

		2

		IMPORTANT

		Control issue on which action should be taken at the earliest opportunity.

		

		3

		ROUTINE

		Control issue on which action should be taken.
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		2







		Operational - Effectiveness Matter (OEM) Action Plan







		[bookmark: section4]Ref

		Risk Area

		Finding

		Suggested Action

		Management Comments



		There are no OEMs to report.
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		ADVISORY NOTE



		Operational Effectiveness Matters need to be considered as part of management review of procedures.
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		[bookmark: section5]Findings
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		In place

		-

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		In place

		1, 2, 3, 4, 5, 6 & 7

		-







		Other Findings
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		Governance structures in place to support cyber risk include the Information Assurance Board (IAB) chaired by the Deputy Chief Constable (DCC) who is also the Senior Information Risk Owner (SIRO).  The IABs remit is "To maintain strategic oversight, and support the management of, all activities related to the use, processing, retention, and transmission of information or data under the control of Dyfed-Powys Police and the structures, systems and processes used for those purposes in accordance with the College of Policing APP on Information Management. To provide governance support and direction to the Information Management Business Area in line with the Force Priorities and Police and Crime Plan."

The IAB is attended by the Senior ICT Operational Manager, the IT Security Officer (ITSO) and deputy heads. The IAB meets quarterly, and the agenda includes breaches reported and Home Office reports. 

There is also a Cyber Resilience Group (CRG). This is chaired by the Head of IT. The agenda is more granular than the that of the IAB. The Group receives reports from different parts of the organisation, discusses cyber events, national monitoring (National Monitoring Centre (NMC)) updates, possible threats and IT Healthcheck reviews (vulnerabilities).

A weekly IT focused security meeting takes place. 

Weekly meetings are reported to the CRG, and the CRG reports to the IAB.

System Administrators have weekly meetings on Fridays. On Thursdays, all IT staff on the delivery side look at results of the IT Healthcheck.
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		The Joint Audit Committee (JAC) in October had an ICT Report in response to Audit Member Questions presented.
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		There are no IT risks currently on the Corporate Risk Register. The July 2024 Risk Register had a discharged risk "Specialist Resourcing within ICT”. The risk has been sufficiently mitigated to the extent that it is acceptable for it to be managed on the departmental risk register. The risk was discharged at the Strategic Finance & MTFP Board at end of January.
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		Cyber risks are reviewed weekly at the IT meetings and at by the CRG and IAB.



		[image: ]

		Aspects of cyber which may be partially out of the organisation's control are considered under cyber risk, with mitigations such as formal assurance, independent review and accreditation provided by the NMC.
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		The Risk Management Framework includes consideration of cyber risks and mitigations monitored at the CRG and IAB. It states the organisations risk appetite is "averse (very little appetite for this type of risk)" for IT & Cyber Security "We have a very low appetite for risks to the network and availability of systems that support our critical functions; we have a very low appetite for threats to our assets arising from external malicious attacks."
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		The Force does not hold independent accreditation for IT security with ISO 27001.
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		The Force complies with the SyAps principles, a continuous assessment that all England and Wales Forces now complete.  
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		There is cyber security insurance covering Virus, hacking and denial of service attack up to £100,000 and Terrorism Insurance covering Denial of service attacks and Virus or similar mechanisms.
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		Members of the IT Team do not attend professional events in order to keep them up to date with current risks and awareness topics. However, the Team are kept up to date with NMC alerts.
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		The ITSO confirmed that digital assets are fully inventoried out to understand what digital services, software and hardware is in usage at the organisation and where. 
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		There is an Information Asset Management Policy in place.
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		The inventory is updated manually.
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		Specified data/asset owners are assigned to each digital asset, in order to provide a management responsibility and risk mitigation.
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		Assets are scanned for configuration vulnerabilities using Tenable Nessus.
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		Systems in place which are no longer used, are pending decommission or can't be linked to a business need have a set deadline for removal agreed at the Change Advisory Board (CAB).

Controls are in place to segregate from the network and all data is removed from these systems.
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		When new systems are being implemented, there is a defined process to include considerations of security features and compatibility, and a risk assessment is undertaken. This is done with an IT Healthcheck and a supplier questionnaire. There is also a supplier framework where companies are vetted to ensure they have conducted a penetration test and security assessment.
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		The digital estate and architecture have not been configured using a set standard or framework. However, the IT Healthcheck is now used.
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		A Home Office Design Refresh Programme is in place for the secure administration of the network. This includes adding, removing and changing firewall rules and configurations. The Home Office Digital, Data and Technology (DDaT) Strategy sets the direction for organising technology with the Technology Code of Practice.
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		Defences are installed at the network perimeter including:

- Firewalls.

- Anti-virus.

- Monitoring solutions (web filters, content filters, mail filters).

- Active intrusion detection and preventions (IDS/IPS).

MS Defender is enabled for virus and threat protection, firewall and network protection and device security.
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		The firewall is current and in support.



		[image: ]

		The Force runs an annual IT Healthcheck, which identifies any unused ports, protocols, and services. Based on the pen testers recommendations, the Force remediates or mitigates any unused port, protocols, and services.
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		Endpoints and mobile devices are imaged using a secure, baseline image/configuration which deploys a set level of security by default using the NEP (National Enabler Programme) which sets the security baselines Forces must adhere to. The same applies to server systems. 
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		E-mail security controls are used as the Force uses CJSM secure e-mail for external sharing. Staff also have a police.uk e-mail account.
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		NMC deals with excessive traffic or Denial of Service attacks for all the Forces.
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		VLANS are set up on separate geographical location because departments can move between offices in different locations.
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		Anti-virus controls and measures are used across all systems.
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		Macros, autorun and running executables have been disabled to prevent scripting attacks.
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		Removable media ports are used by the Force. USBs are used for dashcams and Bitlocker is used to encrypt them. There is a Removeable Media Policy in place.
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		There is an Information Security Guidance & Standards.
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		Patches are applied every Tuesday. They are tested first before being released onto the live environment. They are rolled out using WSUS for servers and SCCM for workstations.
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		System firmware is updated as part of Windows updating.
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		For software and hardware assets approaching end of life or end of support, refresh plans can be established to either seek replacement, migration or extended support/control. For the core network including servers at headquarters or critical systems, these are re-procured as soon as they reach end of life. For peripherals such as switches, a risk assessment is carried out to decide if and when to replace.  Some hardware may be out of support, but this is also risk assessed to determine whether it needs replacing.
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		Where legacy assets cannot be replaced or removed, a review/ risk assessment is undertaken to apply appropriate controls including segregation, monitoring and security hardening to minimise the chance of exploitation.
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		Vulnerability scanning is done weekly as part of the IT Healthcheck. This is sighted by the SIRO, and all are monitored by the NMC.
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		An external facing penetration test is done annually. The tests are scoped prior to being carried out.
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		Staff are not permitted to use work e-mail to sign up for online services.



		[image: ]

		The Force has a Recruitment and Selection Policy and Procedure in addition to a Leavers Policy which states a process is in place to remove systems access.
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		Guest Wi-Fi is permitted but there is no access to the network.
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		The userbase is reviewed on a regular basis by the Senior ICT Operational Manager and Head of IT.

Elevated privileges are managed by NMC.
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		Password parameters are in place.
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		Multifactor Authentication (MFA) is used where possible.  MFA cannot be used on legacy systems.
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		Single Sign On (SSO) is also used where possible, mainly on newer systems, as not necessarily possible on legacy systems.
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		Privileged accounts require MFA authentication for all usages including basic, domain admins and O365.
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		Admins have separate user accounts for day-to-day business (such as email and internet browsing) and another for activities requiring their administrative privileges.
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		Admin accounts are named, accountable and all actions are logged (using logs that cannot be accessed by that specific administrator, to prevent tampering).
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		User access is configured to log effectively and alert to an administrator in the event of unusual behaviour? i.e. a login from Russia, large amount of login attempts, unexpected account lockouts etc.  This is controlled by NMC.
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		Data is protected in transit by Public Sector Broadband Aggregation (PSBA) routers, which encrypt all traffic across the network.

Cisco routers encrypt all traffic across the network.
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		Data is protected at rest on the SAN and backups are performed.
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		The Force has two data centres at separate locations. Physical access is granted to the IT Team only using swipe cards and PIN access. Contractors/visitors are accompanied by a member of the IT Team at all times when they are working in the data centre.
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		Agreements with suppliers (such as Microsoft) are done by the Home Office, therefore there is no local control. Microsoft and AWS will not disclose the location of their data centres.
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		Backups include all data considered essential for the organisation to function.  

The Force is in the process of procuring and new backup solution as the current software is over five years old.  It is currently disk to disk and air gapped as taken offsite.  
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		Backups are distributed across both data centres.

There are two System Administrators responsible for backups.

A daily report is received to show successful backup.

Backups are retained for 30 days for SQL backups, and file system backups for 30 days too.

Backups are test restored outside of the live environment.
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		There is an Asset Disposal guidance for the disposal and destruction of storage media and any devices that could store data.

It states that "Under no circumstances can any computer equipment be directly sold or given to any individual. Under no circumstances should any computer equipment be disposed of via undesignated skips, recycling centres or landfill."

The Senior ICT Operational Manager states there is a contract in place with Stone for IT asset disposal.
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		There is a Protective Monitoring Policy in place regarding what security logging must be undertaken, how this is to be done, where it is to be stored and for which systems. It states "This policy meets organisational requirements and is compliant with control measures. 

as recommended both by the National Institute of Standards and Technology (NIST), primarily the ‘Detect’ function and range of related controls as part of the NIST Cybersecurity Framework, and by the National Cyber Security Centre (NCSC), namely ‘Logging and Monitoring’ as part of the NCSC’s ’10 Steps to Cyber Security’."
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		All business-critical systems are configured to log and produce logs with relevant, useful security information. This is done by NMC Security Operations Centre, and the Force has a Security Information and Event Management (SIEM) solution.
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		For incident management, there is a Cyber Incident Response Plan (CIRP) for critical issues.

The NMC also provide alerts as does the Microsoft Windows Vendor Programme.

Supplier safeguards are ensured to be in place at the procurement stage.
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		The CIRP is linked effectively to the Business Continuity Plan and the Business Continuity Management (BCM) ICT document.
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		The Security Team and Helpdesk staff have been provided with or have existing incident management and response training.
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		The incident response team closely liaise with the NMC in the event of an incident.
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		There is an annual tabletop exercise with other Welsh Forces to test the CIRP.

The next exercise is planned for November 2024.
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		A post-incident review and lessons learnt is performed following an incident.



		[image: ]

		There is an asset register to map out where all suppliers, vendors and partners who host, manage or support data or systems are.  
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		Assurances have been obtained from third parties and suppliers from trusted sources to verify their security measures are in place as stated, or that they adhere to a specific accreditation/standard.

National Framework terms and conditions are used.

The Procurement Team maintains a spreadsheet with a list of questions covering data protection and information security, which are sent to potential suppliers to complete.

All suppliers and contractors have a screening questionnaire on data protection and everyone is vetted.  
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		The Force is required to follow the NPCC ‘National Guidance on the minimum standards for the Retention and Disposal of Police Records, in addition to the requirements set out in the College of Policing Authorised Professional Practice (APP) on Information Management.

Agreements with major suppliers (such as MS) done by the Home Office, not by each Force. 
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		Out of scope

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		-







		Other Findings
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		There is a Protective Monitoring Policy in place which states "...monitoring is essential to identify and detect threats to ICT systems. 

The active use of protective monitoring tools supports the identification of signs of attack, unusual system behaviour, or activity that is not in accordance with organisational policies." 
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		Pro-active monitoring is regularly done.  Alerts are received from the National Management Centre (NMC) Security Analysts via e-mail with reports/alerts from NMC 24/7,365 days a year.  Alerts go to the IT security team.  NMC has all event logs from the Force and alert the Force is they see any concerns.  The Force is also monitoring issues to provide a double layer of monitoring.

There are also Threat Intelligence alerts for national threats i.e. phishing.
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		Resilience measures are in place with two data centres. Data is replicated every quarter hour for the majority of systems.

There are multiple links onto the sites including two Wide Area Networks (WAN) and VPN tunnels at both sites.
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EXPLANATORY INFORMATION   Appendix A  


  Scope and Limitations of the Review   1.   The definition of the type of review, the limitations and the responsibilities of  management in regard to this review are set out in the Annual Plan. As set out in  the Audit Charter, substantive testing is only carried out where this has been  agreed with m anagement and unless explicitly shown in the scope no such work  has been performed.   Disclaimer   2.   The matters raised in this report are only those that came to the attention of the  auditor during the course of the  review and   are not necessarily a comprehensive  statement of all the weaknesses that exist or all the improvements that might be  made. This report has been prepared solely for management's use and must not  be recited or referred to in whole or in part to third partie s without our prior  written consent. No responsibility to any third party is accepted as the report has  not been prepared, and is not intended, for any other purpose. TIAA neither owes  nor accepts any duty of care to any other party who may receive this re port and  specifically disclaims any liability for loss, damage or expense of whatsoever  nature, which is caused by their reliance on our report.   Effectiveness of   A rrangements   3.   The definitions of the effectiveness of arrangements are set out below. These are  based solely upon the audit work performed, assume business as usual, and do  not necessarily cover management override or exceptional circumstances.  


In place   The control arrangements in place mitigate the risk from arising.  


Partially in place   The  control arrangements in place only partially mitigate the risk  from arising.  


Not in place   The control arrangements in place do not effectively mitigate the  risk from arising.  


Assurance Assessment   4.   The definitions of the assurance assessments are:  


Substantial  Assurance   There is a robust system of internal controls operating effectively to  ensure that risks are managed and process objectives achieved.  


Reasonable  Assurance   The system of internal controls is generally adequate and operating  effectively but some improvements are required to ensure that risks  are managed and process objectives achieved.   


Limited  Assurance   The system of internal controls is generally inadequate or not  operating effectively and significant improvements are required to  ensure that risks are managed and process objectives achieved.   


No Assurance   There is a fundamental breakdown or absence of core internal controls  requiring immediate action.  


Acknowledgement   5.   We would like to thank staff for their co - operation and assistance during the  course of our work.   Release of Report   6.   The table below sets out the history of this report :  


Stage   Issued   Response Received  


Audit Planning Memorandum:   16 th   July 2024   16 th   July 2024  


Draft Report:   25 th   November 2024   17 th   January 2025  
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		Executive Summary





[bookmark: section2]

		OVERALL ASSESSMENT

		

		KEY STRATEGIC FINDINGS
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		The development of the Police and Crime Plan was evidenced to be directed by an extensive planning process.
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		Consultation activities were undertaken during the development of the Plan.
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		Microsoft Planner was used to monitor the development of the Plan and to assign responsibility for tasks and sub-tasks.
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		No Urgent, Important or Routine recommendations are made.









		ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE

		

		GOOD PRACTICE IDENTIFIED



		There are no risks included in the Corporate Risk Register in relation to the development of the Police and Crime Plan or strategic planning arrangements.
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		A Performance Framework is under development to monitor progress against the Police and Crime Plan, with data to be reported from April 2025.









		

		

		



		SCOPE

		

		ACTION POINTS



		The review considered the production of the new Police and Crime Plan and included steps taken to develop the Plan, including consultation exercises and discussion groups and the governance arrangements for the delivery of the outcomes of the Plan. The scope did not comment on the content or the appropriateness of the stated outcomes.

		

				Urgent

		Important

		Routine

		Operational



		0

		0

		0

		0
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		Assurance - Key Findings and Management Action Plan (MAP)







		[bookmark: section3]Rec.

		Risk Area

		Finding

		Recommendation

		Priority

		Management

Comments

		Implementation

Timetable

(dd/mm/yy)

		Responsible

Officer

(Job Title)



		No Urgent, Important or Routine recommendations are made.
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		PRIORITY GRADINGS

		

		

		

		

		



		1

		URGENT

		Fundamental control issue on which action should be taken immediately.

		

		2

		IMPORTANT

		Control issue on which action should be taken at the earliest opportunity.

		

		3

		ROUTINE

		Control issue on which action should be taken.
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		Operational - Effectiveness Matter (OEM) Action Plan







		[bookmark: section4]Ref

		Risk Area

		Finding

		Suggested Action

		Management Comments



		No Operational-Effectiveness Matter recommendations are made.
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		ADVISORY NOTE



		Operational Effectiveness Matters need to be considered as part of management review of procedures.
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		In place

		-

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		In place

		-

		-







		Other Findings
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		The Office of the Police and Crime Commissioner for Dyfed-Powys’s (OPCC) arrangements for developing the Police and Crime Plan were last reviewed by TIAA in September 2021. The review provided Substantial Assurance and no recommendations were made.
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		Following an election, Police and Crime Commissioners (PCCs) have a legal duty to publish their Police and Crime Plan by 31st March of the following year. The PCC for Dyfed-Powys was re-elected into office as a result of the May 2024 elections and a new Police and Crime Plan is required by 31st March 2025. 
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		The process of developing the Plan at the Office of the Police and Crime Commissioner (OPCC) Dyfed-Powys is led by the OPCC’s Head of Strategy and Policy. It was highlighted during discussions with the Head of Strategy and Policy that it was felt that the previous process lacked resilience, as a large amount of the responsibility was placed on too few officers. Following a restructure, a collaborative process has been adopted that includes the Head of Strategy and Policy, supported by four Policy Advisors and an Evidence Based Policing Research Co-ordinator.
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		It was highlighted during discussions with the Head of Strategy and Policy that the development of the Plan was monitored and directed using Microsoft Planner, a live planning tool that allows the Policy and Strategy Team to create and monitor the completion of tasks, which was viewed during the review. Tasks are recorded across the following headings:

· Planning.

· Consultation.

· Drafting.

· Reporting.

· Publication.

Below each of the headings are ‘master tasks’ that include deadlines, expected output, links to folders where relevant documents are saved and a checklist of sub-tasks. The tasks also include guidance for completion of each of the sub-tasks. Tasks were found to have been allocated to individuals for completion and comments were added to the master tasks to provide updates on the progression of each of the tasks and sub-tasks. It was noted that the Microsoft Planner tasks incorporate advice included in the Association of Policing and Crime Chief Executives’ (APACCE) Police and Crime Plans: Guidance and Practice Advice, updated for June 2024. Each of the tasks include ‘tags’ that indicate the areas of relevance to the task, such as Community Safety, Engagement, Vulnerable People and Violence Against Women and Girls. Additionally, it was noted that the use of Microsoft Planner allows for the tasks to be re-opened and for the Planner to be used for the next Police and Crime Plan.
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		An evidence-based approach was taken in development of the Police and Crime Plan. A Police and Crime Plan 2025-29 Evidence Base document was produced which described the background evidence used in developing the Plan. The Evidence Base looked at the Strategic Aim of the Plan and the three Priorities, those being:

· Strategic Aim: Improving Public Trust and Confidence in Policing.

· Priority 1: Supporting Victims and Preventing Victimisation.

· Priority 2: Supporting Safe Communities by Preventing Harm.

· Priority 3: Supporting a More Effective Justice System.

Against each of these was evidence to answer why the Strategic Aim and Priorities matter, where the OPCC judges its position to be now, the desired position, how the OPCC plans to achieve the desired position and outcome indicators. Each of these had been researched and the document included sources. A list of documents reviewed for the development of the Police and Crime Plan 2025-29 was provided during the review as evidence of the process followed and evidence-base used. The source documents included statutory documents such as the Policing Protocol, the National Police Chiefs’ Council’s Policing Vision 2030 and the Wellbeing of Future Generations Act, as well as other strategies and reports.
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		The consultation process for the Plan development was evidenced to be informed and inclusive with evidence provided demonstrating consultation with are range of stakeholder including minority groups, internal stakeholders, members of the Senior Management Team and the wider public, with consideration given to sustainability, inclusivity and the Welsh language. The Police and Crime Plan Consultation process was subject to an Equality Impact Assessment, as will be the Plan itself; a draft version of the Equality Impact Assessment for the Police and Crime Plan was shared during the review, it was completed in October 2024 but is yet to be reviewed and approved, as it is pending the finalisation of the Police and Crime Plan.
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		At the time of the review, the final draft of the Police and Crime Plan was yet to be completed. The draft Plan was presented to the Dyfed-Powys Police and Crime Panel in October 2024. A review of minutes of the meeting found that the Plan was supported and a version of the Plan that had undergone minor amendments following the comments of the Dyfed-Powys Police and Crime Panel was shared for review. A review of the draft Plan identified key sections that were considered best practice including considerations for measuring performance, collaboration and financial information including the commissioning of services.
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		In place

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		-







		Other Findings
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		The Police Reform and Social Responsibility Act 2011 established that Police and Crime Commissioners have a duty to hold the police to account on behalf of the public. This is completed through the Policing Accountability Board, chaired by the Police and Crime Commissioner or, in their absence, the Chief of Staff. The Terms of Reference for the Police Accountability Board were shared, which states that the Policing Accountability Board has the authority to make decisions if no change is made to the fundamental ethos of the PCC’s mission, vision and values. The Terms of Reference state that any issues that cannot be resolved by the Board will be escalated to the OPCC Executive Team meetings and that the Board is held to account by the Chief of Staff and Monitoring Officer. The role of the Policing Accountability Board includes monitoring and scrutinising the performance against the Police and Crime Plan. Membership of the Board consists of three representatives of the OPCC; the PCC, the Chief Finance Officer and the Chief of Staff and Monitoring Officer, and four representatives of Dyfed-Powys Police; the Chief Constable, the Deputy Chief Constable, the Assistant Chief Constable and the Director of Finance.
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		The agenda and minutes of the September 2024 meeting of the Policing Accountability Board were provided for review as an example of how the Board operates in terms of approval and scrutiny of delivery of the Police and Crime Plan. It was noted that the Police and Crime Plan is a standing item on the agenda of the Police Accountability Board and that the development of the Police and Crime Plan 2025-29 was considered ahead of the presentation of the draft Plan to the Police and Crime Panel Board in October 2024. The minutes of the February 2024 meeting of the Policing Accountability Board evidenced that progress made against the current Police and Crime Plan was monitored and that updates were provided on queries raised during previous meetings of the Policing Accountability Board. 
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		Evidence was provided of the oversight given on the development of the Police and Crime Plan, including presentations issues to the Force Chief Officers, a consultation completed with a selection of Force Senior Leaders and a presentation given to the PCC in May 2024. Notes were taken on the discussion held with the PCC which then informed amendments made to the draft Plan. 
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		It was noted during discussions with the Head of Strategy and Policy that weekly meetings are held within the Strategy and Policy Team and the wider OPCC, as well as monthly ‘rumble’ meetings, during which any issues are discussed, and solutions are sought collaboratively. Though these meetings are informal and not minuted, actions are captured, and the Microsoft Planner is updated to reflect any changes required. Additionally, examples were provided of updates provided to members of the Strategy and Policy Team on any decisions made at meetings of the Policing Accountability Board and Executive Team.
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		Discussions with the Head of Strategy and Policy highlighted that work has been completed alongside the Service Improvement Unit on a Performance Framework that will work alongside the Police and Crime Plan that will measure performance against the Plan using data, though it was noted that, at the time of the review, this had not yet been finalised and that discussions were ongoing on the level of detail that would be made public due to the depth and complexity of the Performance Framework, though the intention is to be reporting on the Performance Framework to the Strategic Performance Board from April 2025.
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[bookmark: section7]Scope and Limitations of the Review

1. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. As set out in the Audit Charter, substantive testing is only carried out where this has been agreed with management and unless explicitly shown in the scope no such work has been performed.

Disclaimer

2. The matters raised in this report are only those that came to the attention of the auditor during the course of the review and are not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.

Effectiveness of Arrangements

3. The definitions of the effectiveness of arrangements are set out below. These are based solely upon the audit work performed, assume business as usual, and do not necessarily cover management override or exceptional circumstances.

		In place

		The control arrangements in place mitigate the risk from arising.



		Partially in place

		The control arrangements in place only partially mitigate the risk from arising.



		Not in place

		The control arrangements in place do not effectively mitigate the risk from arising.





Assurance Assessment

4. The definitions of the assurance assessments are:

		Substantial Assurance

		There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved.



		Reasonable Assurance

		The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed and process objectives achieved. 



		Limited Assurance

		The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are managed and process objectives achieved. 



		No Assurance

		There is a fundamental breakdown or absence of core internal controls requiring immediate action.
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Release of Report

6. The table below sets out the history of this report:

		Stage

		Issued

		Response Received



		Audit Planning Memorandum:

		10th July 2024

		10th July 2024



		Exit Meeting:

		19th December 2024

		



		Draft Report:

		13th January 2025 

		16th January 2025



		Final Report:

		16th January 2025
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		OVERALL ASSESSMENT

		

		OVERALL CONCLUSION



				Force

		Assessment



		Dyfed-Powys Police

		Reasonable



		Gwent Police

		Reasonable



		South Wales Police

		Reasonable



		North Wales Police

		Substantial
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		Each Force has a Data Protection Officer and nominated Senior Information Risk Owner. 
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		Each Force has a range of policy and procedures documents in place but a need to review and update certain documents was noted across each Force.   
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		An Information Assurance Board or Information Security Board is the main group overseeing information governance within each Force. 
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		Resourcing or staffing issues were noted by each Force although at the time of the internal audit review. action had or was being taken to address these issues. 









		

		

		



		SCOPE

		

		ACTION POINTS



		The review considered compliance with the Data Protection Act 2018 incorporating the General Data Protection Requirement including the policies, procedures and systems in place. 



		

				Force

		Urgent

		Important

		Routine

		Operational



		Dyfed-Powys Police

		0

		2

		7

		1



		Gwent Police

		0

		2

		2

		0



		South Wales Police

		0

		2

		2

		0



		North Wales Police

		0

		0

		1

		1



















OFFICIAL / SWYDDOGOL



OFFICIAL / SWYDDOGOL



		OFFICIAL / SWYDDOGOL



		

		[image: ]









		

		



		

		May 2024







		

		

		



		

		The Police and Crime Commissioners and Chief Constables of Dyfed Powys, Gwent, South Wales and North Wales Police 

Collaborative Assurance Review of Data Protection

		Page 1







		Assurance - Key Findings and Management Action Plan (MAP)
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		Risk Area

		Finding

		Recommendation

		Priority

		Management

Comments

		Implementation

Timetable

(dd/mm/yy)

		Responsible

Officer

(Job Title)



		Dyfed-Powys Police



		1

		Directed

		There is an Information Assurance Board (IAB) which meets quarterly and is chaired by the Deputy Chief Constable (DCC) who is the Senior Information Risk Owner (SIRO). The Data Protection Officer (DPO) presents a paper on information management and compliance including data breaches, key performance indicators and data protection updates. The Terms of Reference are currently under review and are yet to be agreed.   

		The Terms of Reference of the Information Assurance Board be agreed.

		3

		Actions surrounding the IAB Terms of Reference were discussed at the IAB of the 24 March and signed off as complete. 

		Complete 24/03/24

		Information Manager/Data Protection Officer 



		2

		Directed

		There are nominated Information Asset Owners (IAO) and Information Asset Administrators (IIA).  However, due to staff turnover, the IAOs and IAAs may no longer be correct.



		A review of the list of the Information Asset Owners (IAO) and Information Asset Administrators (IIA) needs to be carried out and training/ guidance given to the current IAOs and IAAs.

		2

		The Information Asset Register has been assigned to the Records and Data Quality Supervisor. The review of the IAO’s and IAA’s is taking place.  Once all IAO’s and IAA’s have been set in place, training will be organised. 

		31/12/24

		Information Manager/Data Protection Officer



		3

		Directed

		There are various policies in place including a Data Protection Policy, and a Data Protection Compliance Audit Policy.

All have recently been reviewed and are therefore up to date apart from the Information Risk Management Policy which was due for review in February 2023.



		The Information Risk Management Policy be reviewed.

		3

		The information risk process requires review alongside the policy and guidance documents.  All will be reviewed at the same time. 

		31/12/24

		Information Manager/Data Protection Officer



		4

		Directed

		The Information Risk Register is now under the remit of Information Management and Compliance.  Work is to be undertaken to update the register and convert to a new template, and processes regarding information risk need to be documented.    

		The Information Risk Register and associated processes be updated as planned.

		2

		The information risk process requires review alongside the policy and guidance documents.  All will be reviewed at the same time. 

		31/12/24

		Information Manager/Data Protection Officer



		5

		Directed

		Spot checks/ compliance auditing have not recently been carried out as the post responsible for undertaking checks (Data Protection Advisor) was vacant. 

		Compliance auditing be resumed now that the Data Protection Advisor is in post.

		3

		The Data Protection Compliance Officer, who will be undertaking the compliance auding role, is now in post; however, they are currently assisting the Disclosure Team (FOI) to clear a backlog of work.  Once they are available from that function the compliance audit process will commence. 

		30/11/24

		Information Manager/Data Protection Officer



		6

		Directed

		Data breaches are reported to the Information Assurance Board by the Data Protection Officer (DPO).  From January 2022 to August 2023, the three main reasons were as follows:

· Email sent to incorrect recipient.

· Inappropriate sharing of data; and	

· Letter sent to incorrect recipient.

In order to prevent and reduce further breaches, the DPO has obtained press releases from the Information Commissioner’s Office (ICO) on other organisations where this has happened and the consequences and added to the intranet as a news item to inform staff.

		Now that the Data Protection Advisor is in place, training be reviewed as planned to include refresher training; incorporating topics where there is repeated non-compliance, such as sending e-mails incorrectly, to be included.

		3

		The Data Protection Advisor has started to look at a training plan to cover Information Management and Compliance requirements. Consultation has been taking place with Learning and Development.  This work continues.

		31/12/24

		Information Manager/Data Protection Officer



		7

		Directed

		The Information Asset Register (IAR) is managed by the Information Security Officer but will be transferred under the remit of the Records Management Team where it will need a review and updating to ensure all new systems have been included, and the correct Asset Owners (IAO) and Information Asset Administrators (IIA) are listed.

		The Information Asset Register (IAR) be updated following transfer of remit to the Records Management Team.

		3

		The Information Asset Register has been assigned to the Records and Data Quality Supervisor. The review of the IAO’s and IAA’s is taking place. Once the IAO’s and IAA’s have been confirmed a full review of the IAR will take place. 

		31/03/25

		Information Manager/Data Protection Officer



		8

		Directed

		A Record of Processing Activity (ROPA) is required to be implemented.  This has been put on hold awaiting the migration to the W and U drives to Office 365 and SharePoint, so that ROPA is based on cleansed and updated data.

		A Record of Processing Activity (ROPA) be drafted and implemented.

		3

		This has been assigned to the Records Management Team and preliminary work has commenced. 

		31/03/25

		Information Manager/Data Protection Officer



		9

		Directed

		Data Flow Mapping is not currently performed.  This has been put on hold until the Record of Processing Activity (ROPA) is drafted.

		Data Flow Mapping to be conducted.

		3

		This will form the work associated with the IAR and the ROPA.

		31/03/25

		Information Manager/Data Protection Officer



		Gwent Police and South Wales Police



		10

		Directed



		At the time of the internal audit review, there were seven vacant posts within the joint Gwent Police and South Wales Police team.  

The Data Protection Officer (DPO) has put forward a staffing proposal Information Governance Restructure Business Case to ensure: "that the fundamental information/data protection compliance and risk functions are carried out to protect both forces from legislative non-compliance and associated financial penalties, enforcement action and reputational damage leading to loss of public trust and confidence." The Executive Summary states: "Currently Gwent Police (GWP) and South Wales Police (SWP) have differing structures to deliver the Information Management functions. The former has a specific Information Governance section which is separate to the transactional Information Services and the latter has an overarching Information Management team.

The business case identifies 4 options:

1.	Do nothing.

2.	A Joint Information Governance Unit.

3.	A mirrored structure for Information Governance in both forces.

4.	A mirrored joint/hybrid structure.

The business case recommended option is a mirrored/joint-hybrid structure whereby roles and processes are the same in each force.

The business case has been approved.  However, recruitment into posts has been challenging and the Data Protection Officer (DPO) is seeking approval for three administrative posts to be permanent rather than 12-month fixed term.

		A decision be made on the three administrative posts being made permanent rather than 12-month fixed term. 

		2

		Information Compliance Officer roles in both forces have now been filled. 4 positions are now vacant – Information Governance Lead in Gwent and the remaining 3 admin roles however a review of the structure is to be put to chief officers taking into account recruitment issues around knowledge and expertise.  Chief Officers are also intervening in the approval of the admins to permanent in order to make recruitment more attractive.

		31/08/24

		Joint Data Protection Officer



		11

		Directed

		There is a joint Information Security Policy in place.  This was due to be reviewed in March 2023.

		The Information Security Policy be reviewed.

		2

		Force Information Security Officers are in the process of jointly reviewing the Policy.

		31/07/24

		FISO



		12

		Directed

		Tailored training for the IG team is ad hoc.  There is no training needs analysis in place to state what training is required for each role.  Training is therefore undertaken if a staff member requests it.  

Role based training and College learn training is provided for IG staff and ISEB training is arranged for staff who require data protection training.

The DPO has started to draft a training needs analysis to detail the courses that job roles need to undertake.

		To implement a formal training needs analysis for the IG department.

		3



		This is in train – requirements have been gathered from the team and is being collated in a TNA.

		31/08/24

		DPO



		13

		Directed

		The Data Protection Officer (DPO) has an Action Plan to have a data protection communications rollout over 12 months for staff awareness.  This has been suggested to the Communications Team by the DPO but to date has not been actioned.

		A data protection awareness campaign be implemented with monthly communications to advise staff on latest issues.

		3

		The Comms plan has been drafted, and discussions are taking place with Comms in both forces to implement.  In the meantime, ad hoc comms are issued.

		30/09/24

		DPO



		North Wales Police



		14

		Directed

		The Records Management Procedure sets out the requirements for ensuring compliance with legal and statutory obligations including the Management of Police Information (MoPI) Code of Practice (CoP), Guidance and Threshold Standards, and other codes of practice. The Procedure was last reviewed and updated in March 2015 and is out of date. It was advised that the Head of Information Assurance was in the process of reviewing the Procedure.

		The Records Management Procedure be reviewed and updated, as necessary.

		3

		We agree that Records Management Procedure is out of date and is under review as Head of IA is reviewing the Information Management Strategy.

In defence, the Force has a well-established Force Records Department, with an experienced team.  Users of RMS and other systems are given training, and the administrators of these systems are also well established.

NWP also publish the NPCC Review Retention and Disposal Schedule in the Policy Library, and the Government Security Classification Procedure also.

In addition to this, APP (authorised professional practice) has an Information Management Section, and this is available on Forcebook, and this should be the first port of call for any queries.

		31/07/24

		Head of Information Assurance
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		PRIORITY GRADINGS

		

		

		

		

		



		1

		URGENT

		Fundamental control issue on which action should be taken immediately.

		

		2

		IMPORTANT

		Control issue on which action should be taken at the earliest opportunity.

		

		3

		ROUTINE

		Control issue on which action should be taken.
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		Operational - Effectiveness Matter (OEM) Action Plan
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		Risk Area

		Finding

		Suggested Action

		Management Comments



		Dyfed-Powys Police



		1

		Directed

		There is a Data Protection Officer (DPO) in place. The DPO has a Masters in Information Rights qualification which includes data protection.

There has been a vacant post for a Data Protection Advisor (DPA) which has now been filled as of end of January 2024.  Various tasks which have been put on hold can then be carried out as part of this role.

The role of Data Protection Compliance Officer (DPCO) has also been filled as from the end of January 2024, but this role is 50% audit and 50% compliance.

The DPO now has support with data protection tasks, but at present, it is not known whether this establishment will be sufficient.

		A review of the Data Protection Team after 6 months in post to ensure the establishment is sufficient to cover all the data protection tasks of the Force.



		There is significant work for the team to ensure data protection compliance.  The Information Manager/Data Protection Officer welcomes the suggested action that a review takes place 6 months following both members of staff being in post and undertaking their substantive duties.



		Gwent Police and South Wales Police



		No Operational Effectiveness Matters were raised.



		North Wales Police



		2

		Delivery

		There were no vacancies in the team at the time of the review. The volume of Subject Access Requests has increased significantly and the member of staff responsible for this area is now spending most of their time in dealing with the requests, when their role is much broader.

		Consideration be given to whether additional resources is required to administer Subject Access Requests.

		Agreed and acknowledged. Head Information Assurance aims to present a business case requesting additional resources.
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		ADVISORY NOTE



		Operational Effectiveness Matters need to be considered as part of management review of procedures.
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Findings – Dyfed-Powys Police
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		Partially in place

		1, 2, & 3

		1



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		Partially in place

		4, 5, & 6

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Partially in place

		7, 8, & 9

		-







		Other Findings – Dyfed-Powys Police
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		The website has a page on "How we use Close-Circuit Television (CCTV) cameras" and adheres to the Governments "Surveillance Camera Code of Practice". There is information to the public on how the data is held and can be requested.
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		There is an Information Security Policy in place which outlines the suitable safeguards to ensure the confidentiality, integrity, and availability of Force Information Systems.
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		The Force is required to follow the requirements of the College of Policing Authorised Professional Practice (APP) on Information Management. The APP covers:

•	Management of Police Information.

•	Information Sharing.

•	Freedom of Information.

•	Data Protection.

•	Information Assurance.

The Force is required to follow the College of Policing APP on Compliance Audit.
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		All staff have a “College Learn” training package from the College of Policing (COP) for operational and non-operational staff. There is a Data Protection module for everyone to undertake.

All new staff must complete the training package when they join.  There is, however, no refresher training.  Once the Data Protection Advisor takes post, the training programme will be reviewed and compliance monitored.  The Data Protection Advisor will also be developing specialist training.  Currently the Disclosure Unit have additional Subject Access Request (SAR) and Freedom of Information (FOI) training and at the time of the internal audit fieldwork an external company had been appointed to deliver specialist SAR training in January 2024.  
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		An awareness presentation for FOI and data protection is given to all staff when they join.  There are other courses for data protection if required or requested.

On the intranet, each department has its own section.  News items can be published on any topic or current event including data protection.  The Data Protection Officer (DPO) recently uploaded NPCC “data ads” which were bitesize and therefore added to news items over several weeks.
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		There is a Services – template contract document which contains sections including a Data Protection Schedule and Confidentiality Agreement as part of the tender process requirements for the provider to supply the Force.
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		Privacy notices are in place and available on the website for public viewing to explain how personal information is held and processed.  There is also an internal privacy notice for employees.
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		The privacy notices include the legal basis for processing data subjects’ information, and data subject rights including deleting data on request of the individual. 
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		Subject Access Requests have not been included in this review as has been recently audited in the Information Disclosures review.
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		Consent is relied on in some cases which is covered in the Information Sharing Protocols.
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		There is no policy in place that specifically covers children.  The NPCC Data Protection manual does refer to the requirements within the legislation in respect to children, and therefore the Force takes consideration of the manual and the requirements of the legislation as necessary.
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		Data Protection Impact Assessments (DPIA) are in place and guidance is available to staff along with a DPIA form to complete.  These are currently assessed by the Risk Manager and Information Security Officer.  Once the Data Protection Advisor is in post, they will also review the DPIAs.

The Force's website contains all the DPIAs for CCTV at each location it is installed.
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		International data transfers are uncommon.  The DPO recalls two where one was discussed with the Information Commissioners Office and the NPCC who has its own DPO and staff who can provide advice.
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		There are Data Protection Declaration forms to be signed by Police Staff and Police Officers.
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		There is a Data Processing Contract (national template) in place between the Force and its third-party data processors if data processing clauses are not already covered in a standard contract.  These are managed by the Procurement department.  A list of questions that covers data protection and information security is also sent to companies to complete.
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		The Force uses biometric data with the collection of fingerprints.  There is guidance on the website about requesting fingerprints and requesting them to be removed from the database.
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		There is guidance on the Force's websites for data subjects on how they can request their information to be deleted.  The data subject has the right to apply for the early deletion of records from the National DNA Database (NDNAD), National Fingerprint Database (IDENT1) and the Police National Computer (PNC) depending on certain criteria.  The links on the website take the data subject to the ACRO website to apply for deletion of their data.

The Force is required to follow the requirements of the College of Policing APP on Information Management, and the NPCC Review, Retention and Disposal Schedule.
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		Out of scope

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		-







		Other Findings – Dyfed-Powys Police
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		There is an Information Assurance Board (IAB) which meets quarterly and is chaired by the Deputy Chief Constable (DCC) who is the Senior Information Risk Owner (SIRO). 
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		Now the DPO is assisted by a DPA and DPCO, staffing resilience is in place.










		Findings – Gwent Police and South Wales Police
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		Partially in place

		10, & 11

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		In place

		12, & 13

		-







		Other Findings – Gwent Police and South Wales Police
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		There is a Data Protection Officer (DPO) in place shared between Gwent Police and South Wales Police.  
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		At the internal audit fieldwork, the Information Compliance Officer's (ICO) post for Gwent Police has been offered to a candidate in November 2023.  The South Wales ICO post was vacant.
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		The DPO attends many meetings within the organisation, cross-Forces, regional and national.
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		The Information Assurance Board (IAB) is the main group overseeing information governance.  There are Terms of Reference in place which states its remit of “high-level decision making forum for all matters in relation to information management and information security.
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		The Data Assurance Governance Group consists of the covert operations and specialist operations teams and reports to the IAB.
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		The Confidence and Legitimacy Group is supported by the Strategic Lessons Learnt Group and its sub-groups. The Group considers learning points from the Information Commissioners Office (ICO) and data breaches.  



		[image: A magnifying glass in a circle

Description automatically generated]

		A Force Disclosure Improvement Board is also in place and attended by the DPO and covers topics such as Memorandums of Understanding and sharing information. The Basic Command Units (BCUs) are also involved.
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		Other governance and oversight groups include the Deputy Chief Constable Oversight Group and the NPCC Data Protection Working Group.
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		Information Asset Owners (IAO) were last confirmed in 2021.  There are various "packs" in place for guidance.  However, due to staff resourcing in the IG department, updates and training to ensure all existing and new IAOs are kept up to date with policies and processes has not been carried out.
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		There are various policies in place including an overarching Data Protection Policy.

All have recently been reviewed and are therefore up to date.  The DPO maintains a list of policies and their review dates.
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		The Estates department "owns" the CCTV policy.  The DPO has drafted the latest version to be approved.
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		There is an Information Governance Risk Register in place.  There is a risk (IG/0001/23) which relates to information governance resourcing, current score of 20.  The risk is that there is no governance functionality that can be progressed (due to lack of resourcing) and therefore potentially regulatory action, fines and financial penalties could be enforced if the Forces are unable to comply fully with the Data Protection Act 2018.
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		There is an Information Risk Register which is monitored by the IAB.
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		The DPO reports data protection entity scanning to Board members on 4 areas -

1. Threats such as Artificial Intelligence, where controls need to be implemented but have wider implications than at local level and are therefore partly out of the control of the Forces.

2. Risks to the organisation.

3. Harm, such as data breaches.

4. Assurance, including spot checks and deep dive exercises.
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		Spot checks have not recently been carried out as the post responsible for undertaking checks is currently vacant.  The last Data Protection Compliance Monitoring Strategy and Annual Compliance Monitoring Plan was completed in 2020/21.
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		Data Incident Management procedures are documented, and staff are encouraged to report any concerns which the Information Governance Team can then assess.  Incident reports are produced.
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		At the time of the internal audit review there had been 331 data breaches to date in 2023, of which 213 had been closed.  There are a range of reasons including lost items, incorrect recipients, and e-mails/ attachments containing someone else’s details.

There have been 21 complaints to the Information Commissioners Office (ICO) of which 13 have been closed.  The majority of the ICO complaints relate to Subject Access Request (SAR) processing which has been covered recently in the Information Disclosures audit which had a Limited Assurance opinion.

		Breach notifications

		Jan

		Feb

		Mar

		Apr

		May

		Jun

		Jul

		Aug

		Sep

		Oct

		Totals



		Received during period

		30

		32

		26

		32

		28

		30

		28

		34

		38

		53

		331



		Breach cases closed during period

		17

		25

		19

		21

		20

		25

		19

		14

		22

		27

		213



		

		

		

		

		

		

		

		

		

		

		

		



		ICO Complaints

		

		

		

		

		

		

		

		

		

		

		



		Received during period

		1

		5

		4

		0

		1

		2

		2

		1

		3

		2

		21



		ICO Complaints finalised during period

		0

		2

		3

		2

		1

		2

		1

		1

		1

		0

		13





The staffing issues are those identified in Information Management in the Disclosure Audit.  Information Management (disclosures) is separate from Information Governance.

Proactive communications and information risk management are difficult with vacant posts in the Information Governance Team.

Repeated breaches and complaints to the ICO with no improvement showing in the statistics to address these issues could result in reprimands, enforcement notices or financial penalties from the ICO.  Serious harm or distress could be placed upon members of the public if their information is incorrectly disclosed.  
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		For all staff, there is an induction training programme for Data Protection. The DPO endeavours to meet all new starters so they can "put a face to a name". Training is tailored for teams to focus on the topics more relevant to their roles.

Volunteers also have a training programme.

The DPO has also delivered training on contracts and information, as well as disclosure and redaction jointly delivered with the Crown Prosecution Service (CPS) following new guidelines from the Attorney General.
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		Data protection information is available to all staff on the intranet sites. This includes an introduction to the Information Governance department.

Bespoke training is provided for the wider Forces. 
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		Basic mapping has been done and will be refreshed with the appointment of an Information Compliance Officer and administration staff.



		[image: A magnifying glass in a circle

Description automatically generated]

		There are numerous Information Sharing Agreements and Memorandums of Understanding in place. There is a Data Sharing Steering Group in place. Increasingly, the National Police Chief's Council (NPCC) is taking a more central role to provide more consistency to sharing agreements. Forces are signing up to allow the NPCC to this on their behalf. The Chief Officer for a subject matters lead role nationally leads the drafting of the Agreements as a precedent to roll out to other Forces.
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		Privacy notices are in place and available on the website for public viewing to explain how personal information is held and processed. There is also an internal joint privacy notice for both Forces.
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		The privacy notices include the legal basis for processing data subjects’ information, and data subject rights.
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		Subject Access Requests have not been included in this review as has been recently audited in the Information Disclosures review.
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		Consent is not relied on as a lawful basis for processing as where the Forces process personal data for the policing purposes, the legal basis for processing is that it is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the Forces which are set out, in the main, in the Police and Criminal Evidence Act 1984, the Police Act 1996, and the Police Reform Act 2002.
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		Children’s information is handled by specific force processes which are tailored for children's data, but these are within the operational areas.
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		The Data Protection Impact Assessments (DPIA) are in place and guidance is available to staff along with a DPIA form to complete. There is also an Information Governance Project Checklist containing Information Governance requirements. The DPO sits on all the project board meetings to be aware of all the projects and any Information Governance implications.  

There is a Joint Supplier Questionnaire which is assessed by the DPO.

In addition, there is a research questionnaire to be completed if information is to be shared with universities for research purposes, or if a member of staff requires information for studying on a job.



		[image: A magnifying glass in a circle

Description automatically generated]

		At present, there are no international data flows.

The contract with Microsoft has a national transfer risk assessment, however, Gwent Police and South Wales Police have not enabled any applications which are hosted outside of the United Kingdom.
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		Data protection clauses are contained within supplier contracts.



		[image: A magnifying glass in a circle

Description automatically generated]

		There is guidance for the public on the Force's websites with regards to Facial Recognition usage.

It states: "Images are typically supplied from CCTV, mobile phone footage or social media. These images are then compared against our custody images. The reference database that we use are custody images from South Wales and Gwent Police. These contain in excess of 600,000 images."

Live Facial Recognition also has a separate website specifically for this and containing information on DPIAs and Appropriate Policy Documents.
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		For the above data held, there is guidance on the Force's websites for data subjects on how they can request their information to be deleted.  The data subject has the right to apply for the early deletion of records from the National DNA Database (NDNAD), National Fingerprint Database (IDENT1) and/or the Police National Computer (PNC) depending on certain criteria.  The links on the website take the data subject to the ACRO website to apply for deletion of their data.

There is also a retention schedule in place.
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		 -

		 -



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		Out of scope

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		Not in place

		-

		-







		Other Findings – Gwent Police and South Wales Police
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		Data protection compliance is monitored by the Groups, Committees and Boards as mentioned in the Governance section above.
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		Resilience is an issue as there is one DPO covering two Forces, and there are vacancies in the team. Recruitment has proven challenging, and certain tasks such as spot checks are not being carried out due to resourcing issues. There is a risk without full establishment that tasks will not be performed which may lead to issues being unnoticed or not mitigated, in turn increasing the likelihood of a data breach.
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		Findings – North Wales Police
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		In place

		14

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		In place

		-

		-







		Other Findings – North Wales Police
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		The previous review of Data Protection was undertaken in 2021/22 and provided a Substantial Assurance opinion. One Priority 3 recommendation was raised, and this has been confirmed as implemented.
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		The Force has a Data Protection Policy in place (v17.2.1) which was effective from 16th August 2022 with a recommended review date of August 2024.

The Policy applies to all staff and users of the network or with access to North Wales Police information and personal data. The Policy states that there should be no personal access of information or personal data, only business use and that non-compliance for unlawful purposes could result in disciplinary action and be considered as gross misconduct, resulting in dismissal. The consequences to North Wales Police of non-compliance with the Data Protection Act 2018 are clearly stated.

A table is provided setting out terminology, principles and requirements and actions, for example in respect of a personal data breach.

The Force also has a Data Protection - Sensitive Data Processing Policy in place. The Policy is next due for review in October 2025. The Policy explains how and why North Wales Police collects, processes, looks after and shares personal data, Special Category personal data and personal data relating to criminal convictions and offences. It also explains individuals' statutory rights under the Data Protection Act 2018.
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		The Policy references current legislation and notes that it will require update in the event of legislative changes.



		[image: ]

		The Force's Data Privacy Notice is displayed on its website. It references the Data Protection Act 2018 and provides an explanation of what data is collected, how and why it is collected, the purpose of the data and who it is shared with. The Notice also sets out the individuals' rights to the data and provides contact details to both the Force and if the individual is unhappy with the response, the Information Commissioner’s Office (ICO).
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		The Director of Finance and Resources is the Force's Senior Information Risk Officer (SIRO). The Head of Information Assurance is the Force's nominated Data Protection Officer (DPO). 
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		The Chief Constable North Wales Police is the registered data controller with the ICO. The current registration is valid until 1st October 2024.
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		Each North Wales Police ICT system has a nominated Information Asset Owner (IAO). The IAO is responsible for ensuring ‘their’ assets comply with this policy and ensuring adequate governance, risk management, change control, access controls and documentation is in place, taking account of the value of the information processed on their asset; reporting to the SIRO as directed and required and keeping the Head of Information, Security and Compliance aware of information security related changes, incidents and vulnerabilities.
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		A Force Information Management Security Strategy (FIMSS) (V3.0) is in place. This reviewed in October 2023 and is next due for review in October 2025. It sets out how information will be used to support the Force in delivering all Police policies and strategies by the timely provision of comprehensive, accurate, up-to-date and reliable information and intelligence. There are five core values underpinning the Strategy: The Standards; Business Management; People Management; Information Sharing; and Data/Information Management. All of these make reference to DPA principles and requirements. 

The Head of Information Assurance confirmed that the Records Management Procedure is currently being reviewed.
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		There is no specific risk on the Force's Risk Register. The Head of Information Assurance presented a deep dive on Cyber Security and Information Assurance risk at a Joint Audit Committee (JAC) briefing on 29th November 2023 followed by a presentation to the December 2023 JAC meeting. The slides were shared via screen share and provided an overview of the risks and mitigation relating to information. The presentation explained the intended approach to the management of risk relating to unstructured data. 
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		There is an Information Security Incident / Personal Data Breaches Policy (V1.11) in place. The policy’s effective date is September 2021 with a planned formal review date of September 2024. It was noted that minor amendments had been made in February 2022 and September 2023. The policy explains the responsibility to report information data breaches or incidents immediately and provides clear instructions on how the incident should be reported, including out of hours, ensuring that action can be taken as soon as possible. The policy provides an explanation of what constitutes a personal data breach and an information security breach, why it needs to be reported and explains the required actions. Responsibilities are clearly defined for all potential staff or officers who might be involved in the process from the Data Protection Officer to Corporate Communications. The Procedure is mandatory. 
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		The Security Incident and Personal Data Breaches (SIPS) report for the year to date was provided for review. There had been 155 reported incidents across both categories reported, indicating that there is an awareness of the requirement to report across the Force. The report included various categories of incident including unauthorised disclosure, loss or theft of technology assets and unauthorised access to IT. There had been 58 unauthorised disclosures recorded in the year to date. In each case, the incident has been reviewed and a decision made as to whether there is a need to report it to the Information Commissioner's Office. It was confirmed that one incident had been reported, and an overview of the incident was provided. The ICO confirmed that No Further Action (NFA) was required.
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		The Head of Information regularly meets with the three Managers within the department to discuss current arrangements and any developments, ensuring that key messages are cascaded more widely. A recent example provided related to the notice received from the National Board relating to WhatsApp., which as considered from the perspective of what needed to be done and then the approach to sharing it more widely was agreed.

Quarterly meetings are held for the entire team of 20, each with a key topic or theme, selected by members of the team, with a view to sharing best practice. At the time of the review a DPA day was scheduled to take place on 28th January 2024. 
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		A formal programme of training is in place for all staff and officers to ensure that they are aware of their responsibilities for the handling of data.
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		An Information Asset Register is maintained. A redacted version was provided for review. The register holds a significant amount of information on each item including:

· The owner (individual and department), administrator and contact details. 

· Information on the asset including its purpose and the type of information held.

· Date that NCALT training was completed by the owner and administrator.

· The date the risk assessment was completed.

· A variety of other information is recorded as necessary over the use of the data including any planned changes, business continuity, security categorisation and markings.

The Head of Information Assurance stated that the process for maintaining the Information Asset Register was under review and that a proposed approach was due to be considered for implementation in Quarter 1, 2024/25.

Progress in the implementation of the new approach is being reported to and monitored at the Joint Audit Committee.
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		Under Article 30 (Records of processing activities) & DPA, Part 3, Section 61 (Law Enforcement Processing), a Record of Processing Activity is required to be maintained. A record has been established by department, to record the types of process, for example, criminal investigations including prosecution, the purpose, whether it is a general or law enforcement practice and then categories of personal data and recipients. It was advised that the process is being updated.
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		There is a process in place for dealing with Subject Access Requests (SAR). There has been a significant increase in Subject Access Requests with 438 requests received in the year to date. Requests received are recorded in a log as a right to request. Date of response is monitored. There is one member of staff whose role is dedicated to processing these requests, although their role, as Data Protection Support Officer has a wider remit. Support is also provided by two FOI officers. Responses to requests are all reviewed by the Information Assurance, Data Protection & Info Assistant prior to being issued. Compliance reports are provided to the Head of Information Assurance. At the time of the review, compliance was reported at 90%. It was observed that where requests are not dealt with in the required timescales this is generally because of the need to redact data and there is no software to do this. 
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		The process for Data Protection Impact Assessments is clearly defined. A comprehensive template is in place for completion which asks the information asset owner to set out what data is being used, how and why and to assess the level of risk associated with the processing.
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		At present, there are no international data flows.
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		Invitations to Tender require the Supplier to complete Section 3, which includes the Data Processing Agreement. 

All standard contracts with suppliers include DPA clauses. A Data Protection Impact Assessment would also be required, and this would be recorded on the Information Asset Register in each case. 
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		No facial recognition cameras are currently used by North Wales Police. 

Guidance is available for the use of Body Worn Cameras. Although there is no specific wording given, Police Officers will announce that they have or are activating the camera and recording both audio and visual data, the date and time, the nature of the incident and why the camera has been activated.
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		The Force adopts the NPCC National Guidance on the minimum standards for the Retention and Disposal of Police Records. The document details the envisaged time limits for the erasure of different categories of data. 
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		Out of scope

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		2









		Other Findings – North Wales Police
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		The Force has an Information Security Board, chaired by the Chief Information Officer (CIO), which meets quarterly. The Board is part of the Police and Commissioner's Assurance and Compliance arrangements. The Board has an up-to-date Terms of Reference (ToR) in place, dated October 2023. The ToR sets out the membership and responsibilities of the Board which include oversight of data protection principles, information governance and to review and monitor information security incidents, including data breaches. The meetings are not minuted, but a formal Actions and Decisions Log is maintained. Review of the log from the May 2023 meeting indicated that actions are clearly recorded, with a record of the date raised, a dated trail of updates provided to each meeting while the action remains open, and an owner assigned responsibility for the action.







		EXPLANATORY INFORMATION

		Appendix A
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[bookmark: section7]Scope and Limitations of the Review

1. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. As set out in the Audit Charter, substantive testing is only carried out where this has been agreed with management and unless explicitly shown in the scope no such work has been performed.

Disclaimer

2. The matters raised in this report are only those that came to the attention of the auditor during the course of the review and are not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.

Effectiveness of Arrangements

3. The definitions of the effectiveness of arrangements are set out below. These are based solely upon the audit work performed, assume business as usual, and do not necessarily cover management override or exceptional circumstances.

		In place

		The control arrangements in place mitigate the risk from arising.



		Partially in place

		The control arrangements in place only partially mitigate the risk from arising.



		Not in place

		The control arrangements in place do not effectively mitigate the risk from arising.





Assurance Assessment

4. The definitions of the assurance assessments are:

		Substantial Assurance

		There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved.



		Reasonable Assurance

		The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed and process objectives achieved. 



		Limited Assurance

		The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are managed and process objectives achieved. 



		No Assurance

		There is a fundamental breakdown or absence of core internal controls requiring immediate action.





Acknowledgement

5. We would like to thank staff for their co-operation and assistance during the course of our work.

Release of Report

6. The table below sets out the history of this report:

		Stage

		Issued

		Response Received



		Audit Planning Memorandum:

		13th October 2023

		13th October 2023



		Draft Report:

		31st May 2024

		



		Revised Draft Report issued:

		14th June 2024

		18th July 2024



		Final Report:

		18th July 2024

		



		Revised Final Report:

		21st January 2025

		







		AUDIT PLANNING MEMORANDUM

		Appendix B







		[bookmark: section8]Client:

		Lead Force - Police & Crime Commissioner and Chief Constable of Gwent, South Wales and North Wales Police



		Review:

		Collaborative – Data Protection



		Type of Review:

		Assurance

		Audit Lead:

		GP/SWP/DPP – Senior Audit Manager–ICT Audit and IG Assurance

NWP – Director of Audit



		



		Outline scope (per Annual Plan):

		The review considers compliance with the Data Protection Act 2018 incorporating the General Data Protection Requirement including the policies, procedures and systems in place.

All four forces. 

Lead force: Gwent Police



		

		Directed:

		Delivery:



		

		Governance Framework: There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		Performance monitoring: There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.



		Detailed scope will consider:

		Risk Mitigation: The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		Sustainability: The impact on the organisation's sustainability agenda has been considered.



		

		Compliance: Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Resilience: Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.



		Requested additions to scope:

		The accountability framework for:

· Adopting and implementing data protection policies.

· Taking a ‘data protection by design and default’ approach (I.e., the business has implemented appropriate technical and organisational measures to integrate data protection into your processing activities).

· Putting written contracts in place with organisations that process personal data on the organisation’s behalf.

· Maintaining documentation of your processing activities.

· Implementing appropriate security measures.

· Recording and, where necessary, reporting personal data breaches.

· Carrying out data protection impact assessments for uses of personal data that are likely to result in high risk to individuals’ interests.

· Appointing a data protection officer.

The review will consider how these arrangements are applied to unstructured data (defined for the purposes of this review as follows: documents, metadata, health records, audio, video, analogue data, images, files, and unstructured text such as the body of an e-mail message, Web page, or word-processor document).



		Exclusions from scope:

		 Disclosure of Subject Access Requests will be considered under a separate review of Information Disclosures



		



		Planned Start Date:

		GP: 23/10/2023

SWP: 30/10/2023

DPP: 08/01/2024

NWP: 28/11/2023

		Exit Meeting Date:

		GP: 27/10/2023

SWP: 03/11/2023

DPP: 5/02/2024

NWP: 28/05/2024

		Exit Meeting to be held with:

		DP: Debby Jones:

GP and SWP: Louise Voisey and Mark Russell

NWP – Head of Information Assurance



		SELF ASSESSMENT RESPONSE



		Matters over the previous 12 months relating to activity to be reviewed

		Y/N (if Y then please provide brief details separately)



		Has there been any reduction in the effectiveness of the internal controls due to staff absences through sickness and/or vacancies etc?

		Yes – high staff turnover, vacancies (SWP/GWP)



		Have there been any breakdowns in the internal controls resulting in disciplinary action or similar?

		No



		Have there been any significant changes to the process?

		No



		Are there any particular matters/periods of time you would like the review to consider?

		No
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Update Report

	

		Title:                                Update report on the Human Resources Internal Audit Recommendations (Agenda item 9)



		Date:

		14 January 2025



		Author:

		Steve Cadenne De Lannoy, People & Organisation Development 



		Governance Meeting:

		Joint Audit Committee 

29 January 2025



		Version:

		V.1







Information Request



A request was made by the Joint Audit Committee (JAC) for a report covering Human Resources Internal Audit Recommendations.





Outstanding Audit Recommendations



I have focused on audit recommendations outstanding at the point of the last Joint Audit Committee. The actions listed below relate to the following

 audits:



23/24 HR Management – Flexi-time Compliance

23/24 HR Management – Absence and Management (Other Leave only)



The actions detailed immediately below relate to the ‘23/24 HR Management – Flexi-time Compliance’ audit and have been completed. An updated flexitime policy has been approved and published. Enhanced reporting and scrutiny of exceptions via the Overtime Monitoring Group and People, Culture & Ethics Board are in place. A departmental level dashboard has also been provided to Head of Department providing them with detailed information on the flexi records for their staff. 



		ID

		Risk Area

		Recommendation

		Management Comments



		281174







		Directed Risk





		The Working Time Recording (WTR) be monitored regularly by managers, to ensure employees are booking in and out correctly and that the flexitime records are accurate.   Employees also be reminded of the requirement to and importance of booking in and out.

		Flexitime Policy will be updated to make clear carry over in excess of 14hrs 48 minutes will only be allowed in exceptional circumstances with the agreement of Head of Department and examples will be added to illustrate the circumstances that will be acceptable. For example, excessive work demands where a Head of Department has authorised additional hours to be worked but cannot authorise equivalent time off during the flexi period.



		281177















		Directed Risk

		The organisation’s Flexitime Policy be expanded to include the circumstances in which the carry forward of credit in excess of 14 hours 48 minutes would be authorised by the Head of Department, including limitation of use, and whether or not there is a maximum number of hours that can be accrued.

		Policy update referred to in management comments against recommendation 2 to also highlight the requirement for staff to check their bookings to ensure accuracy this will include the importance of booking in and out for breaks. WTR system already enables managers to check flexi balance and booking records for their staff. Therefore, no system development is required, however further communications to be issued to staff and managers reminding them of their responsibility to manage their flexi time and to regularly check balances in advance of flexi period ending (this is covered in policy (as per management comments for recommendation 3).



		281178 

		Directed Risk

		The un-written rules regarding the organisation's policy on manager’s discretion relating to granting leave to employees with a deficit flexitime balance, be formally reviewed and agreed requirements be written into and included in the Flexitime Policy.

		Policy update referred to in management comments against recommendations 2 & 5 to also cover the limited circumstances where staff without sufficient flexi credit can be authorised for flexi leave. For example staff member requesting flexi for caring responsibilities (not covered by other entitlements) at the beginning of a flexi period may not have sufficient credit and may not have annual leave remaining if towards the end of their leave year. There may be time for them to accrue credit before actually taking the time off or mgr may be satisfied they are normally in credit and is confident they will work back time.



		281180

		Directed Risk

		The Flexitime Policy be reviewed and updated.

		As detailed against recommendations 2,5 & 6 policy will be updated.







The actions detailed immediately below relate to the ‘23/24 HR Management – Absence and Management (Other Leave only)’ and remain outstanding. The completion date has been amended to 31st March 2025. These actions relate specifically to the ‘Leave for Family Reasons and Other Special Leave Policy’. The policy and procedure has been updated. Finalisation of policy amendments has been delayed due to a number of factors including, additional entitlements to time off being agreed by the Chief Constable – ‘carers leave’, ‘neonatal leave’. This draft policy has been subject to consultation and further amendments are currently being made in response to feedback.  



Note: management comments relating to 281311 refers to the creation of 2 separate procedure documents. The current policy template includes policy and procedure elements. Reference to 2 separate procedure documents doesn’t mean 2 documents in addition to the standard procedure, i.e. there won’t be 3 procedure documents.   



		ID

		Risk Area

		Recommendation

		Management Comments



		281311















		Directed Risk

		Procedures notes be produced to assist managers and the Human Resources Admin Team to appropriately administer the Leave for Personal and Family Reasons plus Other and Special Leave Policy and ensure Leave granted follows policy.

		Two separate procedure documents will be devised to assist HR Admin and Line Managers in decision making and administration of these types of leave requests. For Line Managers, this will explain what scenarios fall within each policy area, along with what they must do to authorise any such requests and how this are to be recorded on DMS. This will support the discussions that form part of the HR Masterclass, where clear instruction regarding maximum entitlement limits and decision-making processes are routinely discussed. For the HR Admin team this will explain the scrutiny requirement for each leave request and what evidence is required and how this is to be retained for future reference. 



		281312

		Directed Risk

		Processes be put in place to ensure that a record of approval in compliance with the policy is kept on personal files.

		As discussed during the audit and given the short notice/urgent nature of the type of leave requests covered under this policy, the policy wording is to be revised to widen the field of authorisers from ‘Head of Department’ to ‘Senior Manager’ within department. This will ensure that adequate scrutiny is in place without delaying the authorising and recording of such requests. This approval will be requested by the HR Admin team and will be placed upon the personal file for future reference.



		281313

		Directed Risk

		The procedure notes for managers to include easily referenced guidance with decision flows and examples to assist in the correct classification of Leave.

		As previously mentioned, a guidance document will be produced for line managers, which will accompany the policy document and HR Masterclass. This will provide further guidance and scenario examples to support manager to make accurate decisions in terms of what leave can be granted and the appropriate and maximum limits. This will be coupled with a greater procedure for scrutiny by HR Admin to ensure that the correct provision is being used. In addition, a Force agreement is required to decide whether HR would be given authorisation to alter a DMS entry where this is identified to be inaccurate or sit outside of policy, to ensure that the records are accurate.









Ends
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Vehicle Utilisation Report – January 2025

A Daily Utilisation Report was generated from the iR3 system, for the period 01.07.2024 – 31.12.2024. This report shows the average time vehicles based at the station spent at each activity, per day (e.g. “Stopped @ Home Base”, “Moving” etc). 

The charts and tables from the iR3 system are included below. There is a column included for home station = blank. This will include details pertaining to trips made in vehicles where the home station wasn’t recorded in Tranman at the time the relevant trips were undertaken.
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The data displayed in the chart above can be found in more detail, in the following table:
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Appendix A: 

For further context, the charts below show the total, average and daily miles /trips made per station over the same 6 month period.
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Home Station


Vehicle 


Count


Moving


Stopped @ 


Home Base


Stopped @ 


Other Base


Stopped @ 


Workshop


Stopped 


Elsewhere


Idle @ 


Home Base


Idle @ 


Other Base


Idle @ 


Workshop


Idle 


Elsewhere


Unaccountable Total Miles


Average Miles 


per vehicle


Daily 


Miles


Total 


Trips


Average 


Trips


Daily 


Trips


Aberaeron 3 01:43:12 07:12:00 10:58:48 00:00:00 01:20:24 00:00:36 00:04:12 00:00:00 00:14:24 00:00:00 27036.54 9012.18 49.25 3808 1269.33 6.94


Aberystwyth 23 01:10:12 12:46:12 06:00:00 00:00:00 01:46:48 00:02:24 00:01:48 00:00:00 00:13:12 00:00:00 133316.06 5796.35 33.86 15244 662.78 3.87


Ammanford 18 01:20:24 05:26:24 13:06:00 00:00:00 01:48:36 00:01:12 00:02:24 00:00:00 00:13:12 00:00:00 103031.11 5723.95 37.77 14555 808.61 5.34


Brecon 32 01:03:36 10:34:12 08:03:36 00:00:00 01:36:00 00:02:24 00:01:12 00:00:00 00:08:24 00:41:24 184719.55 5772.49 34.95 16455 514.22 3.11


BuilthWells 3 01:30:36 01:19:12 17:54:00 00:00:00 00:59:24 00:00:00 00:03:00 00:00:00 00:16:12 00:02:24 18471.44 6157.15 48.87 2067 689 5.47


BurryPort 2 01:29:24 08:30:00 10:19:48 00:00:00 01:25:48 00:00:36 00:03:36 00:00:00 00:18:36 00:00:00 12895.69 6447.84 35.23 2759 1379.5 7.54


Cardigan 18 01:10:48 08:31:48 09:24:36 00:00:00 02:26:24 00:01:48 00:02:24 00:00:00 00:15:00 00:00:00 118303.42 6572.41 37.33 12608 700.44 3.98


Carmarthen 18 01:28:48 00:00:00 16:58:48 00:00:00 02:40:48 00:00:00 00:04:48 00:00:00 00:19:12 00:09:36 127108.19 7061.57 46.02 17551 975.06 6.35


CrossHands 8 02:06:36 04:01:12 12:18:36 00:00:00 02:24:36 00:00:36 00:04:48 00:00:00 00:23:24 00:04:48 58792.84 7349.1 56.97 9232 1154 8.95


CROSSHANDS ARV BASE 3 02:33:36 00:00:00 16:15:00 00:00:00 03:09:36 00:00:00 00:12:36 00:00:00 00:26:24 00:04:12 37630.55 12543.52 84.94 3033 1011 6.85


CROSSHANDS TRAFFIC 12 00:26:24 00:00:00 18:46:12 00:00:00 01:51:36 00:00:00 00:01:48 00:00:00 00:03:36 01:48:00 25105.94 2092.16 15.01 2284 190.33 1.37


Crymych 3 00:46:12 05:58:48 13:44:24 00:00:00 01:17:24 00:00:36 00:01:48 00:00:00 00:05:24 00:01:48 12625.7 4208.57 23 1527 509 2.78


Fishguard 2 01:48:36 00:02:24 17:54:36 00:00:00 01:25:48 00:00:00 00:05:24 00:00:00 00:21:36 00:01:48 9518.23 4759.11 48.56 1649 824.5 8.41


FishguardHarbour 5 00:31:48 05:06:00 06:36:00 00:00:00 06:43:48 00:01:12 00:01:48 00:00:00 00:02:24 02:34:48 15720.26 3144.05 17.18 2286 457.2 2.5


Force HQ 61 00:48:36 14:00:36 02:43:12 00:00:00 04:24:36 00:01:48 00:01:48 00:00:00 00:07:12 00:15:36 286565.21 4697.79 28.59 23952 392.66 2.39


Haverfordwest 33 01:15:00 14:45:36 02:40:48 00:00:00 02:54:00 00:03:36 00:01:12 00:00:00 00:17:24 00:00:00 203547.16 6168.1 37.18 25415 770.15 4.64


Lampeter 7 00:49:48 05:16:12 09:13:12 00:00:00 06:25:12 00:00:36 00:00:36 00:00:00 00:14:24 00:04:48 32147.94 4592.56 25.1 4414 630.57 3.45


Llandeilo 3 00:39:36 00:01:12 21:04:48 00:00:00 00:30:00 00:00:00 00:01:12 00:00:00 00:04:48 00:00:00 6407.83 2135.94 18.31 511 170.33 1.46


LlandrindodWells 15 01:31:12 09:07:48 08:27:36 00:00:00 02:39:36 00:04:12 00:06:00 00:00:00 00:14:24 00:00:00 117138.78 7809.25 52.06 10101 673.4 4.49


Llandysul 1 00:35:24 19:18:00 01:27:00 00:00:00 00:42:36 00:01:12 00:00:36 00:00:00 00:05:24 00:00:00 3067.15 3067.15 16.76 487 487 2.66


Llanelli 22 01:38:24 01:31:12 15:45:00 00:00:00 02:25:12 00:00:36 00:06:00 00:00:00 00:24:00 00:07:12 158147.92 7188.54 42.92 29349 1334.05 7.96


Llanfyllin 2 01:32:24 00:22:48 17:52:12 00:00:00 01:16:48 00:00:00 00:04:12 00:00:00 00:12:00 00:00:36 16656.35 8328.18 45.51 2244 1122 6.13


Llanidloes 1 00:48:00 20:43:12 00:48:36 00:00:00 00:31:12 00:01:12 00:00:36 00:00:00 00:06:00 00:00:00 4269.63 4269.63 23.33 559 559 3.05


Llwynhendy 8 01:07:48 07:03:36 11:52:48 00:00:00 01:24:36 00:00:36 00:02:24 00:00:00 00:13:12 00:00:36 37672.06 4709.01 25.73 8202 1025.25 5.6


Machynlleth 2 01:48:36 05:33:00 12:36:00 00:00:00 01:06:36 00:00:00 00:03:36 00:00:00 00:16:12 00:00:00 15888.52 7944.26 43.41 2663 1331.5 7.28


MilfordHaven 7 01:40:12 00:00:00 09:59:24 00:00:00 09:22:48 00:00:00 00:04:12 00:00:00 00:22:48 00:01:12 47450.82 6778.69 42.79 8365 1195 7.54


Narberth 2 00:42:36 09:00:00 03:49:48 00:00:00 08:11:24 00:00:36 00:03:00 00:00:00 00:09:00 00:00:00 7661.82 3830.91 20.93 1108 554 3.03


NewcastleEmlyn 5 01:33:00 00:21:36 15:45:00 00:00:00 03:33:36 00:01:12 00:03:36 00:00:00 00:24:00 00:00:00 32351.5 6470.3 50.39 3873 774.6 6.03


Newtown 21 01:09:00 12:12:00 06:25:12 00:00:00 01:49:48 00:02:24 00:01:12 00:00:00 00:11:24 00:00:36 133165.75 6341.23 36.91 15183 723 4.21


PEMBREY DRIVER TRAIN 15 00:55:48 00:00:00 20:41:24 00:00:00 00:58:48 00:00:00 00:03:00 00:00:00 00:03:36 00:00:00 75606.33 5040.42 33.25 7724 514.93 3.4


PembrokeDock 15 01:18:00 11:18:00 07:48:36 00:00:00 01:14:24 00:01:48 00:01:12 00:00:00 00:10:48 00:01:12 85690.13 5712.68 36.03 13112 874.13 5.51


Presteigne 2 01:40:12 07:59:24 10:45:00 00:00:00 01:00:36 00:01:12 00:04:12 00:00:00 00:17:24 00:00:00 19644.77 9822.39 53.67 2115 1057.5 5.78


Tenby 5 01:37:12 03:19:48 14:05:24 00:00:00 03:07:12 00:00:36 00:03:00 00:00:00 00:15:00 00:00:00 25248.73 5049.75 44.85 3857 771.4 6.85


THORNTON WESTERN HUB 7 01:58:48 00:00:00 16:27:36 00:00:00 03:09:00 00:00:00 00:12:36 00:00:00 00:16:12 00:01:12 69263.25 9894.75 66.86 5147 735.29 4.97


Welshpool 8 01:16:48 09:46:12 09:21:36 00:00:00 01:16:48 00:01:12 00:02:24 00:00:00 00:10:48 00:00:00 59979.53 7497.44 40.97 6748 843.5 4.61


Ystradgynlais 5 01:39:36 15:43:48 03:33:36 00:00:00 00:57:36 00:02:24 00:01:12 00:00:00 00:11:24 00:00:00 37369.01 7473.8 54.55 3520 704 5.14


Unknown 30 01:14:24 00:02:24 12:59:24 00:00:00 06:44:24 00:00:00 00:08:24 00:00:00 00:11:24 00:11:24 63926.79 2130.89 38.63 7409 246.97 4.48
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Quick Guide to the DPP Monthly iR3 Confidence Reports

The iR3 confidence reports have been produced to help the force improve data quality within the iR3 system. The reports help to
highlight inaccuracies with vehicle data in the system, identify ‘live’ vehicles that haven’t reported any data in over 28 days or may
have technical faults and provide information around where drivers are repeatedly driving without swiping a recognised RFID card. By
highlighting this information to divisional supervisors, it is hoped that the reasons behind these inaccuracies can be better understood

and rectified. Thereby, increasing the accuracy of the data being captured in the system.

Many of the boxes give a comparison between
current month and previous months’ reporting
figures. Rows are self-explanatory. E.g “Total
Vehicles Live on Map” = number of vehicles that
have been used to make trips over the last month
compared to the previous month.

‘Overall Confidence’ figures are based on
the number of trips carried out using a

Title of document — indicates if it
relates to the whole force or a
specific division. Also indicates
what month the data relates to.

recognised RFID card.
A recognised RFID card means the driver of
the vehicle during a trip is identifiable,
thereby increasing confidence in the data.
The higher the figure, the greater the

confidence.
Force Overview Last Month  This Month Change 2
Total Vetices Live o Mag 335 347 4 23% Telematics Project
Tatal Trips 51153 FLET: T Monthly Overall Confidence Report
Bwerage mips per ca 1,650 1686 4 0.3% o i
Totak D\-ﬁBanY 1490 410 + {w PW\'S PBEICE}
N ower S0mph 2% 19% +
Nov-24
Stale Vehicles are Uneecogaised RFID [axe. ool lLast Month  This Manth o BFID Last Monih This Maeth M""::.mw Lt Mnth This Manss
. Total Tri 3207 3307 Total Trigs 733 736
those vehicles :: u': EITH E70% T :(umm 1aa% - Al trlpe . 91.81%
e S0mpi cnly 27 145 Ower 90mph only n 18
that are shown to % of relevant trips B 0358 7 % of trips 090 141% L3RR Teigs over 0wk fapiid B8.37%
be avallable on Piusmbsar of KA Cards Tmaturnd i report 443 284 4+ \.:
our system, but \  Stale Vabicles (No contact from Telematics Bax i over 28 days]
7, Top 10 Seale Vehicles
haven’t made R
: | Mumiber of stale vehides this month 9 IME lLast Contact Time contact Fleet Mumber Registraton Ignition Battery (V) Section
ContaCt Wlth the 3577051301853 28/10/2022 76T 033 CUZIAWW o L] ‘DRIVER TRAINING
. . 354725053590454 28/112022 735 Bz CV1SEVE o 54 ABERYSTWYTH GENERAL
servers in over 28 Tamath 18 35T0T0ELIETAIL 18/03/2028 228 o3z CUTIAHC. on iz BRECON SECTION
| hange b -10.00% 3572070513432 3/08/2024 102 TEL CUTDOSE On 148 ABERVSTWYTH SECTION
days. 357207051353621 30/08/2028 % (] CLZIDHE off o TEWEY SECTION
354725055035 143 13/09/20248 B0 o CUZ&EPN ofr 151 CARMARTHENSHIRE DIV
354725053653565 14/05/2028 & oS CU2 206N off 4= FEME DOCK PSU
Cidest stade vehicle {days) 767 x: /!
. 354735053599512 O8/10/2024 55 o4 CUXDCRE o o ROAD SAFETY
This could be an IR =0 204 35720705£301240 21/10/2028 a3 TFED CUBBCFE o [ (CARMARTHEN MOBILE
. . S . o 00/01/1300 45629 o ] [ o o
issue with the change (o/4 te
equipment in the Top 20 Unattributed RFID Cards Worst Offending Vehicles for RFID Card Use
car that needs LU Tr—— Trips m;:“‘ (™ Fleet Number Reke Section Trips withaut RAD Tonal Trigs """'";:n“"‘“"'
. . BERaOSEY a8 256% CUSBCGY o 23 us 9781
checklng, or it 3603454 a2 243% CLSTAWE - as S 100.00%
£7330d71 7 133% CU21DYF o Bl 81 100.00%
could mean that 7imaTETe &3 200% CuTRAH) o
EFcBended 200 -] 209% CLUSSSEK - et . . . .
our systems need meea - o cumoon - = Listing the vehicles that are used most often without
updating to reflect s s o i = s an RFID card can narrow down any issues. For
L o
that they have i e ol : = example, where a vehicle is shown to have 100% of
been et = i e o s trips without an RFID card, it could indicate an issue
. . B5dMeSd 43 130% CW1sEVT e e H H H
ecommissioned. 4390808 a 127% CWEIHLA @ [ .
d d with the RFID card reader in the vehicle
ebitian &0 1ins CUSECGF e Lt
2a544378 EL] 118% cuziod = st
s 3 L1 e ol e Alternatively, it could be that a small group of people
Sl = dae G = o regularly use a particular vehicle. Therefore, it may
Trips by Division’ field Overall Confidence by Division lead to conversations with that group to see if there’s
Divhson Trips :P::“‘:‘: Numiber of ve Mo RFID Key ised RFI h . ,t .. th . d
N e M vehicies e — — - | any reason why someone isn’t swiping their card.
POMYS DN RESOURCE 788 1583% — 247 Al % AT . 2T%.
PEMBS DIV RESOURCE 2895 1202% 080 M 2B% L5 10.35% T S0.07% BEITH
CEREDIGION DIV RESOURCE £439 13.09% CARMARTHEN DIV e Al % £y L32% E53I% T S0.2E% 20.52%
HQ DV RESOURCE 187 1155% RESOURCE o580 _75% LGS L 17% S.85% o S0.08% B9 0%
Fu 25 &.10% POWYS DIV 1 Al D56% LT . 2% I - 94.15% G4 468 1
o w2 053 RESOURCE 050 403% 565 L% T8 T 93.55% LM% 4
FIREARMS LICENCING m 0.20% PEMES DIV 21 A 258% DE% LATH he% T 93.95% 259% b
ESTATES 78 DIEN RESOURCE = o0 036% B5% T L33%. .E'.“ i 9130 0_IB%
SAFETY CAMERA LT 0 noes CEREDOGAON DIV = Al 1.09% 23 4765 5.90% T 4. 15% 12575 4
RESOURCE 050 OL.00% A9 17.31% 2143% i 2695 738% 4
ACE = Al 207% A0 6.53% EE0% T LA1% B99%
o0 D57 O 5.14% S.69% ¢ 342505 04 318
Provides an overview of the number of trips —
0l of nol
undertaken per division during the reporting period. e 40 i e st 0" vk are 1 withou in Trarman, Dutaih of these wil ba sesc 1 Flvst Services for Diglatiog. Of the 430 rips, 161 mew cver 3
iribes arsd X 1 el all Bul cee werm macde cking @ recognied RFID cand.
. . ,  Flowe! services hive bown made aware of Che Dheme vehicie Sowing i "Division” = “Finsarmss Uesscirg”, "Estines” and “Safwly Carrra Usil”.
Where trips are assigned to ‘0’ or to departments

such as Estates, then it highlights that the
information in our systems needs to be corrected.

A quick comparison table of the confidence figures
across the force and per division, for the current and
previous months.

An area for those preparing the reports to
provide additional, useful information on the
data.

If, after checking the report, any further information is required regarding RFID cards, or details of trips etc. to
assist with identifying the misuse of cards, please contact the iR3 project team to discuss further. Similarly, the
project team would be happy to answer any questions on the reports and the data contained within them.
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Health and Safety Performance - Update Report January 2025 (JAC)



H&S Mandatory Training Update

IOSH Managing Safely Training

(141 delegates, £150p.p.) As of 09/01/2025:

(Deadline 12.12.24)

· 117 successfully completed 83% 

· 4 completed, waiting verification 3% 

· 18 missed deadlines without completing 13%     

      (£2,850 cost) 

· 2 failed the course 1% 



IOSH MS Refresher

(101 delegates, £98p.p.) As of 09/01/2025:

 (Deadline 31.03.25)

· 50 completed 50% 

· 18 in progress 18% 

· 20 enrolled by yet to start 20% 

· 13 yet to enrol 13% 













Manual Handing Training

(£1.29p.p.) As of 09/01/2025:

(Deadline 31.03.25)

· 1316 complete 60%  

· 861 not complete 40%







Evac Chair Training

(5 delegates, £207.80 p.p.) As of 09/01/2025:

(Deadline 12.12.2024)

· 10 successfully completed 100%



DSE

(2,177 delegates, £5.15p.p.) As of 9/01/2025:

(Deadline Various)

· 1294 complete 59%  

· 883 not complete 41%  











Statutory Compliance Performance Update January 2025



Accidents / Incidents







Audits & Inspections



· 6-Monthly Inspections current compliance for HQ departments is 100% 

· 6-Monthly Inspections for stations are 88% (Ystradgynlais, Fishguard, Narbeth, Tenby, Pembroke Dock to be completed). 

· Annual H&S Audits of Custody Units. 100% 

· Annual H&S Audits of Stations. 100% 



















Risk Assessments

· Risk Assessments (129 operational) 96% Compliant 









Fire Drills

· Total 6-Monthly Fire Drill compliance for the Force 91% (Ystradgynlais, Fishguard, Narbeth, Tenby to be completed).















Policies, Procedures and Guidance

· 4 Polices 100%, 

· 23 General Procedures 100%, 

· Guidance 100%









Fire Risk Assessment Corrective Actions

· 2024-2026 FRA compliance currently stands at 79%, of the 326 actions received to date, 257 have been completed. 69 advisories remaining with Estates with a deadline May 2025.



















Estates Statutory Compliance Update 09/01/2024

Key

Key

Non-compliant

50% - 74%

Part-compliant

75% - 85%

Mostly-compliant

86% - 100%





		Executive Summary Estates Compliance

		90%



		Fire Systems

		91%



		Fire

		94%



		Fire Extinguisher Certificate Expiry

		85%



		Dry Riser Certificate Expiry

		100%



		Fire Suppression Test Expiry Date

		100%



		Emergency Lighting Annual Test Expiry Date

		96%



		Water Systems

		99%



		Legionella Risk Assessment Expiry Date

		100%



		Chlorination Expiry Date

		94%



		Electrical Systems

		79%



		Fixed Wire Testing Expiry Date

		98%



		PAT Testing Expiry Date

		57%



		Lightning Protection Test Expiry Date

		75%



		Air Conditioning 

		100%



		ACI Report Expiry Date

		100%



		Heating Systems

		93%



		Gas Safe Test Expiry Date

		93%



		Oil Fired Boilers Test Expiry Date

		92%



		Display Energy Certificates

		88%



		Display Energy Certificate Expiry Date

		88%



		Fire Risk Assessment

		86%



		Fire Risk Assessment Expiry Date

		86%



		Asbestos Management

		100%



		Asbestos Management Survey Expiry Date

		100%



		LOLER

		91%



		Lift Insurance Expiry Date

		91%











TIAA Audit additional findings / responses

Executive Summary of the TIAA H&S Audit – It started 01.07.2024 for 2 weeks but ended October 2024, 4 months later. Very sporadic approach and repeat requests for the same data. No structured audit plan or formal exit meeting was provided. No recognition of positive performance or that several issues were completed and recorded at the time of the audit. Consistency of a collaborative audit using the same auditor for continuity would have been beneficial for benchmarking and comparison.

Summary and update of other findings

		Other Findings – Dyfed-Powys Police
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		The last health and safety review undertaken by TIAA was in November 2020. Two Urgent, six Important and six Routine recommendations were made. The review was given Limited Assurance. All recommendations have been found to have been implemented through TIAA ongoing follow up process and closed. 

Completed
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		The following risk is listed on the Corporate Risk Register: Risk Number RIS2024-005 - There is a risk that sanctions from Health and Safety Executive (HSE) may be brought against the Force for failing to complete mandatory health and safety training for officer and staff. This may result in fines, improvement notices by the HSE and increased accidents by officers and staff due to lack of knowledge and competency. There is a risk of serious injury and potential legal claims or litigation from officers and staff. The inherent risk is identified as twenty-five (red) and the residual risk is nine (yellow). Mitigating control are noted as ‘Lack of resource to ensure basic H&S training in Force. Cost of outsourcing H&S training’. An update on 5th June 2024, notes that training has been successfully provided to date. In progress (to be completed by 31st March 2025)
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		The Force's Health and Safety Policy, dated April 2024 Version five, is owned by the Health & Safety Manager. In March 2024 it was transferred to a new template, updated and reviewed. Completed
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		The Forces' Health and Safety General Procedures Health and Safety Management System V3, ref: GP120, initially prepared on 23rd January 2017, was most recently reviewed on 15th November 2022. The document is formally reviewed by the Health and Safety Committee Group on a two-yearly basis, or as and when any changes to legislation or guidance / best practice are issued by the Health and Safety Executive or other relevant bodies. Completed
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		The Force’s 'Health and Safety Documents Register' lists twenty-two procedures. It confirms the date the procedures were last reviewed and the date they are next due for review. On testing, five out of the twenty-two procedures were sampled, the spreadsheet showed four incorrect version numbers, and one incorrectly titled procedure. The Health, Safety and Sustainability Senior Manager confirmed that these discrepancies have all been corrected. The documents themselves were all found to be correct. Completed
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		The Senior Health and Safety and Sustainability Manager leads the Health and Safety Team. There are two Health and Safety Assistants and a Health and Safety Administration Apprentice. The Senior Health and Safety and Sustainability Manager and one of the Health and Safety Assistants have the National Examination Board in Occupational Safety and Health (NEBOSH) Diploma and the other Health and Safety Assistant has the NEBOSH General Certificate. Completed
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		The Force has designated Health and Safety Single Point of Contact's (SPOCs) for each of the four divisions who have received Institution of Occupational Health (IOSH) Managing Safely training. The Health and Safety SPOCs for Pembrokeshire, Ceredigion; Carmarthenshire and Powys were appointed over the last few months, and already have the IOSH qualification and have been identified for the National Examination Board in Occupational Safety and Health (NEBOSH) General Certificate training over the next twelve months. In addition, they will attend in-house bespoke Health and safety training to cover their specific Health and Safety responsibilities as Inspectors, Sergeants and Supervisors of their respective areas. Training for Inspectors, Sergeants and Supervisors is recorded on a training matrix which has separate tabs for the different areas. Training for employees at Headquarters was undertaken in September and October 2023. The internal SPOC and supervisor training is delivered, maintained and managed by the Health and Safety Department. The Health and Safety Assistant updates the training matrix and advises the Learning and & Development (L&D) Department when the training is complete. L&D then update iTrent, the internal master training database, acknowledging the successful completion, for those who have received the training. Completed
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		The Chief Inspectors and Departmental Heads have responsibilities for the health, safety, and welfare of all personnel in the areas under their direct control. Inspector, Sergeant or Managers are responsible for day-to-day health and safety issues. The Senior Officers or Managers have received Institution of Occupational Health (IOSH) Managing Safely training or equivalent. Completed
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		Health and safety information and documentation is held on the Force's shared drive. The Incident Reporting System is accessed through the new DPPI2 intranet homepage. A walk through of the accident database was undertaken with the Health and Safety Assistant. All staff with access to the Accident and Incident Reporting database and can report an accident or incident. Once the report is created, it is given a unique reference number. The respective manager is automatically informed by email that the accident and incident report has been logged. The manager and Health and Safety Assistant are required to review the report on the database and indicate whether or not further action is necessary. Completed
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		The Health and Safety Assistant is responsible for reporting notifiable incident to the Health and Safety Executive (HSE). The respective HSE notification form are saved on the Force’s share drive.  A ' Reporting of Injuries and Dangerous Occurrences Regulations (RIDDOR) Spreadsheet' is maintained by the Health and Safety Assistant, recording all the information relating to the RIDDOR incident, including the Health and Safety Executive (HSE) RIDDOR report reference number.  A walk through of the shared drive and the ‘RIDDOR Spreadsheet' was undertaken with the Health and Safety Assistant. The RIDDOR log includes a unique reference number, the HSE notification number, the date of the incident and the RIDDOR stipulation. Completed
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		The Health and Safety Assistant stated that there are accidents and incidents have previously been reported under the Reporting of Injuries and Dangerous Occurrences Regulations (RIDDOR) to the Health and Safety Executive (HSE), to ‘err on the side of caution'. An example of this was a road traffic collision that occurred when the employee was driving home. Road traffic collisions are not reportable under RIDDOR. The reporting of accident and incidents that are not required to be reported has a detrimental effect on the Force’s accident statistics and may highlight a lack of understanding of what is required to be reported to the HSE. (Recommendation 1 refers). Discharged. Completed



		[image: A magnifying glass in a circle

Description automatically generated]

		The 'Health and Safety Statistics for 2023-2024 Financial Year' are prepared by the Health and Safety Assistant for Health and Safety Committee meeting.  The 2023 to 2024 accident statistics show that there were 127 accidents across the county, and eleven accidents requiring reporting under the Reporting of Injuries Diseases and Dangerous Occurrences (RIDDOR) Regulations. On testing, out of the eleven accidents requiring reportable under RIDDOR, five were sampled. Three out of the five reports were reported on time. Two were both reported outside the stipulated times – Injury 13516EF014, was reported after twelve days rather than ten days and Dangerous Occurrence 10FE117082, was reported after fifteen days rather than ten days. Completed
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		The 'DPP Statutory Compliance Spreadsheet 1st July 2024' outlines the statutory testing for properties throughout the Force. The summary page on the spreadsheet details how compliant the Force is, in percentage terms, in that division to date. The summary notes that there are 67 sites within the portfolio. Overall compliance is stated as 97 percent. Completed
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		A nominated Inspector or Sergeant ensures that fire evacuations are undertaken every six months and completes the fire inspection logbook for every police building within the territorial area. Entries from the Fire Logbook were tested. The Emergency Lighting records and the Fire Alarm testing records for the Headquarters at Ammanford were sampled. The Fire alarm logbook was noted to be completed inconsistently. The dates are not in order on the sheet because the call points are not always tested in a particular order.  Testing on the 5th June 2024 and 12th June 2024 appear to be missing, however, because the call points are not tested in order, the record of testing is not clear. (Recommendation 3 refers) Completed
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		'AVOR Fire' undertook the most recent round of Fire Risk Assessments (FRAs). The 'DPP Statutory Compliance' Spreadsheet, dated 1st July 2024, lists the Force's 67 properties and notes 100 percent compliance.  Out of the 67 properties, 55 FRAs require action. An 'FRA Action Register - Master 2022-23’ is maintained. In addition to this, the 'FRA log' lists the actions identified, prioritises them into risk ratings of high, medium, low, tolerable and advisory, and notes completion dates and the status. The FRA action log, however, is not up to date. Out of the 1,792 actions noted as a priority two and three actions, 492 do not identify what date the action was raised or when it must be completed. out of the 492 FRA action points, 427 are noted to be completed and 65 remain outstanding. (Recommendation 4 refers). Completed
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		The Force records a log of fire drills on the 'Health and safety Audits Fire Drills Master' spreadsheet. The fire drills are undertaken every six months. The spreadsheets split the area into divisions or areas and the police station. Out of the 55 buildings that require FRAs, six are identified as overdue.  The Health and Safety Assistant noted that an email reminder is sent, and the reminder followed up. The Health and Safety Assistant has just come back from annual leave so the outstanding will be followed up as intended. (Recommendation 5). Completed



		[image: A magnifying glass in a circle

Description automatically generated]

		A 'Designated First Aiders (requiring First Aid at Work (FAW) three Day training course)', spreadsheet is maintained which at the time of the internal audit fieldwork listed 27 current first aiders who are based at the Headquarters.  The Health and Safety Assistant noted that a poster with the names of the first aiders is displayed at locations around the building. Other buildings around the Force are mainly used by Police Officers, with only a small amount of police staff present, if any.  All Police Officers have annual first aid training as part of their role, so all of them are able to act as First Aiders out in the stations where required. Training records are retained by the Learning and Development Team. Completed
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		The iTrent database is used by the Learning and Development (LD) Department to manage training. iTrent includes the employee’s details and identifies when the training is due for refresher. The Health and Safety Team monitor employee training in relation to the Institution of Occupational Safety and Health (IOSH) qualification, via the LD Team. The Health and Safety Assistant maintains a ‘Health and safety Certificates Master Spreadsheet’ to keep track of certificate numbers and dates of certification. The Health and Safety Assistant noted that IOSH Managing Safely (MS) Training is mandatory for all Inspectors to attend. It is also desirable for Sergeants and above, however, the Health and Safety Assistant noted that, due to time and resources, not everyone is up to date. The Health and Safety Assistant confirmed plans to roll IOSH Managing Safely training out via e-Learning for all appropriate employees. In progress (to be completed by 31st March 2025)



		[image: A magnifying glass in a circle

Description automatically generated]

		Health and safety inspections are undertaken every six months and annually. The dates of inspections are recorded on the 'Health and Safety Audit Fire Drills Master' spreadsheet. The spreadsheet notes compliance to be 98.11 percent. All areas other than Headquarters are showing 100 percent compliance. Headquarters are 80 percent compliant. The five buildings noted under 100 percent are at the Headquarters, however, the spreadsheet identifies all Headquarters inspections as green and dated within the last 12 months. The Health and Safety Assistant has identified an error with the formula calculation. The Health and Safety Assistant noted that all of the visits are up to date, but the compliance rate is not reflecting that. The Health and Safety Assistant noted that the issue was an error with the date for driver training/dog section, which was inputted as 17/210/2024 instead of 17/10/2024, so the formula did not pick it up as an actual date. The Health and Safety Assistant corrected this now and it shows 100%. (Recommendation 6 refers). Completed
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		The 'Annual Health and Safety Audit Remedial Action 2023' spreadsheet lists 1,265 actions identified during 2023; 1,143 actions have been closed. Out of the 112 active actions, four are rated as amber and are required to be actioned in less than a month and 84 are yellow and require action in less than six months. The spreadsheet has columns identified as 'Date to be completed' and 'Date Completed', however, no dates have been entered so it is unclear whether the 'active' actions are overdue or not. The spreadsheet therefore needs to be updated to reflect current circumstances. The Health and Safety Assistant confirmed that the 'Annual Health and Safety Audit Remedial Action 2023' spreadsheet is a working draft document that was used to take information from the Fire Risk Assessment action tracker to assist setting up the 'remedial action tracker'. It is not a live document, and it is one which should have been removed. (Recommendation 7 refers). Completed
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		The Force has a Generic Risk Assessment spreadsheet listing 124 risk assessments. The spreadsheet includes the reference number of the risk assessment, the title, versions number, department area, document owner, last assessor, status, last review date and next review date. The Force has a three-tier management system for the preparation of risk assessments, the Assessor, the Head of Department and the Health and Safety Department. Each is required to sign and date the risk assessments. A sample of fifteen risk assessments were tested. On testing the risk assessments against the spreadsheet, out of the fifteen risk assessments, two had slight variations on the reference number, four were different version numbers and one was not signed. These were brought to the attention of the Health and Safety Assistant and have been corrected. (Recommendation 8 refers). Completed
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		The Health and Safety Assistant noted that the Personal Safety Training Risk Assessment and Job-Related Fitness Test (JRFT) fitness test risk assessments are both out of date, as identified in the master spreadsheet, however, recent discussions have taken place with the Inspector of Special Operations Training to have a full revamp of these risk assessments, as they have had recent changes to the training programme.  The Public Enquiry Support risk assessment is also out of date, as the Health and Safety team are currently unable to identify a suitable owner for the document. This issue is due to be raised as a point in the Health and Safety Committee Meeting in July 2024, to establish a new owner. (Recommendation 9 refers). Completed



		

[image: A magnifying glass in a circle

Description automatically generated]

		On review of the risk assessments, they are noted to be very detailed in content, and unnecessarily long. The 'hazards' listed in the 'hazard' column on risk assessment 'DP106.01 Driver Training' for example, do not all reflect the Health and Safety Executive’s (HSE's) definition of 'something that has the potential to cause harm'. Long complicated risk assessments can cause confusion to the reader and can highlight a concern that the person completing the risk assessment has not fully understood how to complete the risk assessment and complete the risk assessment proforma.  (Recommendation 10 refers). In progress (to be completed by 31st March 2025)
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		Accident Stats
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Total Accidents Per Quarter


2020-2021


2019-2020


2021-2022


2018-2019


2022-2023


3





2023-2024


2024-2025




















Accidents	


Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	38	39	38	44	30	27	39	48	24	40	32	33	34	23	25	28	26	36	44	26	27	36	30	34	40	37	 














Divisional Accidents (Last 8 Quarters)


4























Carmarthenshire	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	10	8	6	10	11	7	20	16	Ceredigion	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	6	2	2	1	5	6	5	2	Pembrokeshire	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	11	6	6	10	6	8	7	4	Powys	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	7	6	10	9	5	4	3	9	HQ	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	9	4	2	6	2	9	5	6	
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Q2 Accidents


Total – 37


Carmarthenshire – 16
Powys – 9
HQ – 6
Pembrokeshire – 4
Ceredigion – 2

Injured Role


Police Officer – 26
Police Staff – 10
Volunteer – 1





Type of Accident


Injured while handling, lifting or carrying – 13
Slipped, tripped or fell on the same level – 5 
RTC – 4 
Struck by a moving object – 3
Exposure to excessive heat/cold – 2
Injured by an animal – 2
Exposed to a harmful substance – 2
Contact with moving machinery – 1 
Strike against something fixed or stationary – 1
Fell from height – 1
Other – 3


 






General Activity/Tasks 
being undertaken


Training – 4
(all PPST)

Restraining person – 10 (4 in training)
Foot pursuit – 3 
Response driving – 2 
Dog bite – 2
Equipment fault/defect – 2  
Sharps – 1 











RIDDORs


3 Accident required reporting under RIDDOR 


Fall down a flight of stairs, injuring left elbow (>7 days SL)


Slipped on flight of stairs, landing and causing injury to left thumb (>7 days SL)


Restraint of a member of public, injuring right hand (>7 days SL)
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Total Near-Misses Per Quarter


7





2020-2021


2019-2020


2021-2022


2018-2019


2022-2023


2023-2024


2024-2025




















Accidents	


Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	39	39	30	39	54	28	42	54	41	50	64	56	57	58	65	58	71	54	62	52	38	45	54	60	42	40	 














Divisional Near-Misses (Last 8 Quarters)
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Carmarthenshire	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	6	7	6	7	10	5	10	8	Ceredigion	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	11	15	11	9	7	14	7	7	Pembrokeshire	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	13	13	16	10	14	16	9	13	Powys	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	24	12	5	13	12	13	10	10	HQ	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	8	5	0	6	11	12	6	2	
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Q2 Near-Misses


Total – 40


Pembrokeshire – 13 Powys – 10
Carmarthenshire – 8
Ceredigion – 7
HQ – 2



Related Areas


Custody related – 19
Estates related – 7










General Type of Near-Miss


Medical emergencies (12) – (8 in Custody); 7 were transported to hospital by police vehicles and 5 were transported directly via ambulance; 3 involved lack of HCP in custody units; 2 included naloxone being successfully administered by Officers. 


Inadequate searching (2) – on two separate occasions, detained persons were failed to be searched upon arrest, and both retrieved drugs from their clothing and appear to have consumed them within the police vehicles.  One of these had already produced a mobile phone from their clothing during transport yet received no additional search. 


Electrical & fire safety risks (2) – fault with a microwave timer prevented it from automatically switching off, resulting in smell of burning and smoke filling the room; vape was found in a bathroom wastepaper bin and was hot to touch. 


Others include – Attempted self-harm of DP’s (3); concealed drugs in custody (2); extended shifts leading to fatigue (2); lack of custody resourcing (2); incorrect disposal of sharps (1); slip and trip risks (2); radio emergency button fault (1).
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		Physical Assault Stats




















Total Physical Assaults Per Quarter


11





2020-2021


2019-2020


2021-2022


2018-2019


2022-2023


2023-2024


2024-2025




















Accidents	


Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	80	68	64	87	65	57	69	74	78	66	81	68	80	88	94	75	89	56	85	75	62	48	32	52	52	72	 














Divisional Physical Assaults (Last 8 Quarters)
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Carmarthenshire	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	13	17	20	9	9	21	21	24	Ceredigion	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	35	16	19	12	9	16	11	9	Pembrokeshire	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	14	20	10	22	9	5	8	10	Powys	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	22	22	13	5	5	10	12	28	HQ	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	0	0	0	0	0	0	0	0	
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Q2 Assaults


Total – 72



Powys – 28 
Carmarthenshire – 24
Pembrokeshire – 10
Ceredigion – 9
Out of Force – 1 
HQ – 0





Assault Day


Monday – 16
Tuesday – 14
Wednesday – 10
Thursday – 2
Friday – 5
Saturday – 12 
Sunday – 13


Assault Time


(04:00-11:59) – 7
(12:00-19:59) – 25
(20:00-03:59) – 40





Suspected Impact Factors


Alcohol – 43
Mental Health – 34
Drugs – 31
None – 9
Other – 1





Specific Location


Public street – 33
Dwelling – 21
Custody Suite – 11
Other police location – 3 
Other – 4


General Location


Urban – 64
Rural – 8








Lone Working / Single Crewed


Yes – 4
No – 68


Involvement per Incident


Average police – 3.5
(2.8 last quarter)
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Types of Assault involved


Kicked – 28
Pushed – 13
Spat at – 13
Verbal threat or abuse – 12
Punched – 8
Grabbed – 8
Bitten – 7
Headbutted – 7
Hit – 6
Elbowed – 2
Scratched – 3
Kneed – 3
Used or thrown object – 2
Thrown to the floor – 2
Other – 5



Degree of Assault


Common assault – 62
ABH – 10
GBH – 0
 


Assaulted Role


PC – 56
PS – 10
PCSO – 2
DEO – 2 
DC – 1 
Insp – 1 


Injury Sustained


Yes – 23
No – 49


Type of Injury


Bruises – 10
Cuts – 5 
Scratches – 2 
Abrasions – 2 
Sprains and strains – 1 
Fracture – 1 


















RIDDORs


1 Assault incident required reporting under RIDDOR


An Officer has had their hand on the back of a detained person’s head to prevent injury. The person has pushed his head back into the Officer’s hand, causing a bone fracture. 
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		Further Stats & Info


Training Accidents


Physical Assault Changes
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			Incident Date			Incident Type			Incident Summaries


			30/07/2024			Handling, lifting or carrying			During PPST training, an Officer has rolled over the back of another Officer while being restrained, causing a sore upper back.


			22/08/2024			Handling, lifting or carrying			During PPST training, an Officer has had their left arm forcibly pulled up behind their back while lying face down, while being restrained by another officer, resulting in pain.


			22/08/2024			Handling, lifting or carrying			During PPST training, an Officer has had their left arm forcibly pulled up behind their back while lying face down, while being restrained by another officer.  This has impinged on the rotation of their shoulder and caused severe pain. 


			27/08/2024			Handling, lifting or carrying			During PPST training, an Officer taking part in a stop and search scenario has been put in handcuffs which were placed to the rear in a hybrid stack technique.  The Officer’s hand has started to go numb and required an ice pack. 























Physical Assault Reporting Changes
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New requirements from the NPCC and College of Policing relating to physical assault reporting, aiming to make data returns consistent across UK Forces. 





18 reporting metrics are mandatory from 1st April 2025 to allow for 2025/2026 return.  Our current system only allows for data of 5 out of the 18 metrics to be easily gathered in the required format, so changes are being made to cover all the metrics within the physical assault reporting form. 


Date of police assault


Time of police assault


Types of call/interaction


General locations


Hate crime related offences


Hate category


Victim ethnicity


Victim gender


Date joined police Force


Victim occupation


Victim roles performed


Assault methods


Assaulted body parts


Victims reported sick


Injury assessment severities


Injury types


Body parts injured


Medical treatment required
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Any questions?


Thank You 
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			IOSH Managing Safely

145 delegates
£150 per person

20 completed (13%)

54 in progress (37%)
£8,100

71 not started (50%)
£10,650


Deadline of 11th December 2024 for all delegates			IOSH MS Refresher

100 delegates
£98 per person

24 completed (24%)

16 in progress (16%)
£1,568

30 enrolled but not started (30%)
£2,940

30 yet to enrol (30%)
£2,940

6-month deadline from starting the course for each delegate, latest start January 2024			DSE Agile Working Training and Assessment (WorkRite)

2,200 licenses 

1,296 completed (59%)

895 not completed (41%)


Required every 2 years with regular reminders sent. 
			Manual Handling Training (WorkRite)

2,200 licenses

1,284 completed (59%)

907 not completed (41%)


Required every 2 years with regular reminders sent. 



									
Cost of current uncompleted IOSH training
£26,198 			
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Total Accidents Per Quarter


2020-2021


2019-2020


2021-2022


2018-2019


2022-2023


3





2023-2024


2024-2025




















Accidents	


Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	38	39	38	44	30	27	39	48	24	40	32	33	34	23	25	28	26	36	44	26	27	36	30	34	40	37	 














Divisional Accidents (Last 8 Quarters)
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Carmarthenshire	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	10	8	6	10	11	7	20	16	Ceredigion	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	6	2	2	1	5	6	5	2	Pembrokeshire	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	11	6	6	10	6	8	7	4	Powys	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	7	6	10	9	5	4	3	9	HQ	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	9	4	2	6	2	9	5	6	











Q2 Accident Stats


5





Q2 Accidents


Total – 37


Carmarthenshire – 16
Powys – 9
HQ – 6
Pembrokeshire – 4
Ceredigion – 2

Injured Role


Police Officer – 26
Police Staff – 10
Volunteer – 1





Type of Accident


Injured while handling, lifting or carrying – 13
Slipped, tripped or fell on the same level – 5 
RTC – 4 
Struck by a moving object – 3
Exposure to excessive heat/cold – 2
Injured by an animal – 2
Exposed to a harmful substance – 2
Contact with moving machinery – 1 
Strike against something fixed or stationary – 1
Fell from height – 1
Other – 3


 






General Activity/Tasks 
being undertaken


Training – 4
(all PPST)

Restraining person – 10 (4 in training)
Foot pursuit – 3 
Response driving – 2 
Dog bite – 2
Equipment fault/defect – 2  
Sharps – 1 











RIDDORs


3 Accident required reporting under RIDDOR 


Fall down a flight of stairs, injuring left elbow (>7 days SL)


Slipped on flight of stairs, landing and causing injury to left thumb (>7 days SL)


Restraint of a member of public, injuring right hand (>7 days SL)
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		Near-Miss Stats

















Total Near-Misses Per Quarter


7





2020-2021


2019-2020


2021-2022


2018-2019


2022-2023


2023-2024


2024-2025




















Accidents	


Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	39	39	30	39	54	28	42	54	41	50	64	56	57	58	65	58	71	54	62	52	38	45	54	60	42	40	 














Divisional Near-Misses (Last 8 Quarters)
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Carmarthenshire	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	6	7	6	7	10	5	10	8	Ceredigion	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	11	15	11	9	7	14	7	7	Pembrokeshire	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	13	13	16	10	14	16	9	13	Powys	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	24	12	5	13	12	13	10	10	HQ	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	8	5	0	6	11	12	6	2	
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Q2 Near-Misses


Total – 40


Pembrokeshire – 13 Powys – 10
Carmarthenshire – 8
Ceredigion – 7
HQ – 2



Related Areas


Custody related – 19
Estates related – 7










General Type of Near-Miss


Medical emergencies (12) – (8 in Custody); 7 were transported to hospital by police vehicles and 5 were transported directly via ambulance; 3 involved lack of HCP in custody units; 2 included naloxone being successfully administered by Officers. 


Inadequate searching (2) – on two separate occasions, detained persons were failed to be searched upon arrest, and both retrieved drugs from their clothing and appear to have consumed them within the police vehicles.  One of these had already produced a mobile phone from their clothing during transport yet received no additional search. 


Electrical & fire safety risks (2) – fault with a microwave timer prevented it from automatically switching off, resulting in smell of burning and smoke filling the room; vape was found in a bathroom wastepaper bin and was hot to touch. 


Others include – Attempted self-harm of DP’s (3); concealed drugs in custody (2); extended shifts leading to fatigue (2); lack of custody resourcing (2); incorrect disposal of sharps (1); slip and trip risks (2); radio emergency button fault (1).
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		Physical Assault Stats




















Total Physical Assaults Per Quarter


11





2020-2021


2019-2020


2021-2022


2018-2019


2022-2023


2023-2024


2024-2025




















Accidents	


Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	Q1	Q2	Q3	Q4	80	68	64	87	65	57	69	74	78	66	81	68	80	88	94	75	89	56	85	75	62	48	32	52	52	72	 














Divisional Physical Assaults (Last 8 Quarters)
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Carmarthenshire	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	13	17	20	9	9	21	21	24	Ceredigion	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	35	16	19	12	9	16	11	9	Pembrokeshire	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	14	20	10	22	9	5	8	10	Powys	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	22	22	13	5	5	10	12	28	HQ	Q3 (22-23)	Q4 (22-23)	Q1 (23-24)	Q2 (23-24)	Q3 (23-24)	Q4 (23-24)	Q1 (24-25)	Q2 (24-25)	0	0	0	0	0	0	0	0	
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Q2 Assaults


Total – 72



Powys – 28 
Carmarthenshire – 24
Pembrokeshire – 10
Ceredigion – 9
Out of Force – 1 
HQ – 0





Assault Day


Monday – 16
Tuesday – 14
Wednesday – 10
Thursday – 2
Friday – 5
Saturday – 12 
Sunday – 13


Assault Time


(04:00-11:59) – 7
(12:00-19:59) – 25
(20:00-03:59) – 40





Suspected Impact Factors


Alcohol – 43
Mental Health – 34
Drugs – 31
None – 9
Other – 1





Specific Location


Public street – 33
Dwelling – 21
Custody Suite – 11
Other police location – 3 
Other – 4


General Location


Urban – 64
Rural – 8








Lone Working / Single Crewed


Yes – 4
No – 68


Involvement per Incident


Average police – 3.5
(2.8 last quarter)























Q2 Physical Assault Stats
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Types of Assault involved


Kicked – 28
Pushed – 13
Spat at – 13
Verbal threat or abuse – 12
Punched – 8
Grabbed – 8
Bitten – 7
Headbutted – 7
Hit – 6
Elbowed – 2
Scratched – 3
Kneed – 3
Used or thrown object – 2
Thrown to the floor – 2
Other – 5



Degree of Assault


Common assault – 62
ABH – 10
GBH – 0
 


Assaulted Role


PC – 56
PS – 10
PCSO – 2
DEO – 2 
DC – 1 
Insp – 1 


Injury Sustained


Yes – 23
No – 49


Type of Injury


Bruises – 10
Cuts – 5 
Scratches – 2 
Abrasions – 2 
Sprains and strains – 1 
Fracture – 1 


















RIDDORs


1 Assault incident required reporting under RIDDOR


An Officer has had their hand on the back of a detained person’s head to prevent injury. The person has pushed his head back into the Officer’s hand, causing a bone fracture. 
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		Further Stats & Info


Training Accidents


Physical Assault Changes
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			Incident Date			Incident Type			Incident Summaries


			30/07/2024			Handling, lifting or carrying			During PPST training, an Officer has rolled over the back of another Officer while being restrained, causing a sore upper back.


			22/08/2024			Handling, lifting or carrying			During PPST training, an Officer has had their left arm forcibly pulled up behind their back while lying face down, while being restrained by another officer, resulting in pain.


			22/08/2024			Handling, lifting or carrying			During PPST training, an Officer has had their left arm forcibly pulled up behind their back while lying face down, while being restrained by another officer.  This has impinged on the rotation of their shoulder and caused severe pain. 


			27/08/2024			Handling, lifting or carrying			During PPST training, an Officer taking part in a stop and search scenario has been put in handcuffs which were placed to the rear in a hybrid stack technique.  The Officer’s hand has started to go numb and required an ice pack. 























Physical Assault Reporting Changes
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New requirements from the NPCC and College of Policing relating to physical assault reporting, aiming to make data returns consistent across UK Forces. 





18 reporting metrics are mandatory from 1st April 2025 to allow for 2025/2026 return.  Our current system only allows for data of 5 out of the 18 metrics to be easily gathered in the required format, so changes are being made to cover all the metrics within the physical assault reporting form. 


Date of police assault


Time of police assault


Types of call/interaction


General locations


Hate crime related offences


Hate category


Victim ethnicity


Victim gender


Date joined police Force


Victim occupation


Victim roles performed


Assault methods


Assaulted body parts


Victims reported sick


Injury assessment severities


Injury types


Body parts injured


Medical treatment required
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Any questions?


Thank You 














2024-2025 H&S Training Update


19





			IOSH Managing Safely

145 delegates
£150 per person

20 completed (13%)

54 in progress (37%)
£8,100

71 not started (50%)
£10,650


Deadline of 11th December 2024 for all delegates			IOSH MS Refresher

100 delegates
£98 per person

24 completed (24%)

16 in progress (16%)
£1,568

30 enrolled but not started (30%)
£2,940

30 yet to enrol (30%)
£2,940

6-month deadline from starting the course for each delegate, latest start January 2024			DSE Agile Working Training and Assessment (WorkRite)

2,200 licenses 

1,296 completed (59%)

895 not completed (41%)


Required every 2 years with regular reminders sent. 
			Manual Handling Training (WorkRite)

2,200 licenses

1,284 completed (59%)

907 not completed (41%)


Required every 2 years with regular reminders sent. 



									
Cost of current uncompleted IOSH training
£26,198 			
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